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Abstract

Mostrecentad hocnetworkreseach hasfocusedn provid-
ing routing serviceswithout consideringsecurity In this pa-
per, wedetail securitythreatsagainstad hocrouting protocols,
specificallygxaminingAODV andDSR.In light of thesehreats,
we identify three different ervironmentsawith distinct security
requirements\W\e proposea solutionto ong themanaed-open
scenariowhele no networkinfrastructue is pre-deployedbut
a smallamountof prior securitycoordinationis expected Our
protocol, ARAN,is basedon certificatesand successfullyde-
featsall identifiedattadks.

1 Intr oduction

Ad hoc wirelessnetworks assumeno pre-deplged infras-
tructureis available for routing paclets end-to-endin a net-
work, andinsteadrely on intermediarypeers.Securingad hoc
routingpresentghallengedecauseachuserbringsto thenet-
work their own mobile unit, without the centralizedpolicy or
control of a traditionalnetwork. Many ad hoc routing proto-
cols have beenproposedpreviously [9, 12, 13, 14, 15, 3], but
noneof the proposalhave definedsecurityrequirementsand
all inherentlytrustall participants.

In this paper we demonstate exploits that are possible
againstad hoc routing protocols, definevarious securityen-
vironmentsand offer a secue solutionwith an authenticated
routing protocol. We detail the exploits againsttwo proto-
colsthatareunderconsideratiorby the IETF for standardiza-
tion: the Ad hoc On-demandDistanceVector routing proto-
col (AODV) [15] andthe Dynamic SourceRouting protocol
(DSR)[9]. AODV andDSR areefficientin termsof network
performancebut they allow attaclersto easilyadwertisefalsi-
fied routeinformation,to redirectroutes,andto launchdenial-
of-serviceattacks.

Our proposedprotocol, AuthenticatedRoutingfor Ad hoc
Networks (ARAN), detectsand protectsagainstmaliciousac-
tionsby third partiesandpeersn oneparticularadhocenviron-
ment.ARAN introducesauthenticationmessge integrity, and
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non-repudiationto an ad hoc ernvironmentasa partof a mini-
mal securitypolicy. Our evaluationsshav ARAN hasminimal
performancecostsfor the increasedsecurityin termsof pro-
cessingandnetworking overhead.

This paperis organizedasfollows. Section2 is anovervien
of recentwork on adhocroutingprotocols.Section3 presents
the securityexploits possiblein ad hocrouting protocols.Sec-
tion 4 definesthreead hoc ervironmentsandthe securityre-
quirementsof ary ad hoc network. Section5 presentghe se-
curead hoc routing protocol, ARAN. Section6 shows there-
sultsof securityandnetwork performanceanalyse®f ARAN,
andSection7 offersconcludingremarks.

2 Background

An adhocnetwork formswhena collectionof mobilenodes
join togetherand createa network by agreeingto route mes-
sagedor eachother Thereis no sharedinfrastructurein an
ad hoc network, suchascentralizedoutersor definedadmin-
istrative policy. All proposedrotocols]9, 12,13, 14, 15 have
securityvulnerabilitiesandexposureshateasilyallow for rout-
ing attacks. While thesevulnerabilitiesare commonto mary
protocols,in this paperwe focuson two protocolsthatareun-
derconsideratiorby the IETF for standardizationAODV and
DSR[15, 9].

Thefundamentatifferencedetweenad hoc networks and
standardP networksnecessitatthe developmenbf new secu-
rity servicesln particularthemeasureproposedor IPSed7]
help only in end-to-endauthenticationand security between
two network entitiesthat alreadyhave routing betweenthem;
IPSecdoesnotsecureheroutingprotocol.

This point hasbeenrecognizedy others. Zhou andHaas
have proposeda using thresholdcryptographyfor providing
securityto the network [22]. Hubaux,et al. have proposed
a methodthatis designedo ensureequalparticipationamong
memberof theadhocgroup,andthatgiveseachnodethe au-
thority to issuecertificated8]. Kong,etal. [10] have proposed
a securead hoc routing protocolbasedon secretsharing;un-
fortunately this protocolis basedon erroneousassumptions,
e.g., that eachnodecannotimpersonatéehe MAC addresf
multiple othernodes. Yi, et al. alsohave proposeda general
framework for secureadhocrouting[21].



Attack AODV | DSR | ARAN
Remoteredirection
modif. of seq.numbers|| Yes No | No
modif. of hopcounts Yes No | No
modif. of sourceroutes No Yes | No
tunneling Yes Yes | Yes,butonlyto
lengtherpath
Spoofing Yes Yes | No
Fabrication
fabr of errormessages|| Yes Yes | Yes,but
non-repudiable|
fabr of sourceroutes No Yes | No
(cachepoisoning)

Table 1. Vulnerabilities of AODV and DSR.

3 Exploits allowed by existing protocols

The currentproposedouting protocolsfor ad hoc wireless
networksallow for mary differenttypesof attacks.Analogous
exploits exist in wired networks [20], but are more easilyde-
fendedagainsty infrastructurepresentn awired network. In
this section,we classifymodification impeisonation andfab-
rication exploitsagainstadhocroutingprotocols.In Sectionb,
we proposea protocolnot exploitablein theseways.

Our focus is on vulnerabilitiesand exposuresthat result
from the specificationof the ad hoc routing protocol,and not
from problemswith IEEE 802.11[2, 4, 18]. Additionally,
trivial denial-of-servicattacksbasedon interceptiorandnon-
cooperatiorarepossiblein all adhocrouting protocols.While
theseattacksare possible they arenot achieved throughsub-
versionof therouting protocol.

The attackspresentedelon are describedn termsof the
AODV andDSR protocolswhich we useasrepresentatiesof
ad hoc on-demandrotocols. Table 1 providesa summaryof
eachprotocol'svulnerabilityto the following exploits.

3.1 Attacks Using Modification

Maliciousnodescancauseedirectionof network traffic and
DoSattacksby alteringcontrolmessagéeldsor by forwarding
routingmessagewith falsifiedvalues.For example,n thenet-
workillustratedin Fig. 1a,amaliciousnodeM couldkeeptraf-
fic from reachingX by consistentlyadwertisingto B a shorter
routeto X thantherouteto X thatC' adwertises. Below are
detailedsereral of theattacksthatcanoccurif particularfields
of routingmessagem specificrouting protocolsarealteredor
falsified.

3.1.1 Redirectionby modified route sequencenumbers

ProtocolssuchasAODV andDSDV [14] instantiateandmain-
tain routesby assigningmonotonicallyincreasingsequence
numbergo routestoward specificdestinationsln AODV, ary
nodemay divert traffic throughitself by adwertisinga routeto

}

M

Figure 1. (A) A simple ad hoc network. (B) An-
other example ad hoc network.

a nodewith a destination sequencawumgreaterthanthe au-
thenticvalue. Fig. 1billustratesan examplead hoc network.
Supposea maliciousnode, M, recevesthe RREQthat orig-
inatedfrom S for destinationX afterit is re-broadcasby B
during route discovery. M redirectstraffic toward itself by
unicastingto B an RREP containinga much higher destina-
tion_sequencanumfor X thanthevaluelastadwertisedby X .

Eventually theRREQbroadcasby B will reachanodewith
avalid routeto X anda valid RREPwill be unicastbackto-
ward S. However, at that point B will have alreadyreceved
thefalseRREPfrom M. If the destinationsequencenumfor
X that M usedin the falseRREPIs higherthanthe destina-
tion_sequenceaumfor X in the valid RRER B will dropthe
valid RRER thinking that the valid route is stale. All sub-
sequentraffic destinedfor X that travels through B will be
directedtoward M. The situationwill not be correcteduntil
eitheralegitimateRREQor alegitimateRREPwith adestina-
tion_sequenceaumfor X higherthanthatof M's falseRREP
enterghenetwork.

3.1.2 Redirectionwith modified hop counts

A redirectionattackis possibleby modification of the hop
countfield in route discorery messagesWhenrouting deci-
sionscannotbe madeby other metrics, AODV usesthe hop
countfield to determinea shortestpath. In AODV, malicious
nodescanincreasethe chanceghey areincludedon a newly
createdroute by resettingthe hop countfield of the RREQto
zero. Similarly, by settingthe hop countfield of the RREQto
infinity, createdrouteswill tendto not include the malicious
node. Suchanattackis mostthreateningvhencombinedwith
spoofingasdetailedin Section3.2.

3.1.3 Denial-of-sewice with modified sourceroutes

DSRutilizes sourceroutes therebyexplicitly statingroutesin
datapaclets. Theserouteslack any integrity checksanda sim-
pledenial-of-servicattackcanbelaunchedn DSRby altering
thesourceroutesin pacletheaders.

Assumea shortestpath exists from S to X asin Fig. 1b.
Also assumeéhat C' and X cannotheareachother, thatnodes
B and C cannotheareachother, andthat M is a malicious
nodeattemptinga denial-of-servicettack. Supposes wishes
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Figure 2. Path lengths spoofed by tunneling.

to communicatavith X andthatS hasanunexpiredrouteto X
in its routecache.S transmitsa datapaclettoward X, with the
sourcerouteS -+ A - B —+ M — C - D — X contained
in the paclet's header When M recevesthe paclet, it can
alter the sourceroutein the paclet's header suchasdeleting
D from the sourceroute. ConsequentlywhenC' recevesthe
alteredpaclet, it attemptgo forwardthepacletto X. SinceX
cannothearC', thetransmissiorns unsuccessful.

DSR providesa route maintenancenechanisnsuchthat a
nodeforwardinga pacletis responsibldor confirmingthatthe
paclet hasbeenreceved by the next hop alongthe path. If
no confirmationof receiptis receved after retransmittingthe
paclet a specifiedmaximum numberof attempts,this node
shouldreturnarouteerror messagéo the sourcenode. In this
case(” would sendarouteerrormessagéo S. SinceM would
bethefirst hoptherouteerrortakeson its pathbackto S, M
cancontinuethedenial-of-servicattackby droppingthisroute
errormessage.

DSR implementsanother route maintenancemechanism
called route salvaging to recover from broken links along a
path.Whenabreakoccurs thenodeimmediatelyupstreantan
checkits routecacheandif it hasa differentrouteto thatdes-
tination,it canusethatrouteinstead.In the exampleC would
checkits routecachefor analternataoute.If C' only knows of
theerroneousouteto X, the DoSattackcanbe completed.

Modificationsto sourceroutesin DSRmayalsoincludethe
introductionof loopsin the specifiedoath. AlthoughDSR pre-
ventslooping duringthe routediscovery processtherearein-
sufficient safgguardsto prevent the insertion of loopsinto a
sourcerouteafteraroutehasbeensahaged.

3.1.4 Tunneling

Ad hoc networks have an implicit assumptiorthat any node
canbe locatedadjacento ary othernode. A tunnelingattack
is wheretwo or morenodeamaycollaborateo encapsulatand
exchangemessagebetweenthem along existing dataroutes.
One vulnerability is that two suchnodesmay collaborateto
falselyrepresenthelengthof availablepathsby encapsulating
andtunnelingbetweerthemlegitimate routing messagegen-
eratedby othernodes.In this case tunnelingpreventshonest

1Thereis also a potentialfor loopsto form during route sahaging. An
intermediatenode sahaging the path replaceshe sourceroutein the paclet
with a new routefrom its route cache. DSR preventsinfinite loopingin this
caseby allowing a paclet to only be sahageda finite numberof times.

intermediatanodedrom correctlyincrementinghemetricused
to measurgathlengths.

Fig. 2 illustratessuch an attack where M; and M, are
malicious nodescollaboratingto misrepresentvailable path
lengthsby tunnelingrouterequestpaclets(e.g.,an RREQin
AODV). Solidlinesdenoteactualpathsbetweemodesthethin
line denoteshetunnel,andthedottedline denoteghe paththat
M; and M, falselyclaimis betweerthem. Node S wishesto
form arouteto D andinitiatesroutediscovery.

When M; recevesa RREQfrom S, M; encapsulatethe
RREQandtunnelsit to M, throughan existing dataroute,in
thiscase{M1 - A - B — C — M,}. WhenM, receves
the encapsulate®RREQ), it forwardsthe RREQonto D asif
it hadonly traveled{S — M; — M, — D}. NeitherM;
nor M, updatethe pacletheadetto reflectthatthe RREQalso
traveledthe path{4 — B — C}. After routediscovery it
appeardo the destinationthatthereare two routesfrom S of
unequallength: {S - A - B - C — D}, and{S —
M; - My — D}. If M, tunnelsthe RREPbackto My, S
wouldfalselyconsidetthe pathto D via M; abetterchoice(in
termsof pathlength)thanthe pathto D via A.

Similarly, tunneling attacksare also a security threat to
multipath routing protocols, which look for maximally dis-
joint paths[11]. In Fig. 2, two maliciousnodesif; and M,
may collaborateto tunnel routing message$o one another
so that D falsely believes that the shortestroute from S is
{S - M; — M, — D}, asin theabove attack. The paths
{§ > A—-B—C—- D}and{S - My - My - D}
would appeacompletelydisjoint, but actuallysharehreecom-
monintermediatenodes A, B, andC.

It is difficult to guaranteehe integrity of pathlengthswith
metricslike hop count. If routeinstantiationis determinecdy
metricsthataregovernedsolelyby theoperationof therouting
protocol(suchasahopcountmetric),tunnelingcancauseout-
ing metricsto be misrepresenteddnly anunalterablephysical
metric suchastime delay can provide a dependableneasure
of pathlength. Specifically a secureprotocolmustregardas
theshortespath,the paththathadthe shortestielayof routing
messages.

3.2 Attacks Using Impersonation

Spoofingoccurswhena nodemisrepresentfs identity in
the network, suchasby alteringits MAC or IP addressn out-
going paclets, andis readily combinedwith modificationat-
tacks.Thefollowing exampleillustrateshow animpersonation
attackcanwork in AODV. Similar attacksarepossiblen DSR
(seeTablel).

3.2.1 Forming Loopsby Spoofing

Assumea path exists betweenthe five nodesillustrated in
Fig. 3a toward someremotedestination, X, aswould follow
afteran AODV RREQ/RREPexchange. In this example, A
canhearB andD; B canhearA andC; D canhearA4 andC;
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Figure 3. A sequence of events that form loops by spoofing of packets.

andC canhearB, D, andE. M canhearA, B, C,andD. E
canhearC andthenext hoponthepathtoward X .

A maliciousattacler, M, canlearnthis topologyby listen-
ing to the RREQ/RRERexchangesiuring routediscovery. M
canthenform aroutingloop sothatnoneof thefour nodescan
reachthe destination.To startthe attack,M changests MAC
addresgo match A's, movescloserto B andout of therange
of A. It thensendsan RREPto B thatcontainsa hop count
to X thatis lessthanthe onesentby C, e.g.,zero. B there-
fore changests routeto the destination, X, to go through 4,
asillustratedin Fig. 3b. M thenchangests MAC addresgo
matchB's, movescloserto C' andout of rangeof B, andthen
sendsto C an RREPwith a hop-countto X lower thanwhat
wasadwertisedby E. C thenroutesto X throughB, asshavn
in Fig. 3c. At this pointaloopis formedand X is unreachable
from the four nodes.The attackis possiblewith a singlemali-
ciousattacler, however, multiple attaclersmay collaboratefor
thesameresult.

3.3 Attacks Using Fabrication

The generatiorof falserouting messagesan be classified
asfabricationattacks. Suchattackscan be difficult to verify
asinvalid constructsgespeciallyin the caseof fabricatederror
messagethatclaim aneighborcannotbe contacted.

3.3.1 Falsifying Route Err orsin AODV and DSR

AODV andDSR implementpathmaintenanceo recover bro-
kenpathswhennodesmove. If thesourcenodemovesandthe
routeis still neededroutediscovery is re-initiatedwith a new
routerequestmessagelf the destinationnodeor aninterme-
diate nodealong an active pathmoves, the nodeupstreanmof
thelink breakbroadcasta routeerror messag#o all active up-
streamneighbors.The nodealsoinvalidatesthe routefor this
destinatiorin its routingtable?.

Thevulnerabilityis thatrouting attackscanbe launchedoy
sendingalserouteerrormessagessupposaodeS hasaroute
to node X via nodesA, B, C, and D, asin Fig. 1. A ma-
licious node M canlauncha denial-of-serviceattackagainst
X by continuallysendingroute error messageto B spoofing
nodeC, indicatinga brokenlink betweemodesC andX. B
recevesthe spoofedrouteerror messagé¢hinking thatit came
from C. B deletests routing tableentry for X andforwards
therouteerrormessagento A, whothenalsodeletedts rout-
ing tableentry If M listensandbroadcastspoofedrouteerror

2|In DSRthesourcerouteis removedfrom thenodes routecache.

messagewheneerarouteis establishedrom S to X, M can
successfullypreventcommunicationdetweenS and X .

3.3.2 Route CachePoisoningin DSR

Corruptingrouting stateis a passie attackagainstroutingin-
tegrity. This occurswheninformationstoredin routingtables
atroutersis eitherdeleted alteredor injectedwith falseinfor-
mation. Wired networks have beenvulnerableto similar at-
tacks[16, 19] but can often be defendedagainstby security
measureatrouters.

Poisoningof route cachess a commonexampleof this at-
tack. The following detailssuchan attackin DSR. In addi-
tion to learningroutesfrom headersof pacletsthata nodeis
processingalong a path, routesin DSR may also be learned
from promiscuouslyreceved paclets. A node overhearing
ary paclet may addthe routing informationcontainedn that
paclet's headeto its own routecache gvenif thatnodeis not
on the pathfrom sourceto destination.For example,in Fig. 1
a pathexists from nodeS to node X via nodesA, B, C and
D. If apaclettraveling alongthe sourceroutefrom S to X is
overheardby anothemode,that nodemay thenaddthe route
<S,A,B,C,D,% toits routecache.

Thevulnerabilityis thatanattacler couldeasilyexploit this
methodof learningroutesand poisonroute caches. Suppose
a maliciousnode M wantedto poisonroutesto node X . If
M wereto broadcasspoofedpaclketswith sourceroutesto X
via itself, neighboringnodeshatoverheathepaclettransmis-
sion may addthe routeto their route cache. Sincethis route
discovery featureof cachingoverheardrouting informationis
optionalin DSR,thisexploit canbeeasilypatchedy disabling
thisfeaturein thenetwork. Thedownsideof thisis thatwithout
thisfeatureDSRoperatestalossin efficiengy.

4 Security Requirementsof Ad hoc Networks

A good securerouting algorithm preventseachof the ex-
ploits presentedn Section3; it mustensurethat no nodecan
prevent successfuloute discorery and maintenancéetween
ary othernodesotherthan by non-participation.In sum, all
securead hoc routing protocolsmustsatisfythe following re-
quirementdo ensurethat pathdiscorvery from sourceto desti-
nationfunctionscorrectlyin the presencef maliciousadwer
saries: (1) Routesignalingcannotbe spoofed;(2) Fabricated
routingmessagesannoteinjectedinto thenetwork; (3) Rout-
ing messagesannotbe alteredin transit,exceptaccordingto



the normalfunctionality of the routing protocol; (4) Routing
loops cannotbe formedthroughmaliciousaction; (5) Routes
cannotberedirectedrom theshortespathby maliciousaction.

The above requirementsomprisethe securityneedsof an
openervironments.The following additionalrequirementis-
tinguishesa manayed open ervironment: (6) Unauthorized
nodesshouldbe excludedfrom routecomputatioranddiscov-
ery. Thisrequirementloesnot precludethe factthatauthenti-
catedpeersmay act maliciouslyaswell. Additionally, we as-
sumethatthe managed-opearnvironmenthasthe opportunity
for pre-deplgmentor exchangeof public keys, sessiorkeys,
or certificates.

We definea manajed hostile ervironmentto have require-
mentslisted abose aswell asthe following: (7) The network
topologymustnot be exposedneitherto adwversariesior to au-
thorizednodesby the routing messagesExposureof the net-
work topology may be an advantagefor adwersariegrying to
destrg or capturenodes.

5 Authenticated Routing for Ad hoc Networks

ARAN makesuseof cryptographicertificatedo offer rout-
ing security Suchcertificatesarealreadyseeingdeploymentas
partof one-hopB802.11networks;thisis the caseonthe UMass
campuswherean802.11VPN is deplojedandcertificatesare
carriedby nodes.

ARAN consistsof a preliminary certificationprocessfol-
lowed by a routeinstantiationprocesghat guaranteegnd-to-
endauthentication.The protocolis simple comparedo most
non-secured hoc routing protocols. It shouldbe notedthat
the exploits listed in Section3 are primarily dueto the opti-
mizationsthat have beenintroducedinto ad hoc routing pro-
tocolsfor route computatiorandcreation. Routediscovery in
ARAN is accomplishedy a broadcastoute discorery mes-
sagefrom a sourcenodewhichis repliedto unicastoy thedes-
tinationnode,suchthattheroutingmessageareauthenticated
ateachhopfrom sourceto destinationaswell asonthereverse
pathfrom the destinatiorto the source.

5.1.3 Certification

ARAN requiresgheuseof atrustedcertificatesener 7', whose
public key is known to all valid nodes.Keys area priori gen-
eratedandexchangedhroughanexisting, perhapout of band,
relationshipbetweenl” andeachnode. Beforeenteringthe ad
hocnetwork, eachnodemustrequest certificatefrom 7'. Each
noderecevesexactly onecertificateafter securelyauthenticat-
ingtheiridentityto T'. Themethoddor secureauthenticatioto
the certificatesener areleft to the developers.Detailsof how
certificatesarerevoked are explainedbelow in Section5.4. A
nodeA recevesa certificatefrom T asfollows:

T — A:certy =[IP4,Kaq,t,e]Kr— (2)

ThecertificatecontainghelP addressf A, thepublickey of 4,
atimestampt of whenthecertificatewascreatedandatime e

atwhichthecertificateexpires.Fig. 4 summarizesurnotation.
Thesevariablesare concatenatedndsignedby 7. All nodes
mustmaintainfreshcertificateswith thetrustedsener. Nodes
usethesecertificatego authenticatehemselesto othernodes
duringtheexchangeof routingmessages.

5.1.4 Authenticated Route Discovery

Thegoalof end-to-endauthentications for thesourceo verify
thatthe intendeddestinationnvasreached.In this processthe
sourcetruststhe destinatiorto chosethereturnpath.

Sourcenode, A, begins route instantiationto destination
X by broadcastingo its neighborsa route discovery padet
(RDPY):

A — brdcast [RDP, IPx,certy, Na, t]Ka— (2)

The RDPincludesa paclet type identifier (“RDP”), the IP ad-
dressof thedestination(IPx), A's certificate(certy), a nonce
N4, andthe currenttime ¢, all signedwith A's private key.
Eachtime A performsroute discovery, it monotonicallyin-
creaseshe nonce. The nonceandtimestampare usedin con-
junctionwith eachotherto allow for easeof nonceregycling.
Thenonceis madelargeenoughthatit will notneedto beregy-
cledwithin the probableclock skew betweerrecevers. Other
nodesthenstorethe noncethey have last seenfor a particular
nodealongwith its timestamp.If anoncelaterre-appearin a
valid paclet that hasa later timestamp the nonceis assumed
to have wrappedaround,andis thereforeacceptedNotethata
hop countis notincludedwith themessage.
Whenanoderecevesan RDP messageit setsup areverse
pathbackto thesourceby recordingtheneighborfrom whichit
recevedtheRDR Thisis in anticipationof eventuallyreceving
areply messagéhatit will needto forwardbackto the source.
Thereceving nodeusesA's public key, whichit extractsfrom
A'scertificate to validatethe signatureandverify that A's cer
tificate hasnot expired. The receving nodealso checksthe
(N4, 1P4) tupleto verify thatit hasnot alreadyprocessedhis
RDP Nodesdo not forward messagefor which they have al-
readyseenthetuple; otherwise the nodesignsthe contentsof
the messageappendsts own certificate,and forward broad-
caststhe messagéo eachof its neighbors.The signaturepre-
ventsspoofingattackghatmayaltertherouteor form loops.
Let B be a neighborthat hasreceved from A the RDP
broadcastwhichit subsequentlyebroadcasts.

B — brdcast [[RDP,IPx,certa, N4, t|K4_|Kp_,certg

3
Uponreceving the RDR, B's neighborC validatesthe signa-
turewith the given certificate. C' thenremoves B's certificate
andsignatureyecordsB asits predecessosignsthe contents
of themessageriginally broadcasby A, appendsts own cer
tificate, andforward broadcastshe messageC' thenrebroad-
castgheRDP

C — brdcast [[RDP, IPx,certy, N4, t]Ka_]Kc—, certp
(4)



Kay Public-ley of nodeA.

Ka_— Private-ley of nodeA.

{d}K 4+ | Encryptionof datad with key K 4.
[d]Ka- Datad digitally signedby nodeA.
cery Certificatebelongingto nodeA.

t timestamp.

e Certificateexpirationtime.

N, Nonceissuedby nodeA.

IP4 | IPaddres®f nodeA.

RDP | RouteDiscovery Packetidentifier

REP | REPlypacletidentifier

SPC | ShortesPathConfirmationpacletidentifier
RSP | RecordedshortesPathpacletidentifier
ERR | ERRorpacletidentifier

Figure 4. Table of variables and notation.

Eachnodealongthe pathrepeatghesestepsof validatingthe
previous nodes signature removing the previous nodes cer
tificateandsignaturerecordingthe previousnodeS|P address,
signingtheoriginal contentf themessagegppendingts own
certificateandforwardbroadcastinghe message.

5.1.5 Authenticated Route Setup

Eventually themessagés recevedby thedestination X', who
repliesto thefirst RDPthatit recevesfor a sourceanda given
nonce. Thereis no guaranteghatthe first RDP recevedtrav-
eled along the shortestpath from the source. An RDP that
travelsalongthe shortespathmay be preventedfrom reaching
the destinatiorfirst if it encountergongestioror network de-
lay, eitherlegitimately or maliciouslymanifestedln this case,
however, anon-congestedion-shortespathis likely to bepre-
ferredto a congestedshortestpath becauseof the reduction
in delay BecauseRDPsdo not containa hop countor spe-
cific recordedsourceroute,and becausanessageare signed
at eachhop, maliciousnodeshave no opportunityto redirect
traffic with the exploits we describedn Section3.

After receving the RDP, the destinationunicastsa Reply
(REP)pacletbackalongthereversepathto thesource Letthe
first nodethatrecevesthe REPsentby X benodeD.

X — D : [RERIP,,cert,, Ny, t]Kx_ (5)
The REPincludesa paclet type identifier (“REP”), the IP ad-
dressof A (IP,), the certificatebelongingto X (cert,), the
nonceandassociatetimestampsentby A. Nodesthatreceve
theREPforwardthepacletbackto thepredecessdrom which
they receved the original RDP. Eachnode along the reverse
pathbackto the sourcesignsthe REPandappendsts own cer
tificate beforeforwardingthe REP to the next hop. Let D's
next hopto the sourcebenodeC.

D — C : [[RERIP,,cert,, Na,t|)Kx_|Kp_,certp  (6)

C validatesD'ssignaturentherecevedmessagaemovesthe
signatureandcertificate thensignsthe contentof themessage
andappendsts own certificatebeforeunicastinghe REPto B.

(7)

Eachnodechecksthe nonceandsignatureof the previoushop
astheREPis returnedo thesource.This avoidsattackswhere

C — B :[[REP,IP,,cert,, N4, t]Kx_]Kc—, cerly

malicious nodesinstantiateroutesby impersonationand re-
play of X's message.Whenthe sourcerecevesthe RER it
verifiesthe destination signatureand the noncereturnedby
thedestination.

5.2 Route Maintenance

ARAN is an on-demandprotocol. Nodeskeep track of
whetherroutesareactive. Whenno traffic hasoccurredon an
existing routefor that route’s lifetime, the routeis simply de-
activatedin theroutetable. Datarecevedon aninactive route
causesiodesto generatean Error (ERR) messagehat travels
thereversepathtowardthe source.NodesalsouseERR mes-
sagegoreportlinksin active routesthatarebrokendueto node
maovement.All ERRmessagemustbe signed.For aroutebe-
tweensourced anddestinationX, anodeB generatetheERR
messagéor its neighborC' asfollows:

B — C : [ERR,|Py4,IPx,cery, Ny, t| Kp_ (8)

This messagas forwardedalong the path toward the source
without modification. A nonceandtimestampensurethat the
ERRmessagés fresh.

It is extremely difficult to detectwhen ERR messagesare
fabricatedor links thataretruly active andnot broken. How-
ever, becausemessagesre signed, malicious nodescannot
generatERR messagefor othernodes.The non-repudiation
providedby the signedERR messagellows a nodeto bever
ified asthe sourceof eachERR messagé¢hatit sends.A node
that transmitsa large numberof ERR messagesyhetherthe
ERRmessagearevalid or fabricatedshouldbe avoided.

5.3 Responseso Erratic Behavior

Erratic behaior can come from a malicious node, but it
can also come from a friendly nodethat is malfunctioning.
ARAN's responsealoesnot differentiatebetweerthe two and
regardsall erraticbehaior asthe same. Erratic behaior in-
cludesthe useof invalid certificates,mproperly signedmes-
sagesandmisuseof routeerror messagesARAN's response
to erraticbehaior is alocal decisionandthe detailsareleft to
implementors.



5.4 KeyRevocation

In someervironmentswith strict security criteria, the re-
quiredcertificaterevocationmechanisnmustbe very reliable
and expensve. Due to the desiredlow-overheadin wireless
networks, andto the lower standard®f securitysoughtin the
managed-opeernvironment, a best-efort immediaterevoca-
tion servicecan be provided that is baclked up by the use of
limited-timecertificates.

In theeventthata certificateneeddo berevoked,thetrusted
certificatesener, T', sendsa broadcasmessagéo the ad hoc
groupthatannounceshe revocation. Calling the revoked cer
tificatecert,, thetransmissiorappearss:

(9)

Any node receving this messagere-broadcastst to its
neighbors. Revocationnoticesneedto be storeduntil the re-
voked certificatewould have expired normally. Any neighbor
of thenodewith therevokedcertificateneedgo reformrouting
asnecessaryo avoid transmissiorthroughthe now-untrusted
node.This methodis notfailsafe.In somecasestheuntrusted
nodethatis having its certificaterevoked maybethe solecon-
nectionbetweenwo partsof thead hocnetwork. In this case,
the untrustednode may not forward the notice of revocation
for its certificate,resultingin a partition of the network, that
lastsuntil the untrustednodeis no longerthe soleconnection
betweerthetwo partitions.

T — brdcast [revoke, cert. | K7

6 Security & Network PerformanceAnalyses

In this section,we provide a securityanalysisof ARAN by
evaluatingits robustnesdn the presenceof the attacksintro-
ducedin Section3. We alsocomparethroughsimulationthe
performancef ARAN to the AODV routing protocol[15].

Unauthorized participation: ARAN participantsaccept
only pacletsthat have beensignedwith a certifiedkey issued
by the trustedauthority In practice,mary single-hop802.11
deploymentsarealreadyusingVPN certificatesthisis thecase
on the UMasscampus. Mechanismdor authenticatingisers
to atrustedcertificateauthorityarenumerousa significantlist
is provided by Schneief{17]. The trustedauthorityis alsoa
singlepoint of failure andattack,however, multiple redundant
authoritiesmaybeused(e.g.,asby ZhouandHaas[22)).

SpoofedRoute Signaling: Sinceonly the sourcenodecan
signwith its own privatekey, nodescannotspoofothernodes
in routeinstantiation.Similarly, reply pacletsincludethe des-
tinationnodes certificateandsignatureensuringthatonly the
destinationcanrespondo routediscovery. This preventsim-
personatiomttacksvhereeitherthesourceor destinatiomodes
is spoofed.

Fabricated Routing MessagesMessagesanbefabricated
only by nodeswith certificates.In thatcase ARAN doesnhot
preventfabricationof routing messagedut it doesoffer a de-
terrentby ensuringnon-repudiation A nodethat continuesto

inject falsemessagemto the network, may be excludedfrom
futureroutecomputation.

Alteration of Routing Messages ARAN specifieghatall
fields of RDP and REP packets remain unchangedetween
sourceanddestination.Sinceboth paclet typesaresignedby
the initiating node,ary alterationsin transitwould be imme-
diately detectedvy intermediarynodesalongthe path,andthe
alteredpaclet would be subsequentlgiscarded.Repeatedn-
stance®f alteringpacletscould causeothernodesto exclude
theerrantnodefrom routing,thoughthatpossibilityis notcon-
sideredhere.Thus,modificationattacksareprevented.

Securing Shortest Paths: We believe thereis no way to
guarante¢hatonepathis shorterthananotherin termsof hop
count. Tunnelingattacks,suchasthe one presentedn Sec-
tion 3.1.4,arepossiblén ARAN asthey arein ary secureout-
ing protocol. Securinga shortestpath cannotbe doneby arny
meansexceptby physicalmetricssuchasatimestampgn rout-
ing messagesiccordingly, ARAN doesnotguarante@short-
estpath,but offersa quickestpathwhichis choserby the RDP
thatreacheghe destinatiorfirst. Malicious nodesdo have the
opportunityin ARAN to lengthenthe measuredime of a path
by delayingREPsasthey propagatein theworsecaseby drop-
ping REPs,aswell asdelayingrouting after pathinstantiation.
Finally, maliciousnodesusing ARAN could also conspireto
elongateall routesbut one,forcing the sourceanddestination
to pick theunalteredoute;clearly, adifficult task.

Replay Attacks: Replayattacksarepreventedby including
anonceandatimestampwith routingmessages.

6.1 Network Performance

We performedour evaluationsusingthe Global Mobile In-
formation SystemsSimulationLibrary (GloMoSim) [1]. We
useda 802.11maclayerandCBR traffic over UDP.

We simulatedtwo typesof field configurations:20 nodes
distributed over a 670mx 670mterrain,and 50 nodesover a
1000mx 1000mterrain. Theinitial positionsof thenodeswvere
random. Node mobility was simulatedaccordingto the ran-
domwaypointmobility model[5], in which eachnodetravels
to arandomlyselectedocationat a configuredspeedandthen
pausedor a configuredpausetime, before choosinganother
randomlocationandrepeatinghe samesteps.Nodetransmis-
sion rangewas 250m. We ran simulationsfor constantnode
speedf 0, 1, 5 and10 m/s,with pausetime fixed at 30 sec-
onds. We simulatedfive CBR sessionsgn eachrun, with ran-
domsourceanddestinatiorpairs. Eachsessiorgenerated 000
datapacletsof 512 byteseachat therateof 4 pacletspersec-
ond.

ARAN wassimulatedusinga512bit key and16 bytesigna-
ture. Thesevaluesarereasonabléo preventcompromisedur-
ing theshorttime nodesspendaway from thecertificateauthor
ity andin theadhocnetwork.

For bothprotocols we assumed routing packet processing
delayof 2ms. This valuewasobtainedthroughfield testingof
the AODV protocolimplementatiorj6]. Additionally, adigital



signaturegeneratiordelay of 8.5msand verificationdelay of
0.5mswas simulatedfor ARAN. Thesevalueswere obtained
by measuringthe multiple running times of the RSA digital
signatureandverificationalgorithmon a laptopcomputemith
a Mobile Pentiumlll (750/600MHz) processoand 128 MB
RAM, running Red Hat Linux 7.2. Additionally, a random
delaybetween0 and10mswasintroducedbeforea broadcast
pacletis transmittedn orderto minimizecollisions.

In orderto comparethe performancesf ARAN andAODV,
bothprotocolswererununderidenticalmobility andtraffic sce-
narios. A basicversionof AODV wasused,which did notin-
cludeoptimizationssuchasthe expandingring searchandlo-
cal repair of routes. This enablesa consistenttomparisorof
results.

We evaluatedsix performancemetrics:

(1) Packet Delivery Fraction: This is the fraction of the
datapacletsgeneratedy the CBR sourceshat aredelivered
to the destination.This evaluateshe ability of the protocolto
discoverroutes.

(2) Routing Load (bytes): This is the ratio of overhead
bytesto delivereddatabytes. The transmissiorat eachhop
alongtheroutewascountedasonetransmissiorin the calcula-
tion of thismetric. ARAN suffersfrom largercontroloverhead
dueto certificatesandsignaturestoredin paclets.

(3) Routing Load (packets): Similar to the abose metric,
but a ratio of controlpacket overheado datapaclet overhead.

(4) AveragePath Length: Thisis theaveragdengthof the
pathsdiscoveredby the protocol. It wascalculatedoy averag-
ing the numberof hopstaken by eachdatapacletto reachthe
destination.

(5) Average Route Acquisition Latency: This is the av-
eragedelay betweenthe sendingof a routerequest/disceery
paclet by a sourcefor discoveringa routeto a destinatiorand
thereceiptof thefirst correspondingoutereply. If aroutere-
guesttimed out and neededto be retransmittedthe sending
time of the first transmissiorwas usedfor calculatingthe la-
tengy.

(6) Average End-to-End Delay of Data Packets: This is
theaveragedelaybetweerthesendingof thedatapacletby the
CBR sourceandits receiptat the correspondin@BR recever.
This includesall the delayscausedduring route acquisition,
buffering andprocessingtintermediatenodesyetransmission
delaysatthe MAC layer, etc.

6.1.1 PerformanceResults

Figures5 shows the obsened resultsfor both the 20 and 50

nodenetworks. Eachdatapoint is an averageof 10 simula-

tion runswith identical configurationbut differentrandomly
generatednobility patterns.Error barsreport95% confidence
intervalsandaresmallin all cases.

As shavn in Fig. 5 (top-left), the paclet delivery fraction
obtainedusing ARAN is above 95% in all scenariosand al-
most identical to that obtainedusing AODV. This suggests
that ARAN is highly effective in discoreringandmaintaining

routesfor delivery of datapaclets, even with relatively high
nodemobility.

Traditionally, the shortestpath to a destination(in terms
of numberof hops)is consideredo be the bestrouting path.
AODV explicitly seeksshortespathsusingthe hopcountfield
in therouterequest/replypaclets. ARAN, on the otherhand,
assumeshatthe first route discovery paclet to reachthe des-
tination musthave traveled along the bestpath(i.e., the path
with theleastcongestion).

The averagepathlengthgraphsarealmostidenticalfor the
two protocols,asshavn in Fig. 5 (bottom-left). This indicates
thateventhoughARAN doesnotexplicitly seekshortespaths,
thefirst routediscovery pacletto reachthe destinatiorusually
travelsalongthe shortespath. HenceARAN is aseffective in
findingtheshortespathasAODV. It shouldbenoted however,
thatin networks with significantly heavier datatraffic loads,
congestiorcouldpreventthediscovery of theshortespathwith
ARAN.

Fig. 5 (top-middle) shavs routing load measurements.
ARAN's byteroutingloadis significantlyhigherandincreases
to nearly100%for 50 nodesmoving at 10 m/s,ascomparedo
45%for AODV. This dueto thesecuritydata.

While the numberof control bytestransmittedby ARAN
is larger than that of AODV, the numberof control paclets
transmittedby the two protocolsis roughly equialent. Fig. 5
(bottom-middle)shows the averagenumberof control paclet
transmittedper delivereddatapacket. AODV hasthe adwan-
tageof smallercontrol paclets; smallerpacletshave a higher
probabilityof successfuteceptioratthedestinationHowever,
dueto thelEEE 802.11MAC layeroverheador unicasttrans-
missionsa significantpart of the overheadof control paclets
is in acquiringthe channel. In this respectthe two protocols
demonstrat@earlythe sameamountof pacletoverhead.

Fig. 5 (top-right) shows that the averageroute acquisition
lateny for ARAN is approximatelydouble that for AODV.
While processingARAN routing control paclkets, eachnode
hasto verify the digital signatureof the previous node, and
thenreplacethis with its own digital signaturejn additionto
the normal processingf the paclet asdoneby AODV. This
signaturegeneratiorand verification causesadditionaldelays
at eachhop, and so the route acquisitionlateng increases.
(In the courseof the experimentswe found that with the ex-
pandingring searchenabledAODV' srouteacquisitionlateng
becomesignificantlygreaterthanthat of ARAN for two and
threehoproutes.)

Thedatapaclet latenciedor the two protocolsareagainal-
mostidentical(seeFig. 5 (bottom-right)).AlthoughARAN has
a higherrouteacquisitionlateng, the numberof routediscov-
eriesperformeds a smallfraction of the numberof datapack-
etsdelivered.Hencethe effect of the routeacquisitionlatencg
on averageend-to-enddelayof datapacletsis not significant.
The processingof datapacletsis identicalwhenusing either
protocol,andsotheaveragdateng is nearlythe same.
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data packets.

6.1.2 Effect of Malicious Node Behavior

Theexperimentsiescribedn theprevioussectionsomparehe
performanceof ARAN and AODV whenall the nodesin the
network arewell-behaedor benign.We conductedadditional
experimentgo determingheeffect of maliciousnodebehaior
onthetwo protocols.We usedafield configuratiorof 50 nodes
distributedovera 1000mx 1000marea.

Asillustratedearlierin the papervarioustypesof malicious
behaior are possiblewhen using AODV. The malicious be-
havior simulatedin theseexperimentss asfollows: wheneer
a maliciousnodeforwardsan RREQor RREPpaclet, it ille-
gally resetghe hopcountfield to 0, thuspretendingo beonly
onehopaway fromthesourceor destinatiomode respectiely.
Theobjective of amaliciousnodeis to try to forcetheselected
routesto passthroughitself by exploiting therouting protocol,
sothatit is ableto overheaiandpotentiallymodify or dropdata
paclets. The effect of this behaior is thatnon-shortespaths
containingmaliciousnodesarelik ely to beselectedandtheav-
eragepathlengthincreasesARAN, on the otherhand,cannot
be exploitedin this fashion. Whenusing ARAN, the selected
route could still passthrougha maliciousnode; however, the
routing protocolcannotbe manipulatedo forcethis behaior.

We ran simulationswith 10%, 20% and 30% malicious
nodesfor eachprotocol. The maliciousnodeswere selected
randomly We measuredhefollowing metrics:

AveragePath Length: Maliciousnodescanexploit AODV

sothatnon-shortespathsareselectedwhile suchexploitation
is not possiblewith ARAN. This metric indicatesthe extent
of pathelongationin AODV in the presencef differentper
centage®f maliciousnodes.The metricis importantbecause
longerroutesresultin greateroutingoverheadandlongerdata
pacletdelays.

Fraction of Data Packets Receved that passedthr ough
Malicious Nodes: This metric indicatesthe fraction of data
pacletsthattraversemaliciousnodeswhenusingeachrouting
protocol,in the presencef differentpercentagesf malicious
nodes. The metricis importantbecausealatapaclets passing
throughmaliciousnodesareoverheardy the maliciousnodes,
andcouldpotentiallybe modifiedor dropped.

Fig. 6 illustratesthe resultsof the experiments. As seen
in Fig. 6a, the averagepath length increasesabout 10% for
AODV in the presencef maliciousnodes. Figure 6b shavs
thatwhenusingAODV, a muchlargerfraction of datapaclets
passeshroughmaliciousnodesascomparedo usingARAN.
For instancejn the presencef 10% maliciousnodeswith no
nodemobility, only 22%of datapacletspasghroughmalicious
nodeswhenusing ARAN, ascomparedo almost40% when
using AODV. This is becauseamaliciousnodescanpotentially
manipulateAODV to make routespassthroughthemseles.
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7 Conclusion [6]

Existingad hocrouting protocolsaresubjectto a variety of
attackshatcanallow attaclersto influenceavictim'sselection [’}
of routesor enabledenial-of-serviceattacks. We have shavn
a numberof suchattacks andhow they areeasilyexploitedin
two ad hocrouting protocolsunderconsideratiorby the IETF.
In particular we introducedhe notionof atunnelingattack,in
whichcollaboratingmaliciousnodescanencapsulatemessages
betweerthemto subvertroutingmetrics.

Our protocol,ARAN, providesa solutionfor securingrout-
ing in the managed-opeenvironment. ARAN provides au-
thenticatiorandnon-repudiatiorservicesisingpre-determined [12)
cryptographiccertificateghat guaranteesnd-to-encauthenti-
cation. In doingso, ARAN limits or preventsattacksthat can
afflict otherinsecureprotocols.

ARAN is a simpleprotocolthatdoesnot requiresignificant
additionalwork from nodeswithin the group. Our simulations
shav that ARAN is asefficient as AODV in discovering and
maintainingroutes,at the costof usinglargerrouting paclets
whichresultin a higheroverall routingload, andat the costof
higherlateng in routediscorery becausef the cryptographic
computatiorthatmustoccut
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