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Abstract

Mostrecentadhocnetworkresearch hasfocusedonprovid-
ing routing serviceswithout consideringsecurity. In this pa-
per, wedetailsecuritythreatsagainstadhocroutingprotocols,
specificallyexaminingAODVandDSR.In light of thesethreats,
we identify threedifferent environmentswith distinct security
requirements.Weproposea solutionto one, themanaged-open
scenariowhere no networkinfrastructure is pre-deployed,but
a smallamountof prior securitycoordinationis expected.Our
protocol, ARAN,is basedon certificatesand successfullyde-
featsall identifiedattacks.

1 Intr oduction

Ad hoc wirelessnetworks assumeno pre-deployed infras-
tructureis available for routing packets end-to-endin a net-
work, andinsteadrely on intermediarypeers.Securingadhoc
routingpresentschallengesbecauseeachuserbringsto thenet-
work their own mobileunit, without the centralizedpolicy or
control of a traditionalnetwork. Many ad hoc routing proto-
cols have beenproposedpreviously [9, 12, 13, 14, 15, 3], but
noneof theproposalshave definedsecurityrequirements,and
all inherentlytrustall participants.

In this paper, we demonstrate exploits that are possible
againstad hoc routing protocols,definevarioussecurityen-
vironments,and offer a secure solutionwith an authenticated
routing protocol. We detail the exploits againsttwo proto-
cols thatareunderconsiderationby the IETF for standardiza-
tion: the Ad hoc On-demandDistanceVector routing proto-
col (AODV) [15] and the Dynamic SourceRouting protocol
(DSR) [9]. AODV andDSRareefficient in termsof network
performance,but they allow attackersto easilyadvertisefalsi-
fied routeinformation,to redirectroutes,andto launchdenial-
of-serviceattacks.

Our proposedprotocol,AuthenticatedRoutingfor Ad hoc
Networks (ARAN), detectsandprotectsagainstmaliciousac-
tionsby third partiesandpeersin oneparticularadhocenviron-
ment.ARAN introducesauthentication, messageintegrity, and
�
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non-repudiationto anadhocenvironmentasa partof a mini-
mal securitypolicy. Our evaluationsshow ARAN hasminimal
performancecostsfor the increasedsecurityin termsof pro-
cessingandnetworkingoverhead.

Thispaperis organizedasfollows. Section2 is anoverview
of recentwork on adhocroutingprotocols.Section3 presents
thesecurityexploits possiblein adhocroutingprotocols.Sec-
tion 4 definesthreead hoc environmentsandthe securityre-
quirementsof any adhoc network. Section5 presentsthese-
cureadhoc routingprotocol,ARAN. Section6 shows the re-
sultsof securityandnetwork performanceanalysesof ARAN,
andSection7 offersconcludingremarks.

2 Background

An adhocnetwork formswhenacollectionof mobilenodes
join togetherandcreatea network by agreeingto routemes-
sagesfor eachother. Thereis no sharedinfrastructurein an
adhocnetwork, suchascentralizedroutersor definedadmin-
istrativepolicy. All proposedprotocols[9, 12,13, 14, 15] have
securityvulnerabilitiesandexposuresthateasilyallow for rout-
ing attacks.While thesevulnerabilitiesarecommonto many
protocols,in this paperwe focuson two protocolsthatareun-
derconsiderationby theIETF for standardization:AODV and
DSR[15, 9].

The fundamentaldifferencesbetweenadhocnetworksand
standardIP networksnecessitatethedevelopmentof new secu-
rity services.In particular, themeasuresproposedfor IPSec[7]
help only in end-to-endauthenticationand securitybetween
two network entitiesthat alreadyhave routing betweenthem;
IPSecdoesnotsecuretheroutingprotocol.

This point hasbeenrecognizedby others. Zhou andHaas
have proposeda using thresholdcryptographyfor providing
securityto the network [22]. Hubaux,et al. have proposed
a methodthat is designedto ensureequalparticipationamong
membersof theadhocgroup,andthatgiveseachnodetheau-
thority to issuecertificates[8]. Kong,etal. [10] haveproposed
a securead hoc routing protocolbasedon secretsharing;un-
fortunately, this protocol is basedon erroneousassumptions,
e.g., that eachnodecannotimpersonatethe MAC addressof
multiple othernodes. Yi, et al. alsohave proposeda general
framework for secureadhocrouting[21].
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Attack AODV DSR ARAN
Remoteredirection

modif. of seq.numbers Yes No No
modif. of hopcounts Yes No No
modif. of sourceroutes No Yes No
tunneling Yes Yes Yes,but only to

lengthenpath
Spoofing Yes Yes No
Fabrication

fabr. of errormessages Yes Yes Yes,but
non-repudiable

fabr. of sourceroutes No Yes No
(cachepoisoning)

Table 1. Vulnerabilities of AODV and DSR.

3 Exploits allowedby existingprotocols

Thecurrentproposedroutingprotocolsfor adhocwireless
networksallow for many differenttypesof attacks.Analogous
exploits exist in wired networks [20], but aremoreeasilyde-
fendedagainstby infrastructurepresentin a wired network. In
this section,we classifymodification, impersonation, andfab-
rication exploitsagainstadhocroutingprotocols.In Section5,
weproposea protocolnotexploitablein theseways.

Our focus is on vulnerabilitiesand exposuresthat result
from the specificationof the ad hoc routing protocol,andnot
from problemswith IEEE 802.11 [2, 4, 18]. Additionally,
trivial denial-of-serviceattacksbasedon interceptionandnon-
cooperationarepossiblein all adhocroutingprotocols.While
theseattacksarepossible,they arenot achieved throughsub-
versionof theroutingprotocol.

The attackspresentedbelow aredescribedin termsof the
AODV andDSRprotocols,which we useasrepresentativesof
ad hoc on-demandprotocols. Table1 providesa summaryof
eachprotocol'svulnerabilityto thefollowing exploits.

3.1 Attacks UsingModification

Maliciousnodescancauseredirectionof network traffic and
DoSattacksby alteringcontrolmessagefieldsor by forwarding
routingmessageswith falsifiedvalues.For example,in thenet-
work illustratedin Fig.1a,amaliciousnode� couldkeeptraf-
fic from reaching� by consistentlyadvertisingto 	 a shorter
routeto � thanthe routeto � that 
 advertises.Below are
detailedseveralof theattacksthatcanoccurif particularfields
of routingmessagesin specificroutingprotocolsarealteredor
falsified.

3.1.1 Redirectionby modified routesequencenumbers

ProtocolssuchasAODV andDSDV [14] instantiateandmain-
tain routesby assigningmonotonically increasingsequence
numbersto routestowardspecificdestinations.In AODV, any
nodemaydivert traffic throughitself by advertisinga routeto
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Figure 1. (A) A simple ad hoc network. (B) An-
other example ad hoc network.

a nodewith a destination sequencenumgreaterthanthe au-
thenticvalue. Fig. 1b illustratesan examplead hoc network.
Supposea maliciousnode, � , receivesthe RREQthat orig-
inatedfrom � for destination� after it is re-broadcastby 	
during route discovery. � redirectstraffic toward itself by
unicastingto 	 an RREPcontaininga muchhigherdestina-
tion sequencenumfor � thanthevaluelastadvertisedby � .

Eventually, theRREQbroadcastby 	 will reachanodewith
a valid routeto � anda valid RREPwill be unicastbackto-
ward � . However, at that point 	 will have alreadyreceived
the falseRREPfrom � . If thedestinationsequencenumfor
� that � usedin the falseRREPis higherthanthe destina-
tion sequencenum for � in the valid RREP, 	 will drop the
valid RREP, thinking that the valid route is stale. All sub-
sequenttraffic destinedfor � that travels through 	 will be
directedtoward � . The situationwill not be correcteduntil
eithera legitimateRREQor a legitimateRREPwith a destina-
tion sequencenumfor � higherthanthatof � 's falseRREP
entersthenetwork.

3.1.2 Redirectionwith modified hop counts

A redirectionattack is possibleby modification of the hop
countfield in routediscovery messages.Whenrouting deci-
sionscannotbe madeby othermetrics,AODV usesthe hop
countfield to determinea shortestpath. In AODV, malicious
nodescan increasethe chancesthey are includedon a newly
createdrouteby resettingthehop countfield of the RREQto
zero. Similarly, by settingthehopcountfield of theRREQto
infinity, createdrouteswill tend to not include the malicious
node.Suchanattackis mostthreateningwhencombinedwith
spoofing,asdetailedin Section3.2.

3.1.3 Denial-of-servicewith modified sourceroutes

DSRutilizessourceroutes,therebyexplicitly statingroutesin
datapackets.Theserouteslackany integrity checksandasim-
pledenial-of-serviceattackcanbelaunchedin DSRby altering
thesourceroutesin packetheaders.

Assumea shortestpath exists from � to � as in Fig. 1b.
Also assumethat 
 and � cannotheareachother, thatnodes
	 and 
 cannotheareachother, and that � is a malicious
nodeattemptinga denial-of-serviceattack.Suppose� wishes
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Figure 2. Path lengths spoofed by tunneling.

to communicatewith � andthat � hasanunexpiredrouteto �
in its routecache.� transmitsadatapackettoward � , with the
sourceroute �
������	�������
�������� contained
in the packet's header. When � receives the packet, it can
alter the sourceroutein the packet's header, suchasdeleting
� from the sourceroute. Consequently, when 
 receivesthe
alteredpacket, it attemptsto forwardthepacket to � . Since�
cannothear 
 , thetransmissionis unsuccessful.

DSR providesa routemaintenancemechanismsuchthat a
nodeforwardingapacket is responsiblefor confirmingthatthe
packet hasbeenreceived by the next hop along the path. If
no confirmationof receiptis received after retransmittingthe
packet a specifiedmaximum numberof attempts,this node
shouldreturna routeerrormessageto thesourcenode.In this
case,
 wouldsendarouteerrormessageto � . Since� would
be thefirst hopthe routeerror takeson its pathbackto � , �
cancontinuethedenial-of-serviceattackby droppingthisroute
errormessage.

DSR implementsanother route maintenancemechanism
called route salvaging to recover from broken links along a
path.Whenabreakoccurs,thenodeimmediatelyupstreamcan
checkits routecache,andif it hasa differentrouteto thatdes-
tination,it canusethatrouteinstead.In theexample 
 would
checkits routecachefor analternateroute.If 
 only knowsof
theerroneousrouteto � , theDoSattackcanbecompleted.

Modificationsto sourceroutesin DSRmayalsoincludethe
introductionof loopsin thespecifiedpath.AlthoughDSRpre-
ventsloopingduringtheroutediscovery process,therearein-
sufficient safeguardsto prevent the insertionof loops into a
sourcerouteaftera routehasbeensalvaged1.

3.1.4 Tunneling

Ad hoc networks have an implicit assumptionthat any node
canbe locatedadjacentto any othernode. A tunnelingattack
is wheretwo or morenodesmaycollaborateto encapsulateand
exchangemessagesbetweenthemalongexisting dataroutes.
One vulnerability is that two suchnodesmay collaborateto
falselyrepresentthelengthof availablepathsby encapsulating
andtunnelingbetweenthemlegitimateroutingmessagesgen-
eratedby othernodes.In this case,tunnelingpreventshonest

1Thereis also a potentialfor loops to form during route salvaging. An
intermediatenodesalvaging the path replacesthe sourceroute in the packet
with a new routefrom its routecache.DSR preventsinfinite looping in this
caseby allowing apacket to only besalvagedafinite numberof times.

intermediatenodesfromcorrectlyincrementingthemetricused
to measurepathlengths.

Fig. 2 illustratessuch an attack where ��� and ��� are
maliciousnodescollaboratingto misrepresentavailable path
lengthsby tunnelingrouterequestpackets(e.g.,an RREQin
AODV). Solidlinesdenoteactualpathsbetweennodes,thethin
line denotesthetunnel,andthedottedline denotesthepaththat
� � and � � falselyclaim is betweenthem. Node � wishesto
form a routeto � andinitiatesroutediscovery.

When ��� receivesa RREQfrom � , ��� encapsulatesthe
RREQandtunnelsit to � � throughanexisting dataroute,in
this case��� � ����� 	���
!��� �#" . When � � receives
the encapsulatedRREQ,it forwardsthe RREQon to � asif
it hadonly traveled �#���$� � �$� � �%� " . Neither � �
nor � � updatethepacketheaderto reflectthattheRREQalso
traveled the path ���&�'	��(
 " . After routediscovery it
appearsto the destinationthat therearetwo routesfrom � of
unequallength: ���)�(�*�+	��+
��+� " ; and �#���
�
�,�����-�.� " . If ��� tunnelsthe RREPbackto �
� , �
would falselyconsiderthepathto � via �
� abetterchoice(in
termsof pathlength)thanthepathto � via � .

Similarly, tunneling attacksare also a security threat to
multipath routing protocols,which look for maximally dis-
joint paths[11]. In Fig. 2, two maliciousnodes� � and � �
may collaborateto tunnel routing messagesto one another
so that � falsely believes that the shortestroute from � is
�#���.���/�0���1�2� " , asin the above attack. The paths
�#���2�3�.	&�0
)�0� " and �#�4�0���5�0���,�2� "
wouldappearcompletelydisjoint,butactuallysharethreecom-
monintermediatenodes,� , 	 , and 
 .

It is difficult to guaranteethe integrity of pathlengthswith
metricslike hopcount. If routeinstantiationis determinedby
metricsthataregovernedsolelyby theoperationof therouting
protocol(suchasahopcountmetric),tunnelingcancauserout-
ing metricsto bemisrepresented.Only anunalterablephysical
metric suchastime delaycanprovide a dependablemeasure
of pathlength. Specifically, a secureprotocolmustregardas
theshortestpath,thepaththathadtheshortestdelayof routing
messages.

3.2 Attacks Using Impersonation

Spoofingoccurswhena nodemisrepresentsits identity in
thenetwork, suchasby alteringits MAC or IP addressin out-
going packets,and is readily combinedwith modificationat-
tacks.Thefollowing exampleillustrateshow animpersonation
attackcanwork in AODV. Similar attacksarepossiblein DSR
(seeTable1).

3.2.1 Forming Loopsby Spoofing

Assumea path exists betweenthe five nodesillustrated in
Fig. 3a toward someremotedestination,X, as would follow
after an AODV RREQ/RREPexchange. In this example, �
canhear 	 and � ; 	 canhear � and 
 ; � canhear� and 
 ;
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Figure 3. A sequence of events that form loops by spoofing of packets.

and 
 canhear 	 , � , and 6 . � canhear � , 	 , 
 , and � . 6
canhear 
 andthenext hopon thepathtoward � .

A maliciousattacker, � , canlearnthis topologyby listen-
ing to theRREQ/RREPexchangesduringroutediscovery. �
canthenform aroutingloopsothatnoneof thefour nodescan
reachthedestination.To starttheattack, � changesits MAC
addressto match � 's, movescloserto 	 andout of therange
of � . It thensendsan RREPto 	 that containsa hop count
to � that is lessthanthe onesentby 
 , e.g.,zero. 	 there-
fore changesits routeto the destination,� , to go through � ,
asillustratedin Fig. 3b. � thenchangesits MAC addressto
match 	 's,movescloserto 
 andout of rangeof 	 , andthen
sendsto 
 an RREPwith a hop-countto � lower thanwhat
wasadvertisedby 6 . 
 thenroutesto � through 	 , asshown
in Fig. 3c. At this pointa loop is formedand � is unreachable
from thefour nodes.Theattackis possiblewith a singlemali-
ciousattacker, however, multiple attackersmaycollaboratefor
thesameresult.

3.3 Attacks UsingFabrication

The generationof falserouting messagescanbe classified
as fabricationattacks. Suchattackscanbe difficult to verify
asinvalid constructs,especiallyin thecaseof fabricatederror
messagesthatclaimaneighborcannotbecontacted.

3.3.1 Falsifying RouteErr ors in AODV and DSR

AODV andDSRimplementpathmaintenanceto recover bro-
kenpathswhennodesmove. If thesourcenodemovesandthe
routeis still needed,routediscovery is re-initiatedwith a new
routerequestmessage.If the destinationnodeor an interme-
diatenodealongan active pathmoves,the nodeupstreamof
thelink breakbroadcastsa routeerror messageto all activeup-
streamneighbors.Thenodealsoinvalidatesthe routefor this
destinationin its routingtable2.

Thevulnerabilityis thatroutingattackscanbelaunchedby
sendingfalserouteerrormessages.Supposenode� hasaroute
to node � via nodes � , 	 , 
 , and � , as in Fig. 1. A ma-
licious node � can launcha denial-of-serviceattackagainst
� by continuallysendingrouteerrormessagesto 	 spoofing
node 
 , indicatinga brokenlink betweennodes
 and � . 	
receivesthespoofedrouteerrormessagethinking that it came
from 
 . 	 deletesits routing tableentry for � andforwards
therouteerrormessageon to � , whothenalsodeletesits rout-
ing tableentry. If � listensandbroadcastsspoofedrouteerror

2In DSRthesourcerouteis removedfrom thenode's routecache.

messageswhenevera routeis establishedfrom � to � , � can
successfullypreventcommunicationsbetween� and � .

3.3.2 RouteCachePoisoningin DSR

Corruptingroutingstateis a passive attackagainstrouting in-
tegrity. This occurswheninformationstoredin routing tables
at routersis eitherdeleted,alteredor injectedwith falseinfor-
mation. Wired networks have beenvulnerableto similar at-
tacks[16, 19] but can often be defendedagainstby security
measuresat routers.

Poisoningof routecachesis a commonexampleof this at-
tack. The following detailssuchan attackin DSR. In addi-
tion to learningroutesfrom headersof packetsthat a nodeis
processingalong a path, routesin DSR may also be learned
from promiscuouslyreceived packets. A node overhearing
any packet may addthe routing informationcontainedin that
packet's headerto its own routecache,evenif thatnodeis not
on thepathfrom sourceto destination.For example,in Fig. 1
a pathexists from node � to node � via nodes� , 	 , 
 and
� . If a packet traveling alongthesourceroutefrom � to � is
overheardby anothernode,that nodemay thenaddthe route7 S,A,B,C,D,X8 to its routecache.

Thevulnerabilityis thatanattackercouldeasilyexploit this
methodof learningroutesandpoisonroutecaches.Suppose
a maliciousnode � wantedto poisonroutesto node � . If
� wereto broadcastspoofedpacketswith sourceroutesto �
via itself, neighboringnodesthatoverhearthepacket transmis-
sion may addthe routeto their routecache. Sincethis route
discovery featureof cachingoverheardrouting informationis
optionalin DSR,thisexploit canbeeasilypatchedby disabling
thisfeaturein thenetwork. Thedownsideof this is thatwithout
this featureDSRoperatesata lossin efficiency.

4 Security Requirementsof Ad hocNetworks

A goodsecurerouting algorithmpreventseachof the ex-
ploits presentedin Section3; it mustensurethat no nodecan
prevent successfulroute discovery and maintenancebetween
any othernodesother thanby non-participation.In sum,all
secureadhoc routingprotocolsmustsatisfythe following re-
quirementsto ensurethatpathdiscovery from sourceto desti-
nationfunctionscorrectlyin the presenceof maliciousadver-
saries:(1) Routesignalingcannotbe spoofed;(2) Fabricated
routingmessagescannotbeinjectedinto thenetwork; (3) Rout-
ing messagescannotbealteredin transit,exceptaccordingto
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the normal functionality of the routing protocol; (4) Routing
loopscannotbe formedthroughmaliciousaction; (5) Routes
cannotberedirectedfrom theshortestpathby maliciousaction.

The above requirementscomprisethe securityneedsof an
openenvironments.Thefollowing additionalrequirementdis-
tinguishesa managed open environment: (6) Unauthorized
nodesshouldbeexcludedfrom routecomputationanddiscov-
ery. This requirementdoesnot precludethefact thatauthenti-
catedpeersmayact maliciouslyaswell. Additionally, we as-
sumethat themanaged-openenvironmenthastheopportunity
for pre-deploymentor exchangeof public keys, sessionkeys,
or certificates.

We definea managedhostileenvironmentto have require-
mentslisted above aswell asthe following: (7) The network
topologymustnot beexposedneitherto adversariesnor to au-
thorizednodesby the routingmessages.Exposureof thenet-
work topologymay be an advantagefor adversariestrying to
destroy or capturenodes.

5 AuthenticatedRouting for Ad hocNetworks

ARAN makesuseof cryptographiccertificatesto offer rout-
ing security. Suchcertificatesarealreadyseeingdeploymentas
partof one-hop802.11networks;this is thecaseontheUMass
campus,wherean802.11VPN is deployedandcertificatesare
carriedby nodes.

ARAN consistsof a preliminary certificationprocessfol-
lowedby a routeinstantiationprocessthat guaranteesend-to-
endauthentication.The protocol is simplecomparedto most
non-securedadhoc routingprotocols. It shouldbe notedthat
the exploits listed in Section3 areprimarily due to the opti-
mizationsthat have beenintroducedinto ad hoc routing pro-
tocolsfor routecomputationandcreation.Routediscovery in
ARAN is accomplishedby a broadcastroutediscovery mes-
sagefrom a sourcenodewhich is repliedto unicastby thedes-
tinationnode,suchthattheroutingmessagesareauthenticated
ateachhopfrom sourceto destination,aswell asonthereverse
pathfrom thedestinationto thesource.

5.1.3 Certification

ARAN requirestheuseof a trustedcertificateserver 9 , whose
public key is known to all valid nodes.Keys area priori gen-
eratedandexchangedthroughanexisting,perhapsoutof band,
relationshipbetween9 andeachnode.Beforeenteringthead
hocnetwork,eachnodemustrequestacertificatefrom 9 . Each
nodereceivesexactlyonecertificateaftersecurelyauthenticat-
ing theiridentityto 9 . Themethodsfor secureauthenticationto
thecertificateserver areleft to thedevelopers.Detailsof how
certificatesarerevokedareexplainedbelow in Section5.4. A
node� receivesacertificatefrom 9 asfollows:

9:�;�4< cert=�>@? ACBD=FEHG5=JIKEHLMEHNPOQG/RTS (1)

ThecertificatecontainstheIPaddressof � , thepublickey of � ,
a timestampL of whenthecertificatewascreated,anda time N

atwhichthecertificateexpires.Fig.4 summarizesournotation.
Thesevariablesareconcatenatedandsignedby 9 . All nodes
mustmaintainfreshcertificateswith thetrustedserver. Nodes
usethesecertificatesto authenticatethemselvesto othernodes
duringtheexchangeof routingmessages.

5.1.4 AuthenticatedRouteDiscovery

Thegoalof end-to-endauthenticationis for thesourceto verify
that the intendeddestinationwasreached.In this process,the
sourcetruststhedestinationto chosethereturnpath.

Sourcenode, � , begins route instantiationto destination
� by broadcastingto its neighborsa route discovery packet
(RDP):

�U� brdcast<V?RDPE IPWXE cert=KEHYX=ZEHL[OQG5=DS (2)

TheRDPincludesa packet typeidentifier(“RDP”), theIP ad-
dressof thedestination(IPW ), � 's certificate(cert= ), a nonce
Y = , and the current time L , all signedwith � 's private key.
Each time � performsroute discovery, it monotonicallyin-
creasesthenonce.Thenonceandtimestampareusedin con-
junctionwith eachotherto allow for easeof noncerecycling.
Thenonceis madelargeenoughthatit will notneedto berecy-
cledwithin theprobableclock skew betweenreceivers. Other
nodesthenstorethenoncethey have last seenfor a particular
nodealongwith its timestamp.If a noncelaterre-appearsin a
valid packet that hasa later timestamp,the nonceis assumed
to havewrappedaround,andis thereforeaccepted.Notethata
hopcountis not includedwith themessage.

Whena nodereceivesanRDPmessage,it setsup a reverse
pathbackto thesourceby recordingtheneighborfromwhichit
receivedtheRDP. Thisis in anticipationof eventuallyreceiving
a replymessagethatit will needto forwardbackto thesource.
Thereceiving nodeuses� 's public key, which it extractsfrom
� 's certificate,to validatethesignatureandverify that � 's cer-
tificate hasnot expired. The receiving nodealso checksthe\ Y]=KE IP=_^ tupleto verify that it hasnot alreadyprocessedthis
RDP. Nodesdo not forwardmessagesfor which they have al-
readyseenthetuple;otherwise,thenodesignsthecontentsof
the message,appendsits own certificate,and forward broad-
caststhemessageto eachof its neighbors.Thesignaturepre-
ventsspoofingattacksthatmayaltertherouteor form loops.

Let 	 be a neighborthat has received from � the RDP
broadcast,which it subsequentlyrebroadcasts.

	`� brdcast<V?a?RDPE IPW]E cert=bEcY]=KEdL[OeG5=DSJOeG5fZSZE certf
(3)

Upon receiving the RDP, 	 's neighbor 
 validatesthe signa-
turewith thegivencertificate. 
 thenremoves 	 's certificate
andsignature,records	 asits predecessor, signsthecontents
of themessageoriginally broadcastby � , appendsits own cer-
tificate,andforwardbroadcaststhemessage.
 thenrebroad-
caststheRDP.


@� brdcast<g?a?RDPE IPW]E cert=bEcY]=KEdL[OeG5=DSTOeG5hiSiE certh
(4)
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jlkVm
Public-key of noden . oqp Nonceissuedby noden .j ksr
Private-key of noden . IP

k
IP addressof noden .tvuCw j kgm

Encryptionof data
u

with key
j kVm

. RDP RouteDiscovery Packet identifier.x u�y jlksr
Data
u

digitally signedby noden . REP REPlypacket identifier.
cert
k

Certificatebelongingto noden . SPC ShortestPathConfirmationpacket identifier.z
timestamp. RSP RecordedShortestPathpacket identifier.{ Certificateexpirationtime. ERR ERRorpacket identifier.

Figure 4. Table of variables and notation.

Eachnodealongthepathrepeatsthesestepsof validatingthe
previous node's signature,removing the previous node's cer-
tificateandsignature,recordingthepreviousnode'sIP address,
signingtheoriginalcontentsof themessage,appendingits own
certificateandforwardbroadcastingthemessage.

5.1.5 AuthenticatedRouteSetup

Eventually, themessageis receivedby thedestination,� , who
repliesto thefirst RDPthatit receivesfor a sourceanda given
nonce.Thereis no guaranteethat thefirst RDPreceivedtrav-
eled along the shortestpath from the source. An RDP that
travelsalongtheshortestpathmaybepreventedfrom reaching
thedestinationfirst if it encounterscongestionor network de-
lay, eitherlegitimatelyor maliciouslymanifested.In this case,
however, anon-congested,non-shortestpathis likely to bepre-
ferred to a congestedshortestpath becauseof the reduction
in delay. BecauseRDPsdo not containa hop countor spe-
cific recordedsourceroute,andbecausemessagesaresigned
at eachhop, maliciousnodeshave no opportunityto redirect
traffic with theexploitswedescribedin Section3.

After receiving the RDP, the destinationunicastsa Reply
(REP)packetbackalongthereversepathto thesource.Let the
first nodethatreceivestheREPsentby � benode � .

�|�}��<V?REPE IP~�E cert��EcY = EdL[OeG W�S (5)

TheREPincludesa packet type identifier (“REP”), the IP ad-
dressof � (IP~ ), the certificatebelongingto � (cert� ), the
nonceandassociatedtimestampsentby � . Nodesthatreceive
theREPforwardthepacketbackto thepredecessorfrom which
they received the original RDP. Eachnodealong the reverse
pathbackto thesourcesignstheREPandappendsits own cer-
tificate beforeforwardingthe REP to the next hop. Let � 's
next hopto thesourcebenode 
 .

�!�;
�<V?�?REPE IP~ E cert� EcY]=KEdL[OeG5W�SJOQG/�FSZE cert� (6)


 validates� 'ssignatureonthereceivedmessage,removesthe
signatureandcertificate,thensignsthecontentsof themessage
andappendsits own certificatebeforeunicastingtheREPto 	 .


4�}	�<V?a?REPE IP~ E cert� EHYX=bEHL[OQG/W�SJOeG5hiSZE certh (7)

Eachnodechecksthenonceandsignatureof theprevioushop
astheREPis returnedto thesource.Thisavoidsattackswhere

malicious nodesinstantiateroutesby impersonationand re-
play of X' s message.When the sourcereceives the REP, it
verifies the destination's signatureand the noncereturnedby
thedestination.

5.2 RouteMaintenance

ARAN is an on-demandprotocol. Nodeskeep track of
whetherroutesareactive. Whenno traffic hasoccurredon an
existing routefor that route's lifetime, the routeis simply de-
activatedin theroutetable. Datareceivedon aninactive route
causesnodesto generateanError (ERR)messagethat travels
thereversepathtowardthesource.NodesalsouseERRmes-
sagesto reportlinks in activeroutesthatarebrokendueto node
movement.All ERRmessagesmustbesigned.For a routebe-
tweensource� anddestination� , anode	 generatestheERR
messagefor its neighbor
 asfollows:

	`�;
�<V? 6�����E IP=bE IPW]E cert�PEcYX��EdL[OeG5fiS (8)

This messageis forwardedalong the path toward the source
without modification. A nonceandtimestampensurethat the
ERRmessageis fresh.

It is extremelydifficult to detectwhenERR messagesare
fabricatedfor links thataretruly active andnot broken. How-
ever, becausemessagesare signed,malicious nodescannot
generateERRmessagesfor othernodes.Thenon-repudiation
providedby thesignedERRmessageallows a nodeto bever-
ified asthesourceof eachERRmessagethat it sends.A node
that transmitsa large numberof ERR messages,whetherthe
ERRmessagesarevalid or fabricated,shouldbeavoided.

5.3 Responsesto Erratic Behavior

Erratic behavior can comefrom a maliciousnode, but it
can also come from a friendly node that is malfunctioning.
ARAN's responsedoesnot differentiatebetweenthe two and
regardsall erraticbehavior as the same. Erratic behavior in-
cludesthe useof invalid certificates,improperlysignedmes-
sages,andmisuseof routeerrormessages.ARAN's response
to erraticbehavior is a local decisionandthedetailsareleft to
implementors.
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5.4 KeyRevocation

In someenvironmentswith strict securitycriteria, the re-
quiredcertificaterevocationmechanismmustbevery reliable
and expensive. Due to the desiredlow-overheadin wireless
networks,andto the lower standardsof securitysoughtin the
managed-openenvironment,a best-effort immediaterevoca-
tion servicecan be provided that is backed up by the useof
limited-timecertificates.

In theeventthatacertificateneedsto berevoked,thetrusted
certificateserver, 9 , sendsa broadcastmessageto the ad hoc
groupthatannouncestherevocation.Calling therevokedcer-
tificate ��NP��L�� , thetransmissionappearsas:

9:� brdcast<g? �#N�������NCE cert��OeG5RTS (9)

Any node receiving this messagere-broadcastsit to its
neighbors.Revocationnoticesneedto be storeduntil the re-
vokedcertificatewould have expirednormally. Any neighbor
of thenodewith therevokedcertificateneedsto reformrouting
asnecessaryto avoid transmissionthroughthe now-untrusted
node.Thismethodis not failsafe.In somecases,theuntrusted
nodethatis having its certificaterevokedmaybethesolecon-
nectionbetweentwo partsof theadhocnetwork. In this case,
the untrustednodemay not forward the notice of revocation
for its certificate,resultingin a partition of the network, that
lastsuntil the untrustednodeis no longerthe soleconnection
betweenthetwo partitions.

6 Security & Network PerformanceAnalyses

In this section,we providea securityanalysisof ARAN by
evaluatingits robustnessin the presenceof the attacksintro-
ducedin Section3. We alsocomparethroughsimulationthe
performanceof ARAN to theAODV routingprotocol[15].

Unauthorizedparticipation: ARAN participantsaccept
only packetsthathave beensignedwith a certifiedkey issued
by the trustedauthority. In practice,many single-hop802.11
deploymentsarealreadyusingVPN certificates;this is thecase
on the UMasscampus. Mechanismsfor authenticatingusers
to a trustedcertificateauthorityarenumerous;a significantlist
is provided by Schneier[17]. The trustedauthority is alsoa
singlepoint of failureandattack,however, multiple redundant
authoritiesmaybeused(e.g.,asby ZhouandHaas[22]).

SpoofedRoute Signaling: Sinceonly thesourcenodecan
signwith its own privatekey, nodescannotspoofothernodes
in routeinstantiation.Similarly, reply packetsincludethedes-
tinationnode'scertificateandsignature,ensuringthatonly the
destinationcanrespondto routediscovery. This preventsim-
personationattackswhereeitherthesourceordestinationnodes
is spoofed.

FabricatedRouting Messages:Messagescanbefabricated
only by nodeswith certificates.In that case,ARAN doesnot
preventfabricationof routingmessages,but it doesoffer a de-
terrentby ensuringnon-repudiation.A nodethatcontinuesto

inject falsemessagesinto thenetwork, maybeexcludedfrom
futureroutecomputation.

Alteration of Routing Messages:ARAN specifiesthatall
fields of RDP and REP packets remainunchangedbetween
sourceanddestination.Sincebothpacket typesaresignedby
the initiating node,any alterationsin transitwould be imme-
diatelydetectedby intermediarynodesalongthepath,andthe
alteredpacket would besubsequentlydiscarded.Repeatedin-
stancesof alteringpacketscouldcauseothernodesto exclude
theerrantnodefrom routing,thoughthatpossibilityis notcon-
sideredhere.Thus,modificationattacksareprevented.

Securing Shortest Paths: We believe thereis no way to
guaranteethatonepathis shorterthananotherin termsof hop
count. Tunnelingattacks,suchas the one presentedin Sec-
tion 3.1.4,arepossiblein ARAN asthey arein any securerout-
ing protocol. Securinga shortestpathcannotbe doneby any
meansexceptby physicalmetricssuchasa timestampin rout-
ing messages.Accordingly, ARAN doesnotguaranteeashort-
estpath,but offersa quickestpathwhich is chosenby theRDP
that reachesthedestinationfirst. Maliciousnodesdo have the
opportunityin ARAN to lengthenthemeasuredtime of a path
by delayingREPsasthey propagate,in theworsecaseby drop-
ping REPs,aswell asdelayingroutingafterpathinstantiation.
Finally, maliciousnodesusingARAN could alsoconspireto
elongateall routesbut one,forcing thesourceanddestination
to pick theunalteredroute;clearly, adifficult task.

ReplayAttacks: Replayattacksarepreventedby including
a nonceanda timestampwith routingmessages.

6.1 Network Performance

We performedour evaluationsusingtheGlobalMobile In-
formationSystemsSimulationLibrary (GloMoSim) [1]. We
useda 802.11maclayerandCBRtraffic overUDP.

We simulatedtwo typesof field configurations:20 nodes
distributedover a 670mx 670mterrain,and50 nodesover a
1000mx 1000mterrain.Theinitial positionsof thenodeswere
random. Nodemobility was simulatedaccordingto the ran-
domwaypointmobility model[5], in which eachnodetravels
to a randomlyselectedlocationat a configuredspeedandthen
pausesfor a configuredpausetime, beforechoosinganother
randomlocationandrepeatingthesamesteps.Nodetransmis-
sion rangewas250m. We ran simulationsfor constantnode
speedsof 0, 1, 5 and10 m/s,with pausetime fixedat 30 sec-
onds. We simulatedfive CBR sessionsin eachrun, with ran-
domsourceanddestinationpairs.Eachsessiongenerated1000
datapacketsof 512byteseachat therateof 4 packetspersec-
ond.

ARAN wassimulatedusinga512bit key and16bytesigna-
ture. Thesevaluesarereasonableto preventcompromisedur-
ing theshorttimenodesspendawayfrom thecertificateauthor-
ity andin theadhocnetwork.

For bothprotocols,weassumedaroutingpacketprocessing
delayof 2ms.This valuewasobtainedthroughfield testingof
theAODV protocolimplementation[6]. Additionally, a digital
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signaturegenerationdelayof 8.5msandverificationdelayof
0.5ms� wassimulatedfor ARAN. Thesevalueswereobtained
by measuringthe multiple running times of the RSA digital
signatureandverificationalgorithmona laptopcomputerwith
a Mobile PentiumIII (750/600MHz) processorand128 MB
RAM, running Red Hat Linux 7.2. Additionally, a random
delaybetween0 and10mswasintroducedbeforea broadcast
packet is transmittedin orderto minimizecollisions.

In orderto comparetheperformanceof ARAN andAODV,
bothprotocolswererununderidenticalmobility andtraffic sce-
narios.A basicversionof AODV wasused,which did not in-
cludeoptimizationssuchastheexpandingring searchandlo-
cal repairof routes. This enablesa consistentcomparisonof
results.

We evaluatedsix performancemetrics:
(1) Packet Delivery Fraction: This is the fraction of the

datapacketsgeneratedby the CBR sourcesthat aredelivered
to thedestination.This evaluatestheability of theprotocolto
discover routes.

(2) Routing Load (bytes): This is the ratio of overhead
bytesto delivereddatabytes. The transmissionat eachhop
alongtheroutewascountedasonetransmissionin thecalcula-
tion of thismetric.ARAN suffersfrom largercontroloverhead
dueto certificatesandsignaturesstoredin packets.

(3) Routing Load (packets): Similar to the above metric,
but a ratioof controlpacketoverheadto datapacketoverhead.

(4) AveragePath Length: This is theaveragelengthof the
pathsdiscoveredby theprotocol. It wascalculatedby averag-
ing thenumberof hopstakenby eachdatapacket to reachthe
destination.

(5) AverageRoute Acquisition Latency: This is the av-
eragedelaybetweenthe sendingof a routerequest/discovery
packet by a sourcefor discoveringa routeto a destinationand
thereceiptof thefirst correspondingroutereply. If a routere-
questtimed out and neededto be retransmitted,the sending
time of the first transmissionwasusedfor calculatingthe la-
tency.

(6) AverageEnd-to-End Delay of Data Packets: This is
theaveragedelaybetweenthesendingof thedatapacketby the
CBR sourceandits receiptat thecorrespondingCBR receiver.
This includesall the delayscausedduring route acquisition,
bufferingandprocessingat intermediatenodes,retransmission
delaysat theMAC layer, etc.

6.1.1 PerformanceResults

Figures5 shows the observed resultsfor both the 20 and 50
nodenetworks. Eachdatapoint is an averageof 10 simula-
tion runs with identical configurationbut different randomly
generatedmobility patterns.Error barsreport95%confidence
intervalsandaresmallin all cases.

As shown in Fig. 5 (top-left), the packet delivery fraction
obtainedusing ARAN is above 95% in all scenariosand al-
most identical to that obtainedusing AODV. This suggests
thatARAN is highly effective in discoveringandmaintaining

routesfor delivery of datapackets,even with relatively high
nodemobility.

Traditionally, the shortestpath to a destination(in terms
of numberof hops)is consideredto be the bestrouting path.
AODV explicitly seeksshortestpathsusingthehopcountfield
in the routerequest/replypackets. ARAN, on theotherhand,
assumesthat the first routediscovery packet to reachthe des-
tination musthave traveledalongthe bestpath(i.e., the path
with theleastcongestion).

Theaveragepathlengthgraphsarealmostidenticalfor the
two protocols,asshown in Fig. 5 (bottom-left).This indicates
thateventhoughARAN doesnotexplicitly seekshortestpaths,
thefirst routediscoverypacket to reachthedestinationusually
travelsalongtheshortestpath.HenceARAN is aseffective in
findingtheshortestpathasAODV. It shouldbenoted,however,
that in networks with significantly heavier datatraffic loads,
congestioncouldpreventthediscoveryof theshortestpathwith
ARAN.

Fig. 5 (top-middle) shows routing load measurements.
ARAN'sbyteroutingloadis significantlyhigherandincreases
to nearly100%for 50nodesmoving at10m/s,ascomparedto
45%for AODV. Thisdueto thesecuritydata.

While the numberof control bytestransmittedby ARAN
is larger than that of AODV, the numberof control packets
transmittedby the two protocolsis roughlyequivalent. Fig. 5
(bottom-middle)shows the averagenumberof control packet
transmittedper delivereddatapacket. AODV hasthe advan-
tageof smallercontrolpackets;smallerpacketshave a higher
probabilityof successfulreceptionat thedestination.However,
dueto theIEEE 802.11MAC layeroverheadfor unicasttrans-
missions,a significantpart of theoverheadof controlpackets
is in acquiringthe channel. In this respect,the two protocols
demonstratenearlythesameamountof packetoverhead.

Fig. 5 (top-right) shows that the averagerouteacquisition
latency for ARAN is approximatelydouble that for AODV.
While processingARAN routing control packets, eachnode
hasto verify the digital signatureof the previous node,and
thenreplacethis with its own digital signature,in additionto
the normalprocessingof the packet as doneby AODV. This
signaturegenerationandverificationcausesadditionaldelays
at eachhop, and so the route acquisitionlatency increases.
(In the courseof the experiments,we found that with the ex-
pandingring searchenabled,AODV'srouteacquisitionlatency
becomessignificantlygreaterthanthat of ARAN for two and
threehoproutes.)

Thedatapacket latenciesfor thetwo protocolsareagainal-
mostidentical(seeFig.5 (bottom-right)).AlthoughARAN has
a higherrouteacquisitionlatency, thenumberof routediscov-
eriesperformedis a smallfractionof thenumberof datapack-
etsdelivered.Hencetheeffect of therouteacquisitionlatency
on averageend-to-enddelayof datapacketsis not significant.
The processingof datapackets is identicalwhenusingeither
protocol,andsotheaveragelatency is nearlythesame.
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Figure 5. (Left) top: packet delivery fraction; bottom: average path length. (Middle) routing load, top:
in bytes; bottom: in packets. (Right) top: avg route acquisition delay; bottom: avg end-to-end delay of
data packets.

6.1.2 Effect of Malicious NodeBehavior

Theexperimentsdescribedin theprevioussectionscomparethe
performanceof ARAN andAODV whenall the nodesin the
network arewell-behavedor benign.We conductedadditional
experimentsto determinetheeffectof maliciousnodebehavior
onthetwo protocols.Weusedafield configurationof 50nodes
distributedovera 1000mx 1000marea.

As illustratedearlierin thepaper, varioustypesof malicious
behavior are possiblewhen using AODV. The maliciousbe-
havior simulatedin theseexperimentsis asfollows: whenever
a maliciousnodeforwardsan RREQor RREPpacket, it ille-
gally resetsthehopcountfield to 0, thuspretendingto beonly
onehopawayfromthesourceor destinationnode,respectively.
Theobjectiveof amaliciousnodeis to try to forcetheselected
routesto passthroughitself by exploiting theroutingprotocol,
sothatit is ableto overhearandpotentiallymodify or dropdata
packets. Theeffect of this behavior is that non-shortestpaths
containingmaliciousnodesarelikely tobeselected,andtheav-
eragepathlengthincreases.ARAN, on theotherhand,cannot
beexploited in this fashion.WhenusingARAN, theselected
routecould still passthrougha maliciousnode;however, the
routingprotocolcannotbemanipulatedto forcethisbehavior.

We ran simulationswith 10%, 20% and 30% malicious
nodesfor eachprotocol. The maliciousnodeswereselected
randomly. We measuredthefollowing metrics:

AveragePath Length: Maliciousnodescanexploit AODV

sothatnon-shortestpathsareselected,while suchexploitation
is not possiblewith ARAN. This metric indicatesthe extent
of pathelongationin AODV in the presenceof differentper-
centagesof maliciousnodes.Themetric is importantbecause
longerroutesresultin greaterroutingoverheadandlongerdata
packetdelays.

Fraction of Data Packets Received that passedthr ough
Malicious Nodes: This metric indicatesthe fraction of data
packetsthattraversemaliciousnodeswhenusingeachrouting
protocol,in thepresenceof differentpercentagesof malicious
nodes. The metric is importantbecausedatapacketspassing
throughmaliciousnodesareoverheardby themaliciousnodes,
andcouldpotentiallybemodifiedor dropped.

Fig. 6 illustratesthe resultsof the experiments. As seen
in Fig. 6a, the averagepath length increasesabout10% for
AODV in the presenceof maliciousnodes.Figure 6b shows
thatwhenusingAODV, a muchlargerfractionof datapackets
passesthroughmaliciousnodes,ascomparedto usingARAN.
For instance,in thepresenceof 10%maliciousnodeswith no
nodemobility, only22%of datapacketspassthroughmalicious
nodeswhenusingARAN, ascomparedto almost40% when
usingAODV. This is becausemaliciousnodescanpotentially
manipulateAODV to makeroutespassthroughthemselves.
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Figure 6. Effect of Malicious Node Behavior: (a) Average path lengths; (b) Fraction of data packets
received that passed through malicious nodes.

7 Conclusion

Existingadhocroutingprotocolsaresubjectto a varietyof
attacksthatcanallow attackersto influenceavictim'sselection
of routesor enabledenial-of-serviceattacks.We have shown
a numberof suchattacks,andhow they areeasilyexploitedin
two adhocroutingprotocolsunderconsiderationby theIETF.
In particular, we introducedthenotionof a tunnelingattack,in
whichcollaboratingmaliciousnodescanencapsulatemessages
betweenthemto subvert routingmetrics.

Ourprotocol,ARAN, providesa solutionfor securingrout-
ing in the managed-openenvironment. ARAN provides au-
thenticationandnon-repudiationservicesusingpre-determined
cryptographiccertificatesthatguaranteesend-to-endauthenti-
cation. In doingso,ARAN limits or preventsattacksthatcan
afflict otherinsecureprotocols.

ARAN is a simpleprotocolthatdoesnot requiresignificant
additionalwork from nodeswithin thegroup.Our simulations
show that ARAN is asefficient asAODV in discovering and
maintainingroutes,at thecostof usinglarger routing packets
which resultin a higheroverall routingload,andat thecostof
higherlatency in routediscoverybecauseof thecryptographic
computationthatmustoccur.
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