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1WLANs are indispensable for providing Internet access to users
at locations such as universities, corporate offices, conferences, air-
ports, and coffee shops. Many of these environments often experi-
ence flash crowds, which we define to be a sudden surge in the num-
ber of users simultaneously attempting to access the WLAN. When
flash crowds occur, WLANs are likely to suffer from destructive
interference, excessive channel load, and unsustainable packet pro-
cessing at access points (APs). These conditions lead to a plethora
of problems, such as a deterioration in network throughput,heavy
packet loss, intermittent connectivity, overwhelmed APs,and some-
times, a network collapse.

To verify these claims, we present two case studies of opera-
tional WLANs that experienced the aforementioned problems. The
two WLANs each consisted of over 100 APs and more than 1000
simultaneous users, deployed at recently held 62nd and 64th Inter-
net Engineering Task Force (IETF) meetings [7]. In the first case
study, a high concentration of users in adjacent rooms led tofre-
quent packet collisions and detrimental interference. As aresult,
users experienced unusably low throughputs. Figure 1 showsthe
per-user throughput of each user during a one-second interval ver-
sus the number of instantaneous users during the same one-second
interval. We observe from the figure that as the number of active
users increases from 1 per second to 80 per second, the per-user
throughput decreases significantly. In the second case study, users
failed to establish associations with any APs due to either frequent
packet collisions or excessive, unsustainable packet processing at
the APs. The repeated association attempts made by users resulted
in high control packet overhead, compounding the problem. The
channels and the APs could not sustain such heavy workloads.The
result was sparse or no connectivity for users in the networkand
eventual network collapse.

The connectivity and usage problems experienced by users at
these events are not unique. Similar problems often occur inother
scenarios, particularly those that are prone to high user concentra-
tions, such as conferences and conventions. We predict that, as the
popularity of WLANs continues to increase, these problems will
become even more frequent and widespread and WLANs will have
a greater need to handle flash crowds and large user concentrations.

As a result, an effective solution to manage a large number of
users in a WLAN is imperative. The solution should not only avoid
network breakdown, but also ensure connectivity and high user
throughput. Several approaches to manage heavily loaded WLANs
have been presented and evaluated in previous work. These ap-
proaches can be classified into four categories:over-provisioning,
selective dropping[3], load balancing[2, 4, 8] andtraffic shap-
ing [5, 10]. Each category has its benefits and can marginally im-

1A complete version of this research has been recently accepted as
a conference publication [6].
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Figure 1: Per-user throughput.

prove performance during a flash crowd. However, they each have
drawbacks as well. Over-provisioning is expensive, inefficient and
limited by bandwidth availability, while selective dropping may
lead to starvation of some users. Balancing load among neighbor-
ing APs is of limited help when the total load is high enough to
overwhelm all APs in the vicinity. Traffic shaping limits individual
throughput in order to accommodate all users, and therefore, when
the number of simultaneous users is very high, traffic shaping alone
may result in unacceptably poor performance for most users.

WLANs that need to support a large number of users are thus
in critical need of a practical and effective system to handle heavy
loads and flash crowds. In this paper, we proposeIQU, a practi-
cal queue-based user association management system for heavily
loaded WLANs. The premise of user association management is
to control the frequency and duration of user associations with the
network when the number of users trying to access the networkis
greater than what the network can support. IQU maintains a queue
of users requesting network access. Only as many users as canbe
simultaneously accommodated are granted access to the network.
Any remaining users wait for admission in a queue. Admitted users
are assigned periods of access, calledwork-periods, within which
they can execute any network-related tasks. If the network is under-
loaded, the user queue will be empty and users can continue toac-
cess the network even after their work-period expires. In a heavy
load situation, the expiration of the work-period causes the user to
be disassociated from the network and placed back into the queue.
A different user from the head of the queue is then admitted into the
network. Users with network access are updated with their remain-
ing work period so that they can plan their network-related tasks
accordingly2. Similarly, users waiting in the queue are given esti-

2Applications designed for disconnected operation [9] can also
leverage this information.
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Figure 2: (a) Client throughput without IQU. (b) Client
throughput with IQU.

mates of their wait time for network access and the duration of the
work period they will be granted. Thus, unlike the scenariospre-
sented in our case studies, there is no uncertainty about theavail-
ability of network access. This information prevents usersfrom
making repeated unsuccessful association attempts, thereby both
reducing network overhead and considerably improving userexpe-
rience.

IQU is a simple and powerful system for managing heavily load-
ed WLANs. However, IQU changes the basic access model to
which today’s WLAN users are accustomed. In heavily-loaded
WLANs, IQU requires users to wait in a queue for access. More-
over, when access is granted, users must complete their network-
related tasks within an alloted work period. This is a significant
change from the current model of obtaining immediate accessfor
unlimited durations of time. However, we believe that this change
is inevitable in order to maintain good performance in a heavily-
loaded WLAN. Moreover, we believe that the new model is intu-
itive and easy to understand. Users can be made aware of theiras-
signed wait periods and work periods via a networking utility on the
user’s device. Note that the new access model may bring aboutun-
precedented alterations in typical user behavior; for instance, users
may generate traffic more quickly so that they can complete their
tasks in the assigned work period.

To evaluate our system, we built a prototype of IQU and tested
it on a testbed consisting of 8 Linux laptops (three IBM Thinkpads
and five Toshiba Satellite laptops) equipped with Atheros chipset
IEEE 802.11a/b/g wireless network cards. One laptop is configured
to act as a wireless AP, while the remaining act as WLAN clients.
The goal of this testbed is to convincingly demonstrate the practi-
cality of an association management system such as IQU, as well
as IQU’s benefits in a real system. The AP and client laptops are
placed within direct transmission range of each other. The wire-
less network cards are managed by the MADWiFi driver, which
is a Linux kernel device driver module for Atheros-based WLAN
devices [1]. We implement the IQU prototype by appropriately
modifying this driver. For our experiments, we configure thewire-
less cards to use the IEEE 802.11b protocol and fix the data rate at
11 Mbps. We disable the RTS/CTS collision avoidance mechanism
and MAC layer retransmissions. The impact of various IQU param-
eters on system performance is explored, and appropriate values for
the parameters are identified.

We use our testbed to emulate a flash crowd and heavy load
conditions. While three out of the seven clients maintain a UDP
flow level of 200 Kbps in both directions combined, the remain-
ing four clients simultaneously initiate UDP flow levels of 1Mbps
at the beginning of each experiment. Each UDP session lasts for
four minutes. This traffic configuration emulates a flash crowd and
heavy load conditions as observed in our case studies. Note that the
four-minute durations do not include the time spent waitingin the
user queue.

Figures 2(a) and 2(b) show the throughput achieved by each of
the 7 clients without IQU enabled and with IQU enabled, respec-
tively. In Figure 2(a) we observe significant losses and variations
in the average individual throughput of all seven clients. This re-
sult clearly demonstrates the detrimental effect of a flash crowd and
heavy load on network performance when IQU is not enabled. On
the other hand, in Figure 2(b), we observe that IQU successfully
controls the number of associated users such that, when admitted,
each associated user’s throughput close to the offered load.

Although IQU improves throughput during a flash crowd or high
network load, the disadvantage is that it takes longer to service the
clients in the network. This can be observed from the x-axis limits
in Figures 2(a) and 2(b). The extent of increase in service time de-
pends on the choice of parameter values and network traffic condi-
tions. We argue that longer service times are an acceptable tradeoff
for network administrators and users to avoid grossly unacceptable
network performance or network collapse.

Due to its elegance and effectiveness, user association manage-
ment has far-ranging implications as a tool for managing limited
resources in sophisticated WLANs. It coalesces the benefitsof
over-provisioning, selective dropping, load balancing and traffic
shaping, while avoiding their drawbacks. We believe that our work
creates new directions for further research in this area. Different
strategies can be explored for managing the user queue. Although
we use a simple FIFO queue in this paper, priority-based queues
may also be used to support different network access policies. De-
termination of the optimal number of users that may be permitted to
simultaneously access the network and accurate estimationof user
wait periods are other parts of this system that have potential for
further exploration and research.
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