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Abstract

To date themajority of ad hocrouting protocolreseach
hasbeendoneusingsimulationonly. Oneof the mostmoti-
vatingreasongo usesimulationis the dif culty of creating
arealimplementationln a simulator the codeis contained
within a singlelogical componentwhich is clearly de ned
and accessibleOn the other hand, creatingan implemen-
tation requiresuseof a systenwith manycomponentsin-
cludingmanythat havelittle or nodocumentationTheim-
plementatiordevelopermustundesstandnot only the rout-
ing protocol, but all the systencomponentsnd their com-
plex interactions. Further, sincead hoc routing protocols
aressigni cantly differentfromtraditional routingprotocols,
a new set of features mustbe introducedto supportthe
routing protocol. In this paperwe describethe eventtrig-
gers required for AODV opemtion, the designpossibilities
andthedecisiongor our Ad hocOn-demandistanceVec-
tor (AODV) routingprotocolimplementationAODV-UCSB
This paperis meantto aid reseachers in developingtheir
own on-demandad hoc routing protocolsand assistusess
in determiningheimplementatiomesignthatbest ts their
needs.

1. Intr oduction

Simulationis an importanttool in the developmentof
mobile ad hoc networks; it providesan excellenterviron-
mentto experimentandverify routing protocolcorrectness.
However, simulationdoesnot guaranteahat the protocol
worksin practice becausesimulatorscontainassumptions
andsimpli ed modelsthatmaynotactuallyre ect realnet-
work operation.

After a protocolis thoroughlytestedin simulation,an
implementations the logical next step.A working imple-
mentationis necessaryo validatethat the routing protocol
speci cationperformsunderrealconditions Otherwise as-
sumptionsmadeby the protocol designcannotbe veri ed
ascorrect.Additionally, animplementatiorcanbe usedto
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performtestbedand eld tests.Eventuallyit canbeusedin
adeployedsystemsuchas[10].

Creatingaworking implementatiorof anadhocrouting
protocolis non-trivial andmoredif cult thandevelopinga
simulation.In simulation,the developercontrolsthe whole
systemwhichis in effectonly a singlecomponentAn im-
plementationpntheotherhand needgo interoperatevith a
large,complex system Somecomponentsf this systemare
theoperatingsystemsoclets,andnetwork interfaces Addi-
tionalimplementatiorproblemssurfacebecauseurrentop-
eratingsystemsarenot built to supportad hoc routing pro-
tocols.A numberof requiredeventsare unsupportedsup-
port for theseeventsmustbe added Becausdheseevents
encompassary systemcomponentsthe componentsnd
their interactionsmustalsobe explored. For thesereasons
it takessigni cantly moreeffort to createanadhocrouting
protocolimplementatiorthana simulation.

Neverthelessasanimportantstepin studyingthe AODV
routing protocol [12], we createdthe AODV-UCSB im-
plementationWe performedexperimentsandvalidatedthe
AODV routing protocoldesignusingourimplementation.

Understandinghe operationand designprocessof our
systemwill helpotherresearchersith the developmentof
theirown adhocroutingprotocolsldentifyingthestrengths
and weaknessesf our implementationalso helps system
designersdecidewhetherour AODV implementationts
theirrequirementsSpeci cally, thecontritutionsof this pa-
perarethefollowing:

De nition of neededAODV triggerscurrentlyunsup-
portedby operatingsystems.

Discussiorof differentdesignstrateyies.

Descriptionof thechoserdesignfor our AODV-UCSB
implementation.

Presentationf publicly availableAODV implementa-
tion designs.

Theoutlinefor theremainderof the paperis asfollows.
An overview of the key component®f our systemis pre-
sentedn section2. Section3 enumerateshe currentlyun-
supportedventsneededy the AODV routingprotocoland
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Figure 1. AODV Protocol Messaging.

discussegossibletechniquedor determiningthem. Sec-
tion 4 discussesther AODV implementationsand nally
section5 concludeghe paper

2. Background

Before we describethe requirementsand design, we
highlight someof the key component®f our system First
we describethe AODV routing protocolandits basicoper
ation. Next the IEEE 802.11standards describedIn our
testbedwe utilize IEEE 802.11for the physical, MAC and
link layer of the nodesto accomplishwirelesscommunica-
tion. Finally, we discussNet Iter, a mechanisninsidethe
Linux protocolstackthatallows packet manipulation.

2.1. AODV Protocol Overview

The AODV [11, 12] routing protocolis a reactie rout-
ing protocol; therefore,routesare determinedonly when
needed.Figure 1 shavs the messageexchangesof the
AODV protocol.

Hello messagemay be usedto detectandmonitorlinks
to neighborslf Hello messageareused,eachactive node
periodicallybroadcasts Hello messagehat all its neigh-
borsreceve. Becausenodesperiodically sendHello mes-
sagesif anodefailsto receve severalHello messageom
aneighboralink breakis detected.

Whena sourcehasdatato transmitto anunknown desti-
nation,it broadcasta RouteReques{RREQ)for thatdes-
tination. At eachintermediatenode,whena RREQis re-
ceivedarouteto thesourceis createdIf thereceving node
hasnot receved this RREQ before,is not the destination
anddoesnot have a currentrouteto the destination,t re-
broadcastshe RREQ.If the receising nodeis the destina-
tion or hasa currentroute to the destination,t generates
a RouteReply (RREP).The RREPIs unicastin a hop-by-
hop fashionto the source.As the RREP propagateseach
intermediatenodecreatesa routeto the destination When
thesourcerecevestheRRER it recordgherouteto thedes-
tinationandcanbegin sendingdata.If multiple RREPsare

recevedby thesourcetheroutewith theshorteshopcount
is chosen.

As data o ws from the sourceto the destination,each
nodealongtherouteupdateghetimersassociateavith the
routesto the sourceanddestinationmaintainingthe routes
in theroutingtable.If arouteis notusedfor someperiodof
time, anodecannotbe surewhetherthe routeis still valid;
consequentlythe noderemovesthe route from its routing
table.

If datais owing anda link breakis detecteda Route
Error (RERR)is sentto the sourceof the datain a hop-by-
hop fashion.As the RERR propagatesowardsthe source,
eachintermediatenodeinvalidatesroutesto ary unreach-
abledestinationsWhenthe sourceof the datarecevvesthe
RERR, it invalidatesthe routeandreinitiatesroutediscov-
eryif necessary

2.2. |IEEE 802.11Standard

ThelEEE 802.11Standard3] is by far the mostwidely
deployed wirelessLAN protocol. This standardspeci es
the physical, MAC andlink layer operationwe utilize in
our testbed Multiple physicallayer encodingschemesre
de ned, eachwith a differentdatarate.Part of eachtrans-
missionusesthe lowest most reliable datarate, which is
1 Mbps.

At theMAC layerlEEE 802.11useshothcarriersensing
andvirtual carriersensingrior to sendingdatato avoid col-
lisions. Virtual carriersensings accomplishedhroughthe
use of Request-0-Send(RTS) and ClearTo-Send(CTS)
control packets.Whena nodehasa unicastdatapaclet to
sendto its neighborit rst broadcasta shortRTS control
paclet. If the neighborrecevesthis RTS paclet, thenit re-
spondswith a CTS paclet. If the sourcenoderecevvesthe
CTS, it transmitsthe datapaclet. Other neighborsof the
sourceanddestinatiorthatreceve the RTS or CTS paclets
deferpacket transmissionso avoid collisionsby updating
their network allocationvector(NAV). The NAV is usedto
performvirtual channekensingdy indicatingthatthechan-
nelis busy, asshowvn in Figure2.

After a destinationproperly receves a data paclet, it
sendsanacknavledgment{ACK) to the source This signi-
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Figure 2. IEEE 802.11 Distrib uted Coordina-
tion Function.
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Figure 3. Net lter Hooks.

es thatthe paclet wascorrectlyreceved. This procedure
(RTS-CTS-Data-£K) is calledthe Distributed Coordina-
tion Function(DCF). For small datapacletsthe RTS and
CTSpaclketsmaynotbeused.

If anACK (or CTS)is notrecevedby the sourcewithin
a shorttime limit afterit sendsa datapaclet (or RTS), the
sourcewill attemptto retransmitthe paclet up to seven
times.If noACK (or CTS)is receivedaftermultipleretries,
anerroris issuedby the hardwareindicatingthat a failure
to sendhasoccurred.

Broadcastatapacletsarehandleddifferently thanuni-
castdatapaclets. Broadcastpaclets are sentwithout the
RTS,CTSor ACK controlpaclets.Thesecontrolmessages
arenotneededecaus¢hedatais simultaneouslyransmit-
tedto all neighboringnodes.

2.3. Net lter

Net Iter [4] is usedby our implementationto identify
mary of theeventsthattriggerroutingprotocolaction.Net-
Iter consistsof a numberof hooksat variouspointsinside
theLinux protocolstack.t allowsuserde ned kernelmod-
ulesto register callbackfunctionsto thesehooks.Whena
paclet traversesa hook, the paclet o ws throughthe user
de ned callbackmethodinsidethe kernelmodule.

Thereare vehooksde nedin theNet Iter architecture,
shavn ashoxesin Figure3. At thetop of the gure thereare
two hooks,NF_IP_LOCAL _IN and NF_IP_LOCAL _OUT.
These hooks are for all paclets to and from local
processesAt the bottomof the gure therearetwo hooks,
NF_IP_.PREROUTING and NF_IP_POSTROUTING.
Theseare for all packets from andto other hostson the
network. Thereis alsoahookfor pacletsthatareforwarded
by the currenthost, NF_.IP_.FORNARD. As an example
of how paclets traversethesehooks, supposea paclet is

createdby a local processfor a remoteprocess.It rst

traversesthe NF_IP_.LOCAL _OUT hook. Next, a routing
decisionis performedto seeif the pacletis boundfor the
local host or anotherhost on the network. The paclet is
found to be destinedfor a remotehost, and the paclet is
passedhroughthe NF_IP_.POST.ROUTING hookandthen
ontoanetwork interface.

To demonstratéow Net Iter is usedin practice we de-
scribeasimpleexamplethatdropsall locally createdutgo-
ing pacletsto a particulardestinatioraddressFirst, a ker-
nelmoduleis createdhatattachesheNF_IP_LOCAL _OUT
Net lter hook to a callback methodwritten to examine
paclets. This callback methodis called for eachlocally
createdoutgoingpaclet. If the paclet's destinatioraddress
matcheghedestinatioraddres$eing ltered, thenthecall-
backmethoddropsthe paclet. After compilingandloading
thekernelmodule,ary pacletlocally createdanddestined
for that particular destinationaddressis dropped.In this
manneiakernelmodulecanexamine drop,discard modify
or queuepaclketsat ary of thede ned Net Iter hooks.

3. Implementation Design

The AODV-UCSBimplementatiorwasdevelopedonthe
Linux 2.4 kernel.A userspacedaemorwaschoserto keep
asmuchlogic aspossibleout of the kernel. This is a com-
mon designfor routing protocolsbecausecodewithin the
kerneloperatesith differentprivileges,anda singleerror
in thekernelspacecancausehewhole operatingsystemo
fail.

For the AODV routing daemonto function it mustde-
terminewhento trigger AODV protocol events.Sincethe
IP stackwas designedfor static networks wherelink dis-
connectiongreinfrequentandpacletlossesareunreported,
mostof thesetriggersare not readily available. Therefore,
theseeventsmustbe extrapolatedandcommunicatedo the
routing daemonvia other means.The eventsthat mustbe
determinedare:

Whento initiate a routerequest:This is indicatedby
a locally generatecpaclet that needsto be sentto a
destinatiorfor which avalid routeis notknown.

Whenand how to buffer padetsduring route discov-
ery: During route discovery paclets destinedfor the
unknown destinationshouldbe queued.If a routeis
foundthe pacletsarebe sent.

Whento updatethe lifetime of an activeroute: This is
indicatedby a paclet beingreceved from, sentto or
forwardedto a known destination.

Whento geneiatea RERRIif a valid routedoesnot ex-
ist: If adatapacletis recevvedfrom anotherhostand
thereis no known route to the destination the node



mustsenda RERR so that the previous hopsandthe
sourcehalttransmittingdatapacletsalongthisinvalid
route.

Whento geneatea RERRduring daemorrestart: Af-
ter the AODV routing protocolrestartsjt mustsenda
RERRmessag#o othernodesattemptingto useit asa
router This behaior is requiredin orderto ensureno
routingloopsoccur

In the remainderof this sectionwe discussvariousde-
signapproachedrirst, we examinehow to determinethese
eventsandwhereto placethe AODV protocollogic. We de-
scribethe advantagesand disadantagesf eachsolution,
and we justify why we chosea userspacedaemonwith
a small kernelmodule.In addition,we discussthe impor-
tanceof monitoringneighborconnectvity andhow it is per
formed.

3.1. DesignPossibilities

Thereare mary waysto designthe AODV protocolto
extrapolatethe neededAODV events.Possibleopportuni-
tiesfor obtainingthe eventsinclude:

Snooping
Kernelmodi cation
Net Iter

In the following sectionseachof thesepossibilitiesis de-
scribedand their respectie strengthsand weaknessesx-
amined.

3.1.1. Snooping One possibility for determining the
needecdkbventsis to promiscuouslysnoopall incomingand
outgoingpaclets[7]. Thecodeto performsnoopings built
into the kernelandis availableto userspaceprogramsas
shawvn in Figure 4. The snoopingfeaturecan be usedto
determinethe eventslisted in section3. For instance,an
ARP paclet is generatedvhen a nodedoesnot know the
MAC layeraddres®f the next hop.Usingthisinferencejf
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Figure 5. Kernel Modi cation Architecture .

an ARP requestpacletis seenfor an unknavn destination
andit is originatedby thelocal host,thenaroutediscovery
needsto be initiated. In a similar manner all the other
AODV events may be determinedby monitoring the
incomingandoutgoingpackets.

The most important advantageof this solution is it
does not require ary code to run in the kernel-space.
Hence this solution allows for simple installation and
execution. The two main disadwantagesof this solution
are overheadand dependencen ARP. For example, the
determinationof the needfor route discovery is indicated
by an ARP request. Since route discovery is initiated
by outgoing ARP paclets, these outgoing paclets are
unnecessarypverhead,and they waste bandwidth. There
are also problemswith the dependencen ARP. If the
routing table and ARP cache becomeout of sync, it
is possible that the routing protocol may not function
properly For example,if the ARP cachecontainsan entry
for a particularunknownn destinationthenan ARP paclet
will not be generatedor this destinationeven though it
is not known by the routing daemon.Consequentlyroute
discovery will not be initiated. For proper operationthe
routing protocolmustmonitor and control the ARP cache
in addition to the IP routing table, becausedisagreement
betweerthe two cancausethe routing protocolto function
improperly

3.1.2. Kernel Modi cation. Anotherpossibilityto deter

mine the AODV eventsis to modify the kernel. Codecan
be placedin the kernelto communicatahe eventslistedin

section3 to an AODV userspacedaemonor example,to

initiate route discovery, codeis addedin the kernelat the
pointwhereroutelookupfailuresoccur Giventhis codein

thekernel,if aroutelookupfailure happensthena method
is calledin the userspacedaemonFigure5 shovs the ar

chitectureof the AODV daemonandthe requiredsupport
logic.
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The advantagesof this solution are that the eventsare
explicitly determinedandthereis no wastedoverheadThe
maindisadwantage®f this solutionareuserinstallationand
portability. Installation of the necessarkernel modi ca-
tions requiresa completekernel recompilation.This is a
dif cult procedurdor mary usersAlso, kernelpatchesare
oftennot portablebetweeronekernelversionandthe next.
Finally, understandinghe Linux kerneland network pro-
tocol stackrequiresexamininga signi cant amountof un-
commented¢complex code.

3.1.3. Netlter . Net Iter is asetof hooksatvariouspoints
insidethe Linux protocolstack,asdescribedn section2.3.
Net Iter redirectspacket o w throughuserde ned code,
which can examine, drop, discard, modify or queuethe
pacletsfor the userspacedaemonUsing Net Iter is simi-
lar to the snoopingmethoddescribedn section3.1.1;how-
ever, it doesnothave thedisadwantageof unnecessargver-
heador dependencen ARP.

Comparedto the other possibilities, this solution has
mary strengthsTheseincludethatthereis no unnecessary
communicationit is highly portablejt is easyto installand
theuserspacedaemorcandetermineall therequiredevents
in section3.

On the other hand,the disadwantageof this solutionis
thatit requiresa kernelmodule.However, a kernelmodule
is easierto install than a kernel modi cation. Sinceonly
the kernelmodulemustbe recompiled thereis no needto
recompilethecompletekernel.Also, thekernelmodulecan
be loadedor unloadedat ary time. Finally, a kernelmod-
uleis moreportablethankernelmodi cation becausét de-
pendsonly ontheNet Iter interface.Thisinterfacedoesnot
changdrom onekernelversionto the next.

SinceNet lter hasthefewestandleastsigni cant disad-
vantage®f thestratgjiesexaminedwe utilize it in our nal
implementationarchitecture,as shavn in Figure 6. Our
implementatiorusesNet Iter hooksto redirectpacletsthat
arrive from the local machine (NF_IP_LOCAL_OUT),
from other machines (NF_IP.PREROUTING), as

well as all paclets that are sent to other machines
(NF_IP_.POSTROUTING). Thesehooks are usedby the

kaodv kernel module. The ip_queue module is usedto

gueuethesepacletsfor the userspacedaemon.Therethe

AODV daemorusedibipq to make controldecisionsabout
eachpaclet.

3.2. Determining Local Connectiity

To avoid wastingbandwidthandenepy, it is bene cial
for the senderof a datapaclet to have assurancehat the
next hopis within transmissiomangeandis likely to receive
the paclet. In orderto verify thatthe next hopis receving
datapaclets, local connectvity mustbe monitored.Noti-
cation of the inability to senddatapacletsto a neighbor
is neededo promptly notify the sourcethat a pathis bro-
ken; otherwise the sourcecontinuesto senddatapaclets,
wastingresourcesThe AODV routingprotocolusesRERR
message notify the sourceandall nodeson the routeto
the sourceof the brokenlink. Becauseothersolutionsare
not currently available, all currentimplementationsutilize
Hello messagedJnfortunately Hello messageareknown
to performpoorly in anumberof commonscenario$2, 9].

4. AODV Implementation Comparison

Recently there have been mary AODV routing
protocol implementations, including Mad-hoc [7],
AODV-UCSB [1], AODV-UU [8], Kernel-AODV [6]
andAODV-UIUC [5]. Eachimplementatiorwasdeveloped
anddesignedndependentlybut, they all performthe same
operationandmary interoperate.

The rst publicly available implementationof AODV
was Mad-hoc The Mad-hocimplementatiorresidescom-
pletelyin userspaceandusesthe snoopingstratey to de-
termine AODV events.Unfortunately it is known to have
bugsthat causeit to fail to performproperly Theseprob-
lems arerelatedto its useof ARP. Anotherfeaturemiss-
ing from the Mad-hocimplementatioris properqueuingof
datapacletsduring routediscovery. Mad-hocis no longer
actively researchedsupportecbr available.

The rst releaseof AODV-UCSB usedthe kernelmod-
i cation strategyy. This AODV-UCSB implementatiorwas
developedbeforeNet Iter waswell documentedwWe found
that it suffered from someintermittent problems.These
weredueto unforeseemlependenciewithin thekernelthat
werebroughtout by our speci ¢ kernelmodi cations. Af-
terNet Iter hadmatured AODV-UCSBwasupdatedo use
Net lter. AODV-UCSB usesthe Net Iter kernel modules
from the AODV-UUVO0.4 release Using thesekernelmod-
ules,all interestingpacletsarepassedo theuserspacedae-
monfor processingasdescribedn section2.3.In addition



tothebaseAODV speci cation,anumberof Hello message
optionsare available. Theseincluderequiringreceptionof
multiple Hello messagebeforeneighborconnectvity is es-
tablished This avoidscreatingroutesto neighbordasedn
asinglespuriousmessageeception.

AODV-UU hasthesamedesignasAODV-UCSB;it uses
kernelmodulesto utilize the net Iter hooks.The main pro-
tocol logic residesn a userspacedaemon AODV-UU has
alsobeenportedto theNS-2simulator Thisallowsthereal-
world implementatiorcodeto berun in a simulationervi-
ronment.The authorshave alsoaddeda humberof supple-
mentalfeaturesnot partof the AODV draft,to increasehe
performancef Hello messagef®] (e.g.,unidirectionalink
supportand a signal quality thresholdfor receved pack-
ets). In addition, AODV-UU also includesInternet gate-
wayingandmultiple interfacesupport.SinceAODV-UU is
well documentedand ableto run in simulation,a number
of patchesare available (e.g., multicastand subnetting)to
furtherextendits functionality.

Kernel-A0DV usesNet Iter andall of the routing pro-
tocol logic is placedinside the kernel module;therefore,
no userspacedaemoris neededThis improvesthe perfor
manceof the implementationin termsof paclet handling,
sinceno pacletsarerequiredto traversefrom the kernelto
the userspace This implementatioralso supportsinternet
gatevaying,multiple interfacesanda basicmulticastproto-
col. Thereis alsoa proc le interfacefor usersto monitor
signalstrengtito neighboravhencertainwirelesshardware
is used.

The AODV-UIUC implementation uses Net Iter
wrappedby the Ad hoc SupportLibrary (ASL) [5]. This
designis similar to AODV-UCSB andAODV-UU exceptit
explicitly separateshe routing and forwarding functions.
Routing protocol logic takes place in the userspace
daemonwhile paclet forwardingis handledin the kernel.
This is efcient becauseforwarded paclets are handled
immediately and fewer paclets traverse the kernel to
userspaceboundary

All of the implementationgdiscusseduse Hello Mes-
sagedo determindocal connectvity anddetectink breaks.
In addition, all implementations(except Mad-hoqg sup-
port the expandingring searchand local repair optimiza-
tions[11].

5. Conclusion

In this paperwe analyzedhe designpossibilitiesfor an
AODV implementationWe rst identi ed theunsupported
eventsneededor AODV to performrouting. We thenex-
aminedtheadvantagesinddisadwantage®f threestratgies
for determiningthis information. This analysissupported
our decisionto usesmallkernelmoduleswith a userspace

daemonFinally, we presentedhe designof mary publicly

available AODV implementationsWe hopethat the infor-

mationin this paperaidsresearcherin understandinghe
trade-ofs in adhocroutingprotocolimplementatiordevel-

opment.Further thedescriptionof the designstructureand
additionalfeaturesof eachimplementatiorcanassistusers
in decidingwhichimplementatiorbest ts their needs.
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