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Abstract

To date, themajorityof adhocroutingprotocolresearch
hasbeendoneusingsimulationonly. Oneof themostmoti-
vatingreasonsto usesimulationis thedif�culty of creating
a real implementation.In a simulator, thecodeis contained
within a singlelogical component,which is clearly de�ned
andaccessible. On theother hand,creatingan implemen-
tation requiresuseof a systemwith manycomponents,in-
cludingmanythat havelittle or nodocumentation.Theim-
plementationdevelopermustunderstandnot only therout-
ing protocol,but all thesystemcomponentsandtheir com-
plex interactions.Further, sincead hoc routing protocols
aresigni�cantly differentfromtraditionalroutingprotocols,
a new set of features must be introducedto support the
routing protocol. In this paperwe describethe event trig-
gers required for AODV operation, thedesignpossibilities
andthedecisionsfor our AdhocOn-demandDistanceVec-
tor (AODV)routingprotocolimplementation,AODV-UCSB.
This paperis meantto aid researchers in developingtheir
own on-demandad hoc routing protocolsand assistusers
in determiningtheimplementationdesignthatbest�ts their
needs.

1. Intr oduction

Simulation is an important tool in the developmentof
mobile ad hoc networks; it providesan excellentenviron-
mentto experimentandverify routingprotocolcorrectness.
However, simulationdoesnot guaranteethat the protocol
works in practice,becausesimulatorscontainassumptions
andsimpli�ed modelsthatmaynotactuallyre�ect realnet-
work operation.

After a protocol is thoroughlytestedin simulation,an
implementationis the logical next step.A working imple-
mentationis necessaryto validatethat theroutingprotocol
speci�cationperformsunderrealconditions.Otherwise,as-
sumptionsmadeby the protocoldesigncannotbe veri�ed
ascorrect.Additionally, an implementationcanbe usedto

performtestbedand�eld tests.Eventuallyit canbeusedin
adeployedsystem,suchas[10].

Creatingaworking implementationof anadhocrouting
protocolis non-trivial andmoredif�cult thandevelopinga
simulation.In simulation,thedevelopercontrolsthewhole
system,which is in effect only a singlecomponent.An im-
plementation,ontheotherhand,needsto interoperatewith a
large,complex system.Somecomponentsof thissystemare
theoperatingsystem,sockets,andnetwork interfaces.Addi-
tionalimplementationproblemssurfacebecausecurrentop-
eratingsystemsarenot built to supportadhocroutingpro-
tocols.A numberof requiredeventsareunsupported;sup-
port for theseeventsmustbe added.Becausetheseevents
encompassmany systemcomponents,thecomponentsand
their interactionsmustalsobe explored.For thesereasons
it takessigni�cantly moreeffort to createanadhocrouting
protocolimplementationthana simulation.

Nevertheless,asanimportantstepin studyingtheAODV
routing protocol [12], we createdthe AODV-UCSB im-
plementation.We performedexperimentsandvalidatedthe
AODV routingprotocoldesignusingour implementation.

Understandingthe operationanddesignprocessof our
systemwill helpotherresearcherswith thedevelopmentof
theirown adhocroutingprotocols.Identifyingthestrengths
and weaknessesof our implementationalso helpssystem
designersdecidewhetherour AODV implementation�ts
theirrequirements.Speci�cally, thecontributionsof thispa-
perarethefollowing:

� De�nition of neededAODV triggerscurrentlyunsup-
portedby operatingsystems.

� Discussionof differentdesignstrategies.

� Descriptionof thechosendesignfor ourAODV-UCSB
implementation.

� Presentationof publicly availableAODV implementa-
tion designs.

Theoutlinefor theremainderof thepaperis asfollows.
An overview of the key componentsof our systemis pre-
sentedin section2. Section3 enumeratesthecurrentlyun-
supportedeventsneededby theAODV routingprotocoland



Hello

RREQ

RREP

RERR

Data

S 1 2 D
Hello

RREQ

RREP

RERR

Data

S 1 2 D

Figure 1. AODV Protocol Messaging.

discussespossibletechniquesfor determiningthem. Sec-
tion 4 discussesotherAODV implementations,and�nally
section5 concludesthepaper.

2. Background

Before we describethe requirementsand design,we
highlight someof thekey componentsof our system.First
we describetheAODV routingprotocolandits basicoper-
ation. Next the IEEE 802.11standardis described.In our
testbedwe utilize IEEE 802.11for thephysical,MAC and
link layerof thenodesto accomplishwirelesscommunica-
tion. Finally, we discussNet�lter , a mechanisminsidethe
Linux protocolstackthatallowspacketmanipulation.

2.1. AODV ProtocolOverview

The AODV [11, 12] routing protocolis a reactive rout-
ing protocol; therefore,routesare determinedonly when
needed.Figure 1 shows the messageexchangesof the
AODV protocol.

Hello messagesmaybeusedto detectandmonitorlinks
to neighbors.If Hello messagesareused,eachactive node
periodicallybroadcastsa Hello messagethat all its neigh-
bors receive. BecausenodesperiodicallysendHello mes-
sages,if anodefails to receiveseveralHello messagesfrom
aneighbor, a link breakis detected.

Whenasourcehasdatato transmitto anunknown desti-
nation,it broadcastsa RouteRequest(RREQ)for thatdes-
tination. At eachintermediatenode,whena RREQ is re-
ceiveda routeto thesourceis created.If thereceiving node
hasnot received this RREQ before,is not the destination
anddoesnot have a currentrouteto the destination,it re-
broadcaststhe RREQ.If the receiving nodeis thedestina-
tion or hasa currentroute to the destination,it generates
a RouteReply (RREP).The RREPis unicastin a hop-by-
hop fashionto the source.As the RREPpropagates,each
intermediatenodecreatesa routeto thedestination.When
thesourcereceivestheRREP, it recordstherouteto thedes-
tinationandcanbegin sendingdata.If multiple RREPsare

receivedby thesource,theroutewith theshortesthopcount
is chosen.

As data�o ws from the sourceto the destination,each
nodealongtherouteupdatesthetimersassociatedwith the
routesto thesourceanddestination,maintainingtheroutes
in theroutingtable.If a routeis notusedfor someperiodof
time, a nodecannotbesurewhethertherouteis still valid;
consequently, the noderemovesthe routefrom its routing
table.

If datais �o wing anda link breakis detected,a Route
Error (RERR)is sentto thesourceof thedatain a hop-by-
hop fashion.As the RERRpropagatestowardsthe source,
eachintermediatenodeinvalidatesroutesto any unreach-
abledestinations.Whenthesourceof thedatareceivesthe
RERR,it invalidatestherouteandreinitiatesroutediscov-
ery if necessary.

2.2. IEEE 802.11Standard

TheIEEE 802.11Standard[3] is by far themostwidely
deployed wirelessLAN protocol. This standardspeci�es
the physical,MAC and link layer operationwe utilize in
our testbed.Multiple physicallayer encodingschemesare
de�ned, eachwith a differentdatarate.Part of eachtrans-
missionusesthe lowest most reliable data rate, which is
1 Mbps.

At theMAC layerIEEE802.11usesbothcarriersensing
andvirtual carriersensingprior to sendingdatato avoid col-
lisions.Virtual carriersensingis accomplishedthroughthe
useof Request-To-Send(RTS) and Clear-To-Send(CTS)
control packets.Whena nodehasa unicastdatapacket to
sendto its neighbor, it �rst broadcastsa shortRTS control
packet. If theneighborreceivesthis RTS packet, thenit re-
spondswith a CTS packet. If thesourcenodereceivesthe
CTS, it transmitsthe datapacket. Other neighborsof the
sourceanddestinationthatreceive theRTS or CTSpackets
deferpacket transmissionsto avoid collisionsby updating
their network allocationvector(NAV). TheNAV is usedto
performvirtual channelsensingby indicatingthatthechan-
nel is busy, asshown in Figure2.

After a destinationproperly receives a data packet, it
sendsanacknowledgment(ACK) to thesource.This signi-
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Figure 3. Net�lter Hooks.

�es that the packet wascorrectlyreceived.This procedure
(RTS-CTS-Data-ACK) is calledthe DistributedCoordina-
tion Function(DCF). For small datapacketsthe RTS and
CTSpacketsmaynotbeused.

If anACK (or CTS)is not receivedby thesourcewithin
a shorttime limit after it sendsa datapacket (or RTS), the
sourcewill attemptto retransmitthe packet up to seven
times.If noACK (or CTS)is receivedaftermultiple retries,
an error is issuedby the hardwareindicatingthat a failure
to sendhasoccurred.

Broadcastdatapacketsarehandleddifferentlythanuni-
castdatapackets.Broadcastpackets are sentwithout the
RTS,CTSor ACK controlpackets.Thesecontrolmessages
arenotneededbecausethedatais simultaneouslytransmit-
tedto all neighboringnodes.

2.3. Net�lter

Net�lter [4] is usedby our implementationto identify
many of theeventsthattriggerroutingprotocolaction.Net-
�lter consistsof a numberof hooksat variouspointsinside
theLinux protocolstack.It allowsuser-de�nedkernelmod-
ulesto registercallbackfunctionsto thesehooks.Whena
packet traversesa hook,thepacket �o ws throughtheuser-
de�ned callbackmethodinsidethekernelmodule.

Thereare� vehooksde�ned in theNet�lter architecture,
shown asboxesin Figure3.At thetopof the�gure thereare
two hooks,NF IP LOCAL IN and NF IP LOCAL OUT.
These hooks are for all packets to and from local
processes.At thebottomof the �gure therearetwo hooks,
NF IP PREROUTING and NF IP POSTROUTING.
Theseare for all packets from and to other hostson the
network.Thereis alsoahookfor packetsthatareforwarded
by the current host, NF IP FORWARD. As an example
of how packets traversethesehooks,supposea packet is

createdby a local processfor a remoteprocess.It �rst
traversesthe NF IP LOCAL OUT hook. Next, a routing
decisionis performedto seeif the packet is boundfor the
local host or anotherhost on the network. The packet is
found to be destinedfor a remotehost,and the packet is
passedthroughtheNF IP POSTROUTING hookandthen
ontoa network interface.

To demonstratehow Net�lter is usedin practice,we de-
scribeasimpleexamplethatdropsall locally createdoutgo-
ing packetsto a particulardestinationaddress.First, a ker-
nelmoduleiscreatedthatattachestheNF IP LOCAL OUT
Net�lter hook to a callback method written to examine
packets. This callback methodis called for each locally
createdoutgoingpacket. If thepacket's destinationaddress
matchesthedestinationaddressbeing�ltered, thenthecall-
backmethoddropsthepacket.After compilingandloading
thekernelmodule,any packet locally createdanddestined
for that particulardestinationaddressis dropped.In this
mannerakernelmodulecanexamine,drop,discard,modify
or queuepacketsatany of thede�ned Net�lter hooks.

3. Implementation Design

TheAODV-UCSBimplementationwasdevelopedonthe
Linux 2.4kernel.A user-spacedaemonwaschosento keep
asmuchlogic aspossibleout of thekernel.This is a com-
mon designfor routing protocolsbecausecodewithin the
kerneloperateswith differentprivileges,anda singleerror
in thekernelspacecancausethewholeoperatingsystemto
fail.

For the AODV routing daemonto function it mustde-
terminewhento trigger AODV protocolevents.Sincethe
IP stackwasdesignedfor staticnetworks wherelink dis-
connectionsareinfrequentandpacketlossesareunreported,
mostof thesetriggersarenot readily available.Therefore,
theseeventsmustbeextrapolatedandcommunicatedto the
routing daemonvia othermeans.The eventsthat mustbe
determinedare:

� Whento initiate a routerequest:This is indicatedby
a locally generatedpacket that needsto be sentto a
destinationfor whicha valid routeis not known.

� Whenand how to buffer packetsduring routediscov-
ery: During route discovery packets destinedfor the
unknown destinationshouldbe queued.If a route is
foundthepacketsarebesent.

� Whento updatethelifetimeof an activeroute:This is
indicatedby a packet beingreceived from, sentto or
forwardedto a known destination.

� Whento generatea RERRif a valid routedoesnotex-
ist: If a datapacket is receivedfrom anotherhostand
thereis no known route to the destination,the node



mustsenda RERRso that the previous hopsandthe
sourcehalt transmittingdatapacketsalongthis invalid
route.

� Whento generatea RERRduringdaemonrestart:Af-
ter theAODV routingprotocolrestarts,it mustsenda
RERRmessageto othernodesattemptingto useit asa
router. This behavior is requiredin orderto ensureno
routingloopsoccur.

In the remainderof this sectionwe discussvariousde-
signapproaches.First,we examinehow to determinethese
eventsandwhereto placetheAODV protocollogic.Wede-
scribethe advantagesanddisadvantagesof eachsolution,
and we justify why we chosea user-spacedaemonwith
a small kernelmodule.In addition,we discussthe impor-
tanceof monitoringneighborconnectivity andhow it is per-
formed.

3.1. DesignPossibilities

Therearemany ways to designthe AODV protocol to
extrapolatethe neededAODV events.Possibleopportuni-
tiesfor obtainingtheeventsinclude:

� Snooping

� Kernelmodi�cation

� Net�lter

In the following sections,eachof thesepossibilitiesis de-
scribedand their respective strengthsandweaknessesex-
amined.

3.1.1. Snooping. One possibility for determining the
neededeventsis to promiscuouslysnoopall incomingand
outgoingpackets[7]. Thecodeto performsnoopingis built
into the kernelandis availableto user-spaceprograms,as
shown in Figure 4. The snoopingfeaturecan be usedto
determinethe events listed in section3. For instance,an
ARP packet is generatedwhena nodedoesnot know the
MAC layeraddressof thenext hop.Usingthis inference,if
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anARP requestpacket is seenfor anunknown destination
andit is originatedby thelocal host,thena routediscovery
needsto be initiated. In a similar manner, all the other
AODV events may be determinedby monitoring the
incomingandoutgoingpackets.

The most important advantageof this solution is it
does not require any code to run in the kernel-space.
Hence this solution allows for simple installation and
execution. The two main disadvantagesof this solution
are overheadand dependenceon ARP. For example, the
determinationof the needfor routediscovery is indicated
by an ARP request.Since route discovery is initiated
by outgoing ARP packets, these outgoing packets are
unnecessaryoverhead,and they wastebandwidth.There
are also problemswith the dependenceon ARP. If the
routing table and ARP cache become out of sync, it
is possible that the routing protocol may not function
properly. For example,if theARP cachecontainsan entry
for a particularunknown destination,thenan ARP packet
will not be generatedfor this destinationeven though it
is not known by the routing daemon.Consequently, route
discovery will not be initiated. For proper operationthe
routing protocolmustmonitor andcontrol the ARP cache
in addition to the IP routing table, becausedisagreement
betweenthetwo cancausetheroutingprotocolto function
improperly.

3.1.2. Kernel Modi�cation. Anotherpossibility to deter-
mine the AODV eventsis to modify the kernel.Codecan
beplacedin thekernelto communicatetheeventslisted in
section3 to anAODV user-spacedaemon.For example,to
initiate routediscovery, codeis addedin the kernelat the
point whereroutelookupfailuresoccur. Giventhis codein
thekernel,if a routelookupfailurehappens,thena method
is calledin the user-spacedaemon.Figure5 shows the ar-
chitectureof the AODV daemonandthe requiredsupport
logic.
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The advantagesof this solution are that the eventsare
explicitly determinedandthereis no wastedoverhead.The
maindisadvantagesof thissolutionareuserinstallationand
portability. Installation of the necessarykernel modi�ca-
tions requiresa completekernel recompilation.This is a
dif�cult procedurefor many users.Also, kernelpatchesare
oftennotportablebetweenonekernelversionandthenext.
Finally, understandingthe Linux kernelandnetwork pro-
tocol stackrequiresexamininga signi�cant amountof un-
commented,complex code.

3.1.3. Net�lter . Net�lter is asetof hooksatvariouspoints
insidetheLinux protocolstack,asdescribedin section2.3.
Net�lter redirectspacket �o w throughuserde�ned code,
which can examine, drop, discard,modify or queuethe
packetsfor theuser-spacedaemon.UsingNet�lter is simi-
lar to thesnoopingmethod,describedin section3.1.1;how-
ever, it doesnothavethedisadvantageof unnecessaryover-
heador dependenceonARP.

Comparedto the other possibilities, this solution has
many strengths.Theseincludethat thereis no unnecessary
communication,it is highly portable,it is easyto installand
theuser-spacedaemoncandetermineall therequiredevents
in section3.

On the otherhand,the disadvantageof this solution is
that it requiresa kernelmodule.However, a kernelmodule
is easierto install than a kernel modi�cation. Sinceonly
thekernelmodulemustberecompiled,thereis no needto
recompilethecompletekernel.Also, thekernelmodulecan
be loadedor unloadedat any time. Finally, a kernelmod-
ule is moreportablethankernelmodi�cation becauseit de-
pendsonly ontheNet�lter interface.This interfacedoesnot
changefrom onekernelversionto thenext.

SinceNet�lter hasthefewestandleastsigni�cant disad-
vantagesof thestrategiesexamined,weutilize it in our �nal
implementationarchitecture,as shown in Figure 6. Our
implementationusesNet�lter hooksto redirectpacketsthat
arrive from the local machine (NF IP LOCAL OUT),
from other machines (NF IP PREROUTING), as

well as all packets that are sent to other machines
(NF IP POSTROUTING). Thesehooks are usedby the
kaodv kernel module. The ip queuemodule is used to
queuethesepackets for the user-spacedaemon.Therethe
AODV daemonuseslibipq to makecontroldecisionsabout
eachpacket.

3.2. Determining Local Connectivity

To avoid wastingbandwidthandenergy, it is bene�cial
for the senderof a datapacket to have assurancethat the
next hopis within transmissionrangeandis likely to receive
thepacket. In orderto verify that thenext hop is receiving
datapackets, local connectivity must be monitored.Noti-
�cation of the inability to senddatapacketsto a neighbor
is neededto promptly notify the sourcethat a pathis bro-
ken; otherwise,the sourcecontinuesto senddatapackets,
wastingresources.TheAODV routingprotocolusesRERR
messagesto notify thesourceandall nodeson therouteto
the sourceof the broken link. Becauseothersolutionsare
not currentlyavailable,all currentimplementationsutilize
Hello messages.Unfortunately, Hello messagesareknown
to performpoorly in a numberof commonscenarios[2, 9].

4. AODV Implementation Comparison

Recently there have been many AODV routing
protocol implementations, including Mad-hoc [7],
AODV-UCSB [1], AODV-UU [8], Kernel-AODV [6]
andAODV-UIUC [5]. Eachimplementationwasdeveloped
anddesignedindependently;but, they all performthesame
operationsandmany interoperate.

The �rst publicly available implementationof AODV
wasMad-hoc. The Mad-hocimplementationresidescom-
pletely in user-spaceandusesthesnoopingstrategy to de-
termineAODV events.Unfortunately, it is known to have
bugsthat causeit to fail to performproperly. Theseprob-
lems are relatedto its useof ARP. Another featuremiss-
ing from theMad-hocimplementationis properqueuingof
datapacketsduring routediscovery. Mad-hocis no longer
actively researched,supportedor available.

The �rst releaseof AODV-UCSB usedthe kernelmod-
i�cation strategy. This AODV-UCSB implementationwas
developedbeforeNet�lter waswell documented.We found
that it suffered from some intermittent problems.These
weredueto unforeseendependencieswithin thekernelthat
werebroughtout by our speci�c kernelmodi�cations.Af-
terNet�lter hadmatured,AODV-UCSBwasupdatedto use
Net�lter. AODV-UCSB usesthe Net�lter kernel modules
from the AODV-UUv0.4 release.Using thesekernelmod-
ules,all interestingpacketsarepassedto theuser-spacedae-
monfor processing,asdescribedin section2.3.In addition



to thebaseAODV speci�cation,anumberof Hello message
optionsareavailable.Theseincluderequiringreceptionof
multipleHello messagesbeforeneighborconnectivity is es-
tablished.Thisavoidscreatingroutesto neighborsbasedon
asinglespuriousmessagereception.

AODV-UU hasthesamedesignasAODV-UCSB;it uses
kernelmodulesto utilize thenet�lter hooks.Themainpro-
tocol logic residesin a user-spacedaemon.AODV-UU has
alsobeenportedto theNS-2simulator. Thisallowsthereal-
world implementationcodeto berun in a simulationenvi-
ronment.Theauthorshave alsoaddeda numberof supple-
mentalfeatures,notpartof theAODV draft, to increasethe
performanceof Hello messages[9] (e.g.,unidirectionallink
supportand a signal quality thresholdfor received pack-
ets). In addition, AODV-UU also includesInternet gate-
wayingandmultiple interfacesupport.SinceAODV-UU is
well documentedandable to run in simulation,a number
of patchesareavailable(e.g.,multicastandsubnetting)to
furtherextendits functionality.

Kernel-AODV usesNet�lter andall of the routing pro-
tocol logic is placedinside the kernel module; therefore,
no user-spacedaemonis needed.This improvestheperfor-
manceof the implementation,in termsof packet handling,
sinceno packetsarerequiredto traversefrom thekernelto
theuser-space.This implementationalsosupportsInternet
gatewaying,multiple interfacesandabasicmulticastproto-
col. Thereis alsoa proc �le interfacefor usersto monitor
signalstrengthto neighborswhencertainwirelesshardware
is used.

The AODV-UIUC implementation uses Net�lter
wrappedby the Ad hoc SupportLibrary (ASL) [5]. This
designis similar to AODV-UCSBandAODV-UU exceptit
explicitly separatesthe routing and forwarding functions.
Routing protocol logic takes place in the user-space
daemon,while packet forwardingis handledin thekernel.
This is ef�cient becauseforwardedpackets are handled
immediately and fewer packets traverse the kernel to
user-spaceboundary.

All of the implementationsdiscusseduse Hello Mes-
sagesto determinelocalconnectivity anddetectlink breaks.
In addition, all implementations(except Mad-hoc) sup-
port the expandingring searchand local repair optimiza-
tions[11].

5. Conclusion

In this paperwe analyzedthedesignpossibilitiesfor an
AODV implementation.We �rst identi�ed theunsupported
eventsneededfor AODV to performrouting.We thenex-
aminedtheadvantagesanddisadvantagesof threestrategies
for determiningthis information. This analysissupported
our decisionto usesmallkernelmoduleswith a user-space

daemon.Finally, we presentedthedesignof many publicly
availableAODV implementations.We hopethat the infor-
mation in this paperaidsresearchersin understandingthe
trade-offs in adhocroutingprotocolimplementationdevel-
opment.Further, thedescriptionof thedesignstructureand
additionalfeaturesof eachimplementationcanassistusers
in decidingwhich implementationbest�ts their needs.
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