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Abstract— Wir elessLANs are becomingcommonplacebecause
of their ease in providing mobile communication. As use of
IEEE 802.11continues to expand, support for voice will become
a desirable feature. Supporting voiceconversationsover a packet
network is more challenging than over curr ent circuit switched
wir ed networks. Thesechallengesare particularly dif�cult due to
the erroneousnature of a wir elesschannel.When errors occur in
data packets the IEEE 802.11MAC layer standard requiresthat
the receiver not accept the packet; the source must retransmit
all packets received with errors. However, digitized voice data
can tolerate someerror and losswithout noticeabledegradation
in call quality. By forcing error-fr ee reception of speech,scarce
bandwidth and energy are unnecessarilyexpended,and the delay
of the packets increases.In this paper we explore allowing bit
errors in voice packets over IEEE 802.11networks. We propose
two strategies for allowing these errors and demonstrate that
they both result in impr oved performance.

I . INTRODUCTION

WirelessLANs (WLAN) basedon the IEEE 802.11stan-
dardareexperiencingwidespreaddeployment.Currentlymost
devices with WLAN connectivity are laptops or handheld
devices; however, there is a new generationof IEEE 802.11
phone devices reachingthe market. Thesedevices promise
voice conversationsover IEEE 802.11networks, therebyuni-
fying the voice anddatanetworks while allowing mobility.

Sendingvoice over an Internet Protocol packet network
(VoIP) is considerablydifferent from the circuit-switched
networks that are typically usedfor voice conversations.In
a circuit-switchednetwork, bandwidthis dedicatedanddelay
is minimal. In IP packet networks thereareno guarantees;all
packetsmustcompeteandsharethesamebandwidth,resulting
in packet loss,delayand jitter.

Voice call quality degradesas packet loss,delay and jitter
increase.Packet loss in�uences the quality of the received
voice conversation;extreme lossesmay render the speech
unintelligible. Likewise, as delay increasesthe interaction
betweencall participantsbecomesmore dif�cult. Jitter, the
variancein theinter-arrival timebetweenpackets,mustbekept
small; otherwise,buffering mustbe used,which increasesthe
overall delay. In orderto maintainnormalvoiceconversations,
the loss, delay and jitter must thereforebe kept within tight
bounds.

Wirelesschannelscharacteristicallyhave high error rates,
particularlywhencomparedwith wirednetworks.Theseerrors

are due to many factors, including time varying properties,
obstacles,distance,collisions,andmulti-pathinterference.The
IEEE 802.11MAC layer standarddoesnot allow (or correct)
any errorsin packet transmissions.If any error occursduring
the hop-wise transmissionof a unicast packet, the sender
is required to retransmit the packet. A maximum of seven
attemptsis allowed for a singlepacket.

We argue that when transmitting voice packets, errors
within thesepacketsshouldbepermissible.Becausevoicecan
toleratepacket lossanderror1, allowing somebit errorsdoes
not impact the perceived conversationquality. Allowing bit
errorsin voice packetshasthebene�t of reducingthenumber
of retransmissionsper packet. This, in turn, reducesthe delay
andjitter. In congestednetworks,fewer retransmissionsreduce
the channelusageandresult in increasedpacket delivery.

In this paper we describea mechanismfor allowing bit
errorsin voice packetsin IEEE 802.11networks.We perform
simulationexperimentswith VoIP conversationsto determine
the impact of allowing errors at the medium accesscontrol
(MAC) layer in the voice data. We show that in a lossy
environment allowing errors improves the performanceand
in somecasesallows a higher numberof calls to take place
concurrently. Speci�cally, the contributions of this paperare
the following:

� Proposalof two IEEE 802.11MAC layer designsallow-
ing bit errors

� Performanceevaluationmeasuringperformancegains
� Thoroughexaminationof many commontraf�c andchan-

nel conditionsusing the proposedMAC layer designs

The outline for the remainderof the paper is as follows.
SectionII describesrelatedwork. It is followedby anoverview
of VoIP, IEEE 802.11 and the error model in Section III.
SectionIV describesthe modi�cations to the systemto allow
bit errors.The experimentalsetupis describedin SectionV.
The results from simulation are discussedin Section VI.
Finally SectionVII concludesthe paper.

1To concealpacket loss and error, various techniquesmay be employed,
suchaserror correctionor multiratecoding.Many techniquesto hide packet
lossanderror for VoIP applicationsareprovided by [1].



I I . RELATED WORK

The support of VoIP conversationsin WLANs is very
challenging. VoIP has unique requirementsthat were not
consideredwhen IP packet networks were developed.In the
systemconsideredhere,modi�cationsto improveIEEE802.11
and VoIP result in higher performanceand a better user
experience.

Improvementsin voice encoderssuchaslower bit rates[2],
error correction, and error and loss concealment[3], [4]
are most likely to impact the ability to support multiple
concurrentcalls with high quality. Likewise, improvements
to IEEE 802.11 such as higher data rates [5], QoS [6],
improved channeluseand fairnessincreasethe performance
of the overall system.In general,for voice delivery, these
improvementscanbe combinedwith a MAC layer thatallows
bit errorsto further increaseperformance.

There has been signi�cant researchexploring the effect
of packet lossesdue to wirelesschannelerrors on TCP [7],
[8], [9]. Most of this researchhas focusedon how to hide
errorsby modifying the link layerbehavior, suchaslink layer
retransmissionsand adaptive packet sizes.This researchhas
not examinedtheeffect of bit errorsbecauseTCPis a reliable
protocol;no errorsare tolerated.

In [10] the authorsexaminemethodsto protect important
packets.They requirethe importantpackets to be transmitted
at IEEE 802.11b's lowestbit ratebecausepacketstransmitted
at this lowestbit ratehavethelargestrangeandaremorelikely
to be received without errors.In additionthe authorsperform
redundantpacket transmissionsto increasethe likelihood of
reception.Thesetechniquesmay be usedin combinationwith
the MAC layer CRC schemeswe proposeto further improve
performance.

In [11] theauthorsintroduceUDPLite, a transportlayerthat
allowspartialchecksummingof theUDP datapacket contents.
In UDP Lite, the UDP headeris modi�ed to indicatewhich
portion of the packet is protectedby the UDP checksum.
This allows bit errors in part of the packet while important
application information is still protected. This scheme is
similar to our proposal,with the exception that UDP Lite
is performed at the transport layer. Therefore,when UDP
Lite is used over WLANs, no errors would occur and no
improvementwould be seen,since the IEEE 802.11 MAC
layer doesnot passpacketswith errorsup the protocolstack.
To experienceimprovement when UDP Lite is used over
WLANs, modi�cations,asproposedin this paper, would need
to be implemented.The UDP lite authorsdid not examinethe
impact of bit errors in erroneouswirelessnetworks, nor did
they experimentwith a modi�ed MAC layer.

I I I . SYSTEM MODEL

Before describingthe designdetails we highlight the key
componentsthat mustbe consideredwhendiscussingVoIP in

TABLE I

VOICE ENCODER BI T RATES.

Encoder Bit Rate

G.711 64 kbps

G.723.1 5.3, 6.3 kbps

IEEE 802.11networks.First,we describeVoIP andthespeech
encoderswe utilized in our experiments.Next, we describethe
MAC layeroperationof the IEEE 802.11standard.Finally we
discussthe Gilbert error model,which is usedto simulatebit
errorsin packetsthataretransmittedover thewirelessmedium.

Therearetwo maincomponentsto performa VoIP call: call
signalingandvoicedatadelivery. In this paperwe focussolely
on data delivery. We do not considercall signaling (setup,
transfer, tear down, etc.).More informationon this topic can
be found in [12], [13].

A. Voice Encoders

To transmitvoice over a packet network, the analogspeech
must �rst be encodedand packetized. The voice encoder
determinesthe bit rate of the encodedvoice. The voice
encoder/decoderpair also in�uences the robustnessof the
voice conversationin the presenceof errorsand losses[14].

Thereare numerousencodersfor speech.One of the most
widely usedvoice encodersis G.711[15], as it wasan early
standard.G.723.1[2] is an advancedspeechcoderthat offers
a muchlower bit rate.Thebit ratesfor thesetwo encodersare
shown in Table I.

G.711digitizesspeechusingpulsecodemodulation(PCM).
Speechis sampledat 8 khz and eachsampleis 8 bits. This
leadsto a bit rateof 64 kbps,or 8 bytespermillisecond(ms).
Becausethe G.711 encodercreatesa bit stream,the voice
streamcan be framed at any size. Typically the G.711 bit
streamis framed into packets containing20 ms of speech.
This value is chosenbecausethe frame size of the packet
in�uences the overall delay. With a 20 ms frame size, each
datapacketcontains160bytes.G.711is alsocapableof silence
suppression,wheredatais notsentwhennospeechis detected.

G.723.1 has two bit rates. For the 6.3 kbps encoding
rate, a multi-pulse-maximumlikelihood quantization (MP-
MLQ) is performed to encode the speech.At the lower
dataratealgebraic-code-excited linear prediction(ACELP) is
employed.G.723.1is alsocapableof silencesuppression.Each
dataframe contains30 ms of voice and a small 7.5mslook-
aheadbuffer is required.

B. IEEE 802.11Standard

The IEEE 802.11standard[16] is widely usedin WLAN
deployments.In this standard,when a node hasa packet to
send,it �rst performscarrier sensing(CS). If the mediumis
idle for a small periodof time, thenthe packet is transmitted.
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Fig. 1. IEEE 802.11distributed coordinationfunction.

If the medium is busy, the node must backoff. A random
backoff time, called the contentionwindow, is chosen.This
contentionwindow is only decrementedwhile the medium
is idle. When the backoff timer expires the node transmits
the packet. If the node does not receive acknowledgment
that the packet was received correctly, then the node must
backoff againandattemptretransmission.Similar to Ethernet,
an exponentialbackoff is utilized. After seven unsuccessful
attempts,an unsentpacket is dropped.

When transmittingunicastdata packets, the IEEE 802.11
MAC layer utilizes the distributed coordination function
(DCF). DCF consistsof a RTS-CTS-Data-ACK handshake,
as shown in Figure1. The Requestto Send(RTS) andClear
to Send(CTS) packets are small and thereforedecreasethe
impactof collisions.Thesepacketsareusedto performvirtual
carrier sensingto avoid the hidden terminal problem [17].
Virtual carrier sensingcausesnodesthat overhearthe RTS
or CTS packetsto defer their packet transmissionsduring the
periodof transmission.

Whenthe datapacket itself is small,RTS andCTS packets
are not used becausethey increaseoverheadand actually
hinder performance[18]. This is the case for voice data.
WhenRTS andCTS packetsarenot used,othernodesavoid
transmissionbecause,prior to sending,they perform carrier
sensing.If they sensethe medium is in use they will not
decreasetheir contentionwindow and thereforenot sendany
packets at that time. Figure 1 shows carrier sensingas it is
performedby nodesoverhearingthe Data or ACK packets.
The ACK packet is still utilized to con�rm the packet was
received without error. If there is any error detectedin the
packet, the destinationdoesnot sendan ACK, andthe source
is requiredto retransmitthe packet.

C. Gilbert Error Model

The Gilbert error model [19] utilizes a �rst order Markov
model for data transmissionon fading channels.This model
hasbeenshown to be a goodapproximationof the errorsthat
occuron a wirelesschannel[20]. TheGilbert errormodelis a
burstyerrormodel.This resultsin periodsof time wherethere
areburstsof errors.Likewise thereareperiodsof time where
thereareno errors.

BG

Pgb

PbbPgg

Pbg

Fig. 2. Gilbert error model statediagram.

TheGilbert errormodelstatediagramis shown in Figure2.
Thereare two states,G (for good) and B (for bad or burst).
When in the stateG, Pgg is the probability of stayingin the
state G, while Pgb is the probability of transitioning from
stateG to B. Hence,Pgb = 1� Pgg. The error modelstaysin
thecurrentstatefor log(r l )=log(P) bits, wherer l is a random
numberbetweenzero and one, and P is the probability of
staying in the current state.After log(r l )=log(P) bits have
beentransmitteda statechangeoccursif r s is greaterthan
Pgg (Pbb) and the error model is currently in state G (B),
wherer s is a randomnumberbetweenzeroandone.If r s is
less than Pgg (Pbb) no statechangeoccurs.Either way, the
error model will stay in the chosenstatefor log(r l )=log(P)
bits. There are two other parametersnot representedon the
�gure, Peg and Peb. Peg (Peb) is the probability that a bit is
in error while in stateG (B).

Given thesevaluesthe averagebit error rate (ABER) can
be calculatedby the following equation[21]:

Peg(1 � Pgg)
(1 � Pgg) + (1 � Pbb)

+
Peb(1 � Pbb)

(1 � Pgg) + (1 � Pbb)
(1)

Thoughthe ABER givesan estimateof the BER and can be
usedto comparetheaverageperformanceof differentmodels,
it doesnot correctly describethe error behavior becausethe
Gilbert errormodelis highly bursty. Theerrorsoccurin bursts
when the model is in state B. Hence, the ABER does not
accuratelydescribeexpected losses.For example, given a
ABER of 1%, onewould not expect1 bit error in every 100
bits. Rather, one might expect no bit errors in stateG and a
clusterof bit errorswhenstateB.

In order to utilize the Gilbert error model, values for
following parametersmustbe chosen:Pgg, Pbb, Peg andPeb.
In [22], experimentswere performedto determineestimate
values for the Gilbert error model parameters.The authors
examinedfour cases:

� Average
� NoiseLimited (NL)
� InterferenceLimited (IL)
� Frequency Selective FadingLimited (FSFL)

Table II shows the determinedparametervaluesand ABER.
FSFL resultsin the fewest bit errors,while IL resultsin the
mostbit errors.We expecttheaverageandNL casesto exhibit
similarerrorcharacteristicsbecausethey havethesameABER,
thoughin slightly differentburst lengths.



TABLE II

GI LBERT ERROR MODEL PARAMETERS.

Model Pgg Peg Pbb Peb AB E R

Average 99% 0% 85% 33% 1%

NL 97% 0% 75% 28% 1%

IL 99% 0% 95% 42% 8%

FSFL 99% 0% 75% 38% 0.3%

IV. DESIGN TO ALLOW BIT ERRORS

The main in�uences on perceived voice quality are packet
loss, delay and jitter. Voice requirementsare signi�cantly
different from many other applications;comparingvoice and
�le transfer requirements,�le transfer is delay and jitter
tolerant. Additionally, �le transfer data cannot contain any
lossesor errors.On the otherhand,voice packetscantolerate
somelossanderror by utilizing lossconcealmenttechniques.
Delay andjitter mustbe small sincethey signi�cantly impact
interactive communication.

BecausetheIEEE 802.11MAC layerprotocolwasdesigned
to handleapplicationssuchas�le transfer, it requiresthatthere
areno errorsin received packets.For voice, this requirement
is unnecessarybecausevoice can tolerateerrors and losses.
Therefore,we proposea modi�cation to the IEEE 802.11
MAC layer to allow errors in the data portion of received
voice packets.

In this sectionwe describethe normal operationof CRCs
andchecksumsutilized to guaranteetheaccuracy of thepacket.
Next, we presentour modi�cation to the IEEE 802.11MAC
layer to allow bit errors. Additionally, we proposea MAC
layeroptimizationto minimizepacket losswhile still allowing
bit errors in the voice data. Finally we describehow these
modi�cations might be utilized in a real implementation.

A. CRCsand Checksums

Cyclic redundancy checks(CRC) and checksumsare used
at many layersof the network stackto ensurethe contentsof
certainpartsof the packet are correctly received and free of
errors.For instance,the IEEE 802.11MAC protocol,Internet
Protocol(IP) and User DatagramProtocol(UDP) all contain
CRCsor checksumsthat verify part of the packet.

To ensureerror-free receptionof packets,the IEEE 802.11
MAC layerhasa CRCthatis calculatedover theentirepacket,
includingtheIP andUDP headersandvoicedata,asshown in
Figure3. If thereis any error in a packet when it is received

MAC CRCMAC Header UDPHeaderIP Header

Voice Data

Fig. 3. MAC layer framecontents.

at the MAC layer, it fails the CRC and it is discarded.This
resultsin a MAC layer retransmission.

At the network layer, the Internet Protocol (IP) header
containsa checksumthat protectsonly the IP header. If, upon
receptionat eachhop,this checksumdoesnot matchthevalue
containedin theIP header, anerrorhasoccurredandthepacket
mustbedropped.If thepacketwasnotdropped,thedatamight
beroutedto an incorrectdestination.TheIP headerchecksum
doesnot protectthe UDP headeror datafrom errors.

At thetransportlayer, theUDP headercontainsa checksum
protectingtheUDP header, anIP pseudo-headeranddata.This
checksummay be disabledby placing zero in the checksum
�eld. This can be accomplishedby using a RAW socket or
a specializedUDP implementation[11]. However, the UDP
checksumis typically computed.This ensuresthat the UDP
header, IP pseudo-headeranddataarereceived without error.
Errorsin theUDP headercouldresultin packetsbeingpassed
to the wrong applicationport, resultingin packet losses.

We refer to the typical operationof theselayersasT-CRC.
In T-CRC, the MAC layer computesa CRC over the entire
packet. The IP protocol computesa checksumover the IP
headerand the UDP checksumprotectsthe UDP header, IP
pseudo-headeranddata.

B. MAC Layer HeaderCRC

To improvevoiceperformancein IEEE802.11networks,we
proposeto allow errorsin the dataportion of speechpackets.
To accomplishthis, the MAC layer CRC mustnot protectthe
dataportion of the packet; however, the MAC headershould
still be protected.Otherwise, if the MAC headercontains
errors,packetsmaybereceivedby anincorrectdestination.By
protectingonly the MAC headerwith a CRC, the MAC layer
headeris guaranteedto becorrect,but thecontentsof thedata
may containerrors.After this minor changeto IEEE 802.11,
if there are errors in the data of the MAC layer packet, no
retransmissionoccurs.However, if a packet is received with
an error in the MAC header, the packet is droppedand a
retransmissionoccurs.We refer to this strategy asM-CRC.

In addition to modifying the MAC layer CRC, the UDP
checksummust be disabledto allow errors in voice packet
data.OtherwisetheUDP layerwill discardpacketscontaining
errors. As previously stated, this can be accomplishedby
placingzero in the checksum�eld.

Note that in this strategy, becausethe IP andUDP headers
arenotprotectedby theMAC layerCRC,somepacketswill be
lost. If thereis anerror in the IP header, the IP checksumwill
fail and the packet must be discarded;otherwise,the packet
couldberoutedto thewrongdestination.If thereis anerror in
theUDP headerthenthepacket will not besentto thecorrect
applicationport andwill be consideredlost. To combatthese
disadvantagesweproposeanotherMAC layerCRCcalculation
strategy, describedin the following section.



C. Entire HeaderCRC

For properoperationthe MAC layer shouldguaranteethe
correctnessof all control headers(andotherdata)that cannot
tolerateerrors.In our casethis includestheMAC, IP andUDP
headers.If additionalbits within the UDP datapacket require
correct reception,thesebits should also be protectedby the
MAC layer CRC. For example,when utilizing the Real-time
TransportProtocol (RTP) and the Adaptive Multirate Coder
(AMR) [3], the RTP headerandAMR class1a bits2 mustbe
received without error. Thereforethe MAC layer CRC should
protectthesebits in additionto theMAC, IP andUDP headers.
Otherwise,packetswith errorsin theseheaderswill bedropped
at the upper layers, resulting in lower packet delivery. For
example,if a packet is received with errorsin the IP header,
the MAC layer will acceptthe packet becausethere are no
errors in the MAC header. However, the packet will then be
droppedby the IP layer. There will not be a retransmission
of the packet becauseaccordingto the MAC layer, thepacket
hasbeensuccessfullyreceived.

If the MAC CRC protectsall the headers(and other bits
that cannottolerateerrors),then any corruptionin thesebits
will causeimmediateretransmissionof thepacket at theMAC
layer. The result is a decreasein the numberof packets lost,
thoughadditionalMAC layer transmissionsmaybenecessary.
We refer to this strategy asE-CRC.

As in the caseof M-CRC, in addition to allowing errors
at the MAC layer, the UDP checksummust be turned off.
Otherwiseerrors in the dataportion of the UDP packet will
not be allowed.

D. MAC Layer Implementation

To allow bit errorsin thedataportionof packetsat theMAC
layer, IEEE 802.11must be modi�ed. In networks whereall
traf�c is voicedatawith thesameprotectionrequirements,the
portion of the packet protectedby the CRC could be �x ed.
Thereforethe CRC behavior could be changedto protect a
staticportion of all packets.In this case,becausethe number
of bits protectedby theMAC layerCRCis �x edandall nodes
calculatetheCRCidentically, it is not necessaryto modify the
IEEE 802.11packet format.

Networks that supportmultiple datatypesrequiremultiple
MAC layer CRC protectionstrategies (such as T-CRC, M-
CRC and E-CRC). In thesenetworks, other mechanismsare
necessaryto identify theportionof thepacket that is protected
by the MAC layer CRC. In the MAC or PLCP layer header,
control bits can be introducedto indicate the portion of the
packet protectedby the CRC. When a packet is received,
thesebits areexamined.Any error in theportionof thepacket
protectedby the CRC will result in a CRC checkfailure and
requirea MAC layer retransmission.The main disadvantage

2AMR has multiple classesof bits. Bits in class 1a are neededfor
reconstructionandmustbe error free, while otherbits cantolerateerrors.
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Fig. 4. Network andcall scenariodiagram.EachnodehasoneVoIP client
that sendsand receives voice traf�c to oneothernode.In the network, there
aren bi-directionalcalls and2 � n nodesin the network.

of this modi�cation schemeis thesemodi�ed control headers
arenot backwardcompatiblewith otherIEEE 802.11devices.

V. EXPERIMENTS

In this section,we describetheexperimentalsettingsfor the
various componentsin the system.We discussthe network
and call topology, encoder and data framing, MAC level
error checking, channel error models and other simulator
parameters.

A. Networkand Call Topology

In our simulations,we model a wirelessLAN. Hence,all
nodesare within rangeof eachother and sharethe wireless
medium.Thenetwork andcall topologyis shown in Figure4.
In thisscenario,eachnodehasa full duplex voiceconversation
with oneothernode.Thereare2� N nodesandN full duplex
calls.

TABLE III

VOICE TRAFFIC SIMULATED.

Encoding Bit Voice Bytes

Rate per Packet per Packet

G.723.1 6.3 kbps 30ms 243

G.711 64 kbps 20ms 160

G.711 64 kbps 25ms 200

G.711 64 kbps 30ms 240

G.711 64 kbps 35ms 280

G.711 64 kbps 40ms 320

B. Voice Encoderand Data Framing

We explore two data encoding rates: 64 and 6.3 kbps.
Thesedataratesare representative of G.711and G.723.1,as
describedin Section III-A. The default voice packet frame
sizes,20 ms (160 bytes)for G.711and30 ms (24 bytes)for
G.723.1,respectively, are utilized. In addition to examining

3G.723.1packet framescontain189 bits (23.625bytes).An additional3
bits wereaddedto eachframeto have byte alignment.This resultsin 24 byte
packets.With this packet size the actualdatarate is 6.4kbps.



the default valuesfor thesetwo encoders,we explore various
packet framesizes.The framesizedeterminesthe amountof
speechdata containedin each packet. Increasingthe voice
datain a packet while maintaininga constantbit rate results
in fewer packets per second.The encodingratesand packet
framesizeswe examineareshown in Table III.

C. MAC Layer CRC

Threestrategies for the MAC layer CRC areexplored:

� Typical IEEE 802.11 CRC (T-CRC): This is the
IEEE 802.11MAC layerwithout modi�cation. TheCRC
is computedover the whole packet, including the data
portion. Any error in the packet causesa MAC layer
retransmissionto occur.

� MAC Header CRC (M-CRC): In this strategy the
MAC layer only computesa CRC over the IEEE 802.11
MAC header. Packetswith errorsin the MAC headerare
droppedanda MAC layer retransmissionoccurs.

� Entir e Header CRC (E-CRC): This MAC layer CRC
strategy computesa CRC over the MAC, IP and UDP
headers.Packets with errors in any headerare dropped
anda MAC layer retransmissionoccurs.

Thesethreestrategiesoperateasdescribedin SectionIV.

D. Error Models

BecausetheCRC is only bene�cial in a lossyenvironment,
we utilize the Gilbert error model to introducebit errors in
our simulations.We simulatefour differentsets(Average,NL,
IL, FSFL) of valuesfor the Gilbert error model parameters,
as was shown in Table II. Thesevalueswere experimentally
determinedandrepresentrealisticchannelconditions[20].

E. Other SimulationSettings

SimulationswereperformedusingtheNS-2simulator[23].
The datarate of IEEE 802.11was con�gured to be 2 Mbps.
The link layer queuewas drop-tail with a capacity of 50
packets.Sinceall nodeswere within rangeof eachother, no
routing protocolwasnecessary.

Thevoiceconversationsweresimulatedutilizing a constant
bit ratetraf�c source.Becauseeachcall is bidirectional,there
is onestreamof voice packets �o wing in eachdirection.

F. SimulationEnvironmentSummary

We perform simulationsto examinethe effect of allowing
bit errorson VoIP traf�c. We vary the following parameters:

� MAC Layer CRC Strategy
� Numberof Calls
� Voice Encoder
� Voice FrameSize
� Gilbert Error Model Parameters

Ten runs of each simulation were performedand averaged
resultsarepresented.

Unlessotherwisestatedthe default simulationsettingsare:
G.711 encoder, 20 ms voice frame, and the AverageGilbert
error modelparameters.

VI . RESULTS AND DISCUSSION

In this section,we discussthe resultsof the simulations
performed.First we presentour metricsfor evaluation.Next,
we describethe generaltrends for the three different MAC
layerCRCstrategies.Afterward,we show theeffectof varying
the voice encoder, voice frame size and channelerror model
parameters.

A. PerformanceMetrics

To evaluatetheeffect of allowing bit errorsin voicepackets
we usethe following metrics:

� Packet Delivery Ratio: This is the number of voice
packets received divided by the numberof packetssent.
As the packet delivery ratio drops,the numberof losses
increases.As the numberof lossesincreases,the quality
of the voice conversationdegrades.

� Delay: The one-way delayis the time betweenthe trans-
missionof thevoicepacketat thesourceandits reception
at the destination.As the delay increases,the interactive
nature of the conversationdegrades.In practice there
may be additional delay for data framing and queuing
at the destinationfor playback;theseareoften staticand
not considered.Realisticboundsfor delay are shown in
Table IV.

� MAC Layer Transmissions per Packet Delivered:
Ideally eachpacket requiresonly one MAC layer trans-
mission.Whena packet collidesor the MAC layer CRC
fails (dueto an error), that packet mustbe retransmitted.
Therefore,asthenumberof MAC layertransmissionsper
packet increasesthe availablebandwidthdecreases.

� Packet Lossdue to Buffer Over�o w: Whenthemedium
is busy, packetsarequeued.If the packet generationrate
is greaterthanthe throughputof the medium,the packet
buffer over�ows andpacketsmustbe dropped.

� Packet Loss due to MAC layer failur es: This is the
numberof packetsthatfail to sendaftersevenMAC layer
retries.

� Err oneousBits: This is the percentageof bits in error
within a voice packet. The decodedvoice quality for a
single packet is highly relatedto the numberof bits in
error.4

In additionto the above metrics,jitter is alsoimportant.Jitter
is the variancein inter-arrival time betweenpacket reception
at the destination.In general, jitter can be traded off for

4The decodedvoice quality is highly dependenton the decoder's ability to
concealerrors.It also dependson exactly which bits are in error. The most
important voice data bits should be protectedby the MAC layer CRC, as
describedin SectionIV-C



1 2 3 4
0.70 

0.75 

0.80 

0.85 

0.90 

0.95 

1.00 

Number of Calls

P
ac

ke
t D

el
iv

er
y 

R
at

io

T-CRC
M-CRC
E-CRC

(a) Packet Delivery Ratio

1 2 3 4
0

0.5

1

1.5

Number of Calls

D
el

ay
 (

se
c)

T�CRC
M�CRC
E�CRC

(b) Delay

1 2 3 4
1

1.2

1.4

1.6

1.8

2

Number of Calls

N
um

be
r 

of
 T

ra
ns

m
is

si
on

s

T�CRC
M�CRC
E�CRC

(c) MAC Layer Transmissionsper
Packet Delivered

Fig. 5. Default scenario.

TABLE IV

CALL QUALITY, LOSS, AND DELAY REQUIREMENTS.

Quality Loss5 Delay

Toll 1% 80ms

Business 3% 180ms

Low 10% 400ms

additional delay. This is done by buffering packets before
playbackat the destination.

To isolate the effect of thesemetrics,we de�ne threecall
qualities:toll, businessand low. In [24] the requirementsfor
toll andbusinessquality callsaredetailed.Toll quality hasthe
highestrequirementsfor lossanddelay, followed by business
and low quality. In [14] the authors describelow quality
requirements.The loss and delay requirementsfor eachcall
quality aresummarizedin Table IV. In addition,to the voice
requirementsshown, theITU haspublishedotherrequirements
andmethodsto measurevoice quality [25], [26].

B. General Results

Thepacketdeliveryratio for thedefaultscenariois shown in
Figure5(a).Thepacket delivery ratio is 100%for E-CRCand
T-CRCfor up to andincludingthreecalls.Thepacket delivery
ratio for M-CRC is lower, around97%. Thesepacket losses
area resultof errorsin theIP andUDP header, asdescribedin
SectionIV-B. At four callsall MAC layerstrategiesencounter
higher losses.The E-CRCandM-CRC strategieshave nearly
10% packet loss, meetingthe low quality loss requirement,
while T-CRC clearly hasthe lowestpacket delivery ratio.

Surprisingly, the reasonfor the packet losseswas not due
to sevenunsuccessfultransmissionattemptsat theMAC layer.
For all experiments in this paper, this number was very

5The acceptablelosspercentageis highly dependenton thevoiceencoding
andthevoicedecoder's ability to hideerrorsandlosses.For example,[1] pro-
videsan optimizedG.711voice decodercapableof acceptablereconstructed
speechwith up to 30% packet loss.
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Fig. 6. Cumulative distribution function of packet bit errors.

small. This indicates that the error model did not cripple
the IEEE 802.11 MAC layer and that it was successfulat
delivering packets in less than seven transmissions.At high
call rates,the packet losseswere a result of buffer over�ow,
becausethe maximumcapacityof the channelwas reached.
T-CRC hasmore thandoublethe packet lossof M-CRC and
E-CRC at four calls. This occursbecausethe IEEE 802.11
MAC protocol cannotsupportthe requiredbandwidth;many
unsuccessfulMAC layer transmissionsoccur whenT-CRC is
employed.

Focusingon the meanpacket delay, shown in Figure 5(b),
all MAC CRC strategiesperformacceptablyup to threecalls.
The packet delay is lessthan 50 ms and the jitter is smaller
than the 20 ms packet generationinterval. At four calls the
delayexperiencedis too large to ful�ll any of the acceptable
call quality requirementsbecausethe channelis over-utilized.

Looking at meannumberof MAC layer transmissionsper
packet, shown in Figure 5(c), we see that M-CRC has the
fewest transmissions.E-CRC follows M-CRC closely, while
T-CRChasa muchhighernumberof transmissionsperpacket
delivered. In terms of the total number of transmissions
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Fig. 7. G.723.1encoderresults.

betweenthethreestrategies,T-CRCrequiresnearly25%more
transmissionsthan M-CRC, while E-CRC requiresonly 3%
more.M-CRC hasthe fewesttransmissionsbecauseerrorsare
allowed in all partsof the packet except the MAC header. E-
CRC performssimilar to M-CRC becausethis CRC strategy
protects only the MAC, IP and UDP headers.Therefore,
differencesbetweenthetwo arecausedby errorsin theIP and
UDPheader, which resultsin aMAC layerretransmissionif E-
CRCis used.T-CRChasthelargestnumberof retransmissions
becausean error anywhere in the packet (MAC header, IP
header, UDP headeror data)causesa retransmissionto occur.

Figure 6 shows the cumulative distribution function of the
percentageof voice bits per packet that are erroneousfor E-
CRC in the threecall scenario.We seethat over 80% of the
packetswere received without any errors.In the packets that
do containbit errors,only a small percentageof the bits are
erroneous.Eventhepacketwith themosterrorshadfewer than
10% of its bits in error. Error concealmenttechniquesshould
preventthissmallamountof errorfrom signi�cantly impacting
voicequality. Thenumberof bits in error in deliveredpackets
for the E-CRC and M-CRC strategies are comparable,since
they both allow bit errors in the data portion. The T-CRC
strategy preventsbits errorsin the received packets.

C. Voice Encoder

Thereare many characteristicsof the voice traf�c that are
dependenton the encoder. For example,G.723.1hasa much
lower bit rate than G.711. With a lower bit rate per call a
highernumberof callscanbesupported.In Figure7 thepacket
delivery ratio, meandelayandmeannumberof transmissions
are shown when the G.723.1 encoderis employed. When
comparedto G.711(Figure 5), it is easyto seethat G.723.1
allowsa muchlargernumberof callsto besupported;up to ten
callscanbesupportedwith little or no changein performance.
At more than ten calls the number of retransmissionsper
data packet becomesextremely high. This is causedby a
combinationof factors,including the fact that the MAC layer
throughputsaturatesas the maximumbandwidthis reached.

At low call rates the trends for MAC layer strategies
utilizing G.723.1aresimilar to thatof G.711.At highcall rates
theadvantagesof utilizing differentMAC layerCRCstrategies
are proportionatelysmaller. With G.711 encoding,packets
contain160 bytesof voice data,while with G.723.1encoding
eachpacket containsonly 24 bytesof data.Both G.711and
G.723.1have thesameMAC, IP andUDP headers.Therefore,
when utilizing G.723.1a larger percentageof eachpacket is
theheader. Becauseerrorsin theMAC headersarenotallowed
in any MAC layer CRC strategy, the performanceimpact of
allowing errors is smallerwith G.723.1than when G.711 is
utilized. This is becausea larger portion of eachpacket is the
header. Therefore,when employing G.723.1,the E-CRC and
M-CRC strategies show lessperformanceimprovementover
T-CRC.

D. Voice FrameSize

The framing of voice packets effects the packet size. An
increasein the amountof voice in eachpacket increasesthe
packet size and decreasesthe numberof packets per second,
when the bit rate is held constant.To examine the effect of
varying packet sizewe simulatedmultiple packet framesizes
for the G.711encoder, asshown in Table III. Figure8 shows
the effect of frame size for packet delivery ratio, delay and
numberof transmissions.In thesesimulationsthe numberof
calls wasset to three;at this call rate the wirelesschannelis
stressedbut not saturated.

As the framesize increasesthe packet delivery ratio drops
for T-CRC,andthenumberof transmissionsrisessteeply. The
deceasein performancewhen T-CRC is used is due to the
larger packet size. Larger packets are more likely to contain
errors. Since T-CRC does not allow any errors, it requires
more transmissions.Comparedto T-CRC, the effectiveness
of M-CRC and E-CRC increases.In terms of the number
of transmissions,at 40 ms voice frames,T-CRC transmitsas
much as 1.5 times as many frames as M-CRC. As packet
sizeincreases,theperformanceadvantageof usinga modi�ed
MAC CRC strategy becomesmoresigni�cant.
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Fig. 8. Voice framesize results.
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Fig. 9. InterferenceLimited (IL) error model results.

Figure 8(b) shows the delay of M-CRC and E-CRC is
low comparedto T-CRC. When T-CRC is utilized, the delay
increasesastheframesizeincreases.This is dueto congestion
at theMAC layer. In additionto largeframesizes,for T-CRCa
smallframesizeactuallyincreasestheoverheadto thepoint of
causingcongestion,sincea largeportionof eachpacket is the
header. For this reasonT-CRCata framesizeof 20msactually
performsworsethanwhen larger framesizesareutilized.

E. Error Model Parameters

When the four sets of error model parametersshown in
Table II were simulated,FSFL had the fewest errors and
showed little differencebetweenthe MAC layer CRC strate-
gies. Since there were few errors,there was little advantage
to allowing bit errors. Betweenthe Averageand NL error
models,therewasno signi�cant differencein resultsbecause
the averageBER is the same.When utilizing the IL error
model parameters(the error model with the highest BER),
the effect of the proposedMAC layer CRC strategies was
more signi�cant. Figure 9 shows the results when the IL
error model parameterswere utilized. Comparing these to
the Averagecaseshown in Figure 5, T-CRC has a lower
packet delivery ratio, higher delay and higher number of
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Fig. 10. Cumulative distribution function of packet bit errors when using
the InterferenceLimited (IL) error modelparameters.

transmissions.The performanceof M-CRC and E-CRC was
not signi�cantly impacted.T-CRCperformancewasdecreased
for all performancemeasuresat three and four calls. When
the channelis more proneto errors,the performanceadvan-
tage of employing a modi�ed MAC CRC strategy is more
evident.



Figure10 shows the cumulative distribution function of the
percentageof voice bits per packet that are erroneousfor E-
CRCin the threecall scenariowhenusingtheIL errormodel.
Thenumberof errorsin packetswhentheE-CRCandM-CRC
strategiesareusedis very similar, sincethey bothallow errors
in the dataportion of packets. We seethat over 80% of the
packetsarereceivedwithout any errors.In thepacketsthatdo
containbit errors,most have only a small percentageof bits
that are erroneous.ComparingFigures6 and10, the number
of bit errors in the received packets is much larger with the
IL error model becausethis model introducesmore errors.
A larger numberof bits in error will result in worse voice
quality, but by properly using error protection(to protectthe
most important bits) and error concealmenttechniques,this
shouldnot signi�cantly impact the userexperience.

VI I . CONCLUSIONS AND FUTURE WORK

In this paperwe proposedmodi�cations to the MAC layer
that allow bit errors in voice packets, analyzedthe effect
of thesechangesunder a variety of conditions,and showed
that allowing bit errors decreasespacket losses,delay and
the number of packet transmissions.This results in better
call quality and, in some cases,the ability to support a
largernumberof calls,especiallyin highly erroneouswireless
conditions.

In the future, we plan to evaluatesimulatedbit errorsand
the reconstructedspeechsamplesfor various encoders.We
alsoplan to continueexaminationof theeffect of allowing bit
errorsin multi-hop IEEE 802.11networks [27]. Additionally,
we will examineadvancedencodinganddecodingtechniques
to concealbit errors.Furthermore,VoIP is just one applica-
tion that bene�ts from allowing bit errors.Audio and video
streaming,aswell asothermultimediaapplications,canrealize
similar improvementin WLANs through the allowanceand
concealmentof errors.
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