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Abstract— Wir elessLANs are becomingcommonplacebecause
of their easein providing mobile communication. As use of
IEEE 802.11continuesto expand, support for voice will become
a desirable feature. Supporting voice corversationsover a packet
network is more challenging than over current circuit switched
wir ed networks. Thesechallengesare particularly dif cult dueto
the erroneousnature of a wir elesschannel. When errors occur in
data packetsthe IEEE 802.11MAC layer standard requiresthat
the recever not acceptthe packet; the source must retransmit
all packets receved with errors. However, digitized voice data
can tolerate someerror and losswithout noticeable degradation
in call quality. By forcing error-free reception of speech,scarce
bandwidth and enemy are unnecessarilyexpended,and the delay
of the packets increases.In this paper we explore allowing bit
errors in voice packets over IEEE 802.11networks. We propose
two strategies for allowing these errors and demonstrate that
they both result in improved performance.

I. INTRODUCTION

WirelessLANs (WLAN) basedon the IEEE 802.11 stan-
dardareexperiencingwidespreadieployment.Currentlymost
devices with WLAN connectvity are laptops or handheld
devices; however, thereis a new generationof IEEE 802.11
phone devices reachingthe market. Thesedevices promise
voice corversationsover IEEE 802.11networks, therebyuni-
fying the voice and datanetworks while allowing mobility.

Sendingvoice over an Internet Protocol packet network
(VoIP) is considerablydifferent from the circuit-switched
networks that are typically usedfor voice corversations.In
a circuit-switchednetwork, bandwidthis dedicatedand delay
is minimal. In IP paclet networks thereareno guaranteesall
pacletsmustcompeteandsharethe samebandwidth resulting
in paclet loss, delay andjitter.

Voice call quality degradesas paclet loss, delay and jitter
increase.Paclket loss in uences the quality of the receved
voice corversation; extreme lossesmay render the speech
unintelligible. Likewise, as delay increasesthe interaction
betweencall participantsbecomesmore dif cult. Jitter, the
variancein theinter-arrival time betweerpaclets,mustbe kept
small; otherwise buffering mustbe used,which increaseghe
overall delay In orderto maintainnormalvoice corversations,
the loss, delay and jitter must thereforebe kept within tight
bounds.

Wireless channelscharacteristicallyhave high error rates,
particularlywhencomparedvith wired networks. Theseerrors

are due to mary factors,including time varying properties,
obstaclesdistancegollisions,andmulti-pathinterferenceThe
IEEE 802.11MAC layer standarddoesnot allow (or correct)
ary errorsin paclet transmissionslf ary error occursduring
the hop-wise transmissionof a unicast paclet, the sender
is requiredto retransmitthe paclet. A maximum of seven
attemptsis allowed for a single paclet.

We argue that when transmitting voice paclets, errors
within thesepacletsshouldbe permissible Becauseroice can
toleratepaclet loss and errort, allowing somebit errorsdoes
not impact the perceved corversationquality. Allowing bit
errorsin voice paclketshasthe bene t of reducingthe number
of retransmissionper paclet. This, in turn, reduceghe delay
andjitter. In congestedhetworks, fewer retransmissionszduce
the channelusageandresultin increasedaclet delivery.

In this paperwe describea mechanismfor allowing bit
errorsin voice packetsin IEEE 802.11networks. We perform
simulationexperimentswith VolP corversationgo determine
the impact of allowing errors at the medium accesscontrol
(MAC) layer in the voice data. We showv that in a lossy
ervironment allowing errors improves the performanceand
in somecasesallows a higher numberof calls to take place
concurrently Speci cally, the contritutions of this paperare
the following:

Proposalof two IEEE 802.11MAC layer designsallow-
ing bit errors
Performancesvaluationmeasuringperformancegains
Thoroughexaminationof marny commontrafc andchan-
nel conditionsusing the proposedVAC layer designs

The outline for the remainderof the paperis as follows.
Sectionll describeselatedwork. It is followedby anoverview
of VoIP, IEEE 802.11 and the error model in Section lll.
SectionlV describeghe modi cations to the systemto allow
bit errors. The experimentalsetupis describedin SectionV.
The results from simulation are discussedin Section VI.
Finally SectionVIl concludeghe paper

1To concealpaclet loss and error, various techniquesmay be emploed,
suchaserror correctionor multirate coding. Mary techniquego hide paclet
lossand error for VoIP applicationsare provided by [1].



Il. RELATED WORK

The support of VolP corversationsin WLANSs is very
challenging. VolP has unique requirementsthat were not
consideredwhen IP paclet networks were developed.In the
systemconsideredhere,modi cationsto improve [IEEE 802.11
and VoIP result in higher performanceand a better user
experience.

Improvementsn voice encodersuchaslower bit rates[2],
error correction, and error and loss concealment[3], [4]
are most likely to impact the ability to support multiple
concurrentcalls with high quality. Likewise, improvements
to IEEE 802.11 such as higher data rates [5], QoS [6],
improved channeluse and fairnessincreasethe performance
of the overall system.In general,for voice delivery, these
improvementsanbe combinedwith a MAC layerthatallows
bit errorsto furtherincreaseperformance.

There has been signi cant researchexploring the effect
of paclet lossesdue to wirelesschannelerrorson TCP [7],
[8], [9]- Most of this researchhasfocusedon how to hide
errorsby modifying the link layer behavior, suchaslink layer
retransmissiongnd adaptve paclet sizes.This researchhas
not examinedthe effect of bit errorsbecaus@ CPis areliable
protocol; no errorsare tolerated.

In [10] the authorsexamine methodsto protectimportant
paclets. They requirethe importantpacletsto be transmitted
at IEEE 802.11bs lowestbit rate becausgacletstransmitted
atthis lowestbit ratehave thelargestrangeandaremorelik ely
to be receved without errors.In additionthe authorsperform
redundantpaclet transmissiongo increasethe likelihood of
reception.Thesetechniquesnay be usedin combinationwith
the MAC layer CRC schemeswe proposeto further improve
performance.

In [11] theauthordgntroduceUDP Lite, atransporiayerthat
allows partialchecksummingf the UDP datapacket contents.
In UDP Lite, the UDP headeris modi ed to indicatewhich
portion of the paclet is protectedby the UDP checksum.
This allows bit errorsin part of the paclket while important
application information is still protected. This schemeis
similar to our proposal,with the exception that UDP Lite
is performedat the transportlayer Therefore,when UDP
Lite is usedover WLANS, no errors would occur and no
improvementwould be seen,since the IEEE 802.11 MAC
layer doesnot passpaclketswith errorsup the protocol stack.
To experienceimprovementwhen UDP Lite is used over
WLANSs, modi cations, asproposedn this paper would need
to be implementedThe UDP lite authorsdid not examinethe
impact of bit errorsin erroneouswirelessnetworks, nor did
they experimentwith a modi ed MAC layer.

I1l. SYSTEM MODEL

Before describingthe designdetails we highlight the key
componentghat mustbe consideredvhendiscussingvolP in

TABLE |
VOICE ENCODER BIT RATES.

Encoder Bit Rate
G.711 64 kbps
G.723.1 | 5.3,6.3 kbps

IEEE 802.11networks.First, we describevolP andthe speech
encodersve utilized in our experimentsNext, we describethe
MAC layeroperationof the IEEE 802.11standardFinally we
discussthe Gilbert error model, which is usedto simulatebit
errorsin pacletsthataretransmittecbverthewirelessmedium.

Therearetwo maincomponentso performa VolP call: call
signalingandvoice datadelivery. In this paperwe focussolely
on data delivery. We do not considercall signaling (setup,
transfer tear down, etc.). More information on this topic can
be foundin [12], [13].

A. \Woice Encodes

To transmitvoice over a packet network, the analogspeech
must rst be encodedand pacletized. The voice encoder
determinesthe bit rate of the encodedvoice. The voice
encoder/decodepair also in uences the robustnessof the
voice corversationin the presenceof errorsandlosses[14].

Thereare numerousencoderdor speechOne of the most
widely usedvoice encoderds G.711[15], asit wasan early
standardG.723.1[2] is an advancedspeechcoderthat offers
amuchlower bit rate. The bit ratesfor thesetwo encodersare
showvn in Tablel.

G.711digitizesspeechusingpulsecodemodulation(PCM).
Speechis sampledat 8 khz and eachsampleis 8 bits. This
leadsto a bit rate of 64 kbps,or 8 bytesper millisecond(ms).
Becausethe G.711 encodercreatesa bit stream,the voice
streamcan be framed at ary size. Typically the G.711 bit
streamis framed into paclets containing20 ms of speech.
This value is chosenbecausethe frame size of the paclet
in uences the overall delay With a 20 ms frame size, each
datapacletcontainsl60bytes.G.711is alsocapableof silence
suppressionyheredatais not sentwhenno speechis detected.

G.723.1 has two bit rates. For the 6.3 kbps encoding
rate, a multi-pulse-maximumlikelihood quantization (MP-
MLQ) is performedto encodethe speech.At the lower
datarate algebraic-code>ecited linear prediction (ACELP) is
employed.G.723.1is alsocapableof silencesuppressiorEach
dataframe contains30 ms of voice and a small 7.5mslook-
aheadbuffer is required.

B. IEEE 802.11Standad

The IEEE 802.11standard[16] is widely usedin WLAN
deployments.In this standard when a node hasa paclet to
send,it rst performscarrier sensing(CS). If the mediumis
idle for a small period of time, thenthe paclet is transmitted.
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Fig. 1. IEEE 802.11distributed coordinationfunction.

If the mediumis busy, the node must bacloff. A random
bacloff time, called the contentionwindow, is chosen.This
contentionwindow is only decrementedvhile the medium
is idle. When the bacloff timer expires the node transmits
the paclet. If the node does not receve acknavledgment
that the paclket was receved correctly then the node must
bacloff againandattemptretransmissionSimilar to Ethernet,
an exponential bacloff is utilized. After seven unsuccessful
attempts,an unsentpaclet is dropped.

When transmitting unicastdata paclets, the IEEE 802.11
MAC layer utilizes the distributed coordination function
(DCF). DCF consistsof a RTS-CTS-Data-£K handshakg,
asshown in Figure 1. The Requesto Send(RTS) and Clear
to Send(CTS) paclets are small and thereforedecreasehe
impactof collisions.Thesepacletsareusedto performvirtual
carrier sensingto avoid the hidden terminal problem [17].
Virtual carrier sensingcausesnodesthat overhearthe RTS
or CTS pacletsto defertheir paclet transmissionsluring the
period of transmission.

Whenthe datapaclet itself is small, RTS and CTS paclets
are not used becausethey increaseoverheadand actually
hinder performance[18]. This is the case for voice data.
When RTS and CTS paclets are not used,other nodesavoid
transmissionbecauseprior to sending,they perform carrier
sensing.If they sensethe mediumis in use they will not
decreaseheir contentionwindow and thereforenot sendary
paclets at that time. Figure 1 shows carrier sensingas it is
performedby nodesoverhearingthe Data or ACK paclets.
The ACK paclet is still utilized to con rm the paclet was
receved without error. If thereis ary error detectedin the
paclet, the destinationdoesnot sendan ACK, andthe source
is requiredto retransmitthe paclet.

C. Gilbert Error Model

The Gilbert error model [19] utilizes a rst order Markov
model for datatransmissionon fading channels.This model
hasbeenshownn to be a goodapproximationof the errorsthat
occuron awirelesschannel[20]. The Gilbert errormodelis a
bursty errormodel. This resultsin periodsof time wherethere
areburstsof errors.Likewise thereare periodsof time where
thereareno errors.

P /Eb\‘ Py
CO___O°

Fig. 2. Gilbert error model statediagram.

The Gilbert error modelstatediagramis shavn in Figure?2.
Thereare two states,G (for good) and B (for bad or burst).
Whenin the stateG, Pyq is the probability of stayingin the
state G, while Pg is the probability of transitioning from
stateG to B. Hence,Pgp = 1  Pgg. The error modelstaysin
the currentstatefor log(r|)=log(P) bits, wherer, is arandom
numberbetweenzero and one, and P is the probability of
staying in the current state. After log(r,)=log(P) bits have
beentransmitteda state changeoccursif rs is greaterthan
Pgg (Pob) and the error model is currently in state G (B),
wherers is a randomnumberbetweenzeroandone.If rg is
lessthan Pgg (Pup) no statechangeoccurs.Either way, the
error model will stayin the chosenstatefor log(r,)=log(P)
bits. There are two other parametershot representean the
gure, Peg and Pep. Peg (Peb) is the probability that a bit is
in error while in stateG (B).

Given thesevaluesthe averagebit error rate (ABER) can
be calculatedby the following equation[21]:

l:)eg (1 ng) Peb(l Pbb) (1)
(1 Pgg)+ (1 Po) (1 Pgg)+ (1 Poy)

Thoughthe ABER gives an estimateof the BER and canbe
usedto comparethe averageperformanceof differentmodels,
it doesnot correctly describethe error behaior becausehe
Gilbert errormodelis highly bursty. The errorsoccurin bursts
when the model is in state B. Hence,the ABER does not
accurately describe expected losses. For example, given a
ABER of 1%, one would not expect 1 bit errorin every 100
bits. Rather one might expectno bit errorsin stateG anda
clusterof bit errorswhen stateB.

In order to utilize the Gilbert error model, values for
following parametersnustbe chosen:Pyg, Ppy, Peg andPep.
In [22], experimentswere performedto determineestimate
valuesfor the Gilbert error model parametersThe authors
examinedfour cases:

Average

Noise Limited (NL)

Interferencelimited (IL)

Frequenyg Selectve FadingLimited (FSFL)
Table Il shaws the determinedparameteraluesand ABER.
FSFL resultsin the fewestbit errors,while IL resultsin the
mostbit errors.We expectthe averageandNL casego exhibit
similar errorcharacteristicbecause¢hey have thesameABER,
thoughin slightly differentburst lengths.




TABLE Il
GILBERT ERROR MODEL PARAMETERS.

Model | Pgg | Peg | Pob | Pep | ABER
Average | 99% | 0% | 85% | 33% 1%
NL 97% | 0% | 75% | 28% | 1%
IL 99% | 0% | 95% | 42% | 8%
FSFL | 99% | 0% | 75% | 38% | 0.3%

IV. DESIGN TO ALLOW BIT ERRORS

The main in uences on perceved voice quality are paclet
loss, delay and jitter. Voice requirementsare signi cantly
differentfrom mary otherapplications;,comparingvoice and
le transfer requirements, le transferis delay and jitter
tolerant. Additionally, le transferdata cannotcontain ary
lossesor errors.On the otherhand,voice pacletscantolerate
somelossanderror by utilizing loss concealmentechniques.
Delay andjitter mustbe small sincethey signi cantly impact
interactve communication.

Becausehe IEEE 802.11MAC layer protocolwasdesigned
to handleapplicationssuchas le transferit requireshatthere
areno errorsin receved paclets. For voice, this requirement
iS unnecessarypecausevoice can tolerate errors and losses.
Therefore,we proposea modi cation to the IEEE 802.11
MAC layer to allow errorsin the data portion of receved
voice paclets.

In this sectionwe describethe normal operationof CRG
andchedsuns utilized to guarante¢he accurag of the paclet.
Next, we presentour modi cation to the IEEE 802.11MAC
layer to allow bit errors. Additionally, we proposea MAC
layer optimizationto minimize packet losswhile still allowing
bit errorsin the voice data. Finally we describehow these
modi cations might be utilized in a real implementation.

A. CRCsand Che&sums

Cyclic redundang checks(CRC) and checksumsare used
at mary layersof the network stackto ensurethe contentsof
certainpartsof the paclet are correctly receved and free of
errors.For instance the IEEE 802.11MAC protocol, Internet
Protocol(IP) and User DatagramProtocol (UDP) all contain
CRCsor checksumshat verify part of the paclet.

To ensureerrorfree receptionof paclets,the IEEE 802.11
MAC layerhasa CRCthatis calculatedoverthe entirepaclet,
includingthe IP andUDP headersaindvoice data,asshavn in
Figure 3. If thereis ary errorin a packet whenit is receved

Voice Data

MAC Header| IP Header| UDP Header | [ MACCRC |

Fig. 3. MAC layer frame contents.

at the MAC layey, it fails the CRC andit is discarded.This
resultsin a MAC layer retransmission.

At the network layer, the Internet Protocol (IP) header
containsa checksunthat protectsonly the IP headerlf, upon
receptionat eachhop, this checksuntdoesnot matchthe value
containedn thelP headeranerrorhasoccurredandthe paclket
mustbe droppedIf the pacletwasnotdroppedthe datamight
be routedto anincorrectdestinationThe IP headerchecksum
doesnot protectthe UDP headeror datafrom errors.

At the transportayer, the UDP headercontainsa checksum
protectingthe UDP headeran|P pseudo-headenddata.This
checksummay be disabledby placing zeroin the checksum
eld. This can be accomplishedby using a RAW soclet or
a specializedUDP implementation[11]. However, the UDP
checksumis typically computed.This ensuresthat the UDP
headerIP pseudo-headeand dataare receved without error.
Errorsin the UDP headercouldresultin pacletsbeingpassed
to the wrong applicationport, resultingin paclet losses.

We refer to the typical operationof theselayersas T-CRC.
In T-CRC, the MAC layer computesa CRC over the entire
paclet. The IP protocol computesa checksumover the IP
headerand the UDP checksumprotectsthe UDP header IP
pseudo-headeand data.

B. MAC Layer HeaderCRC

To improvevoiceperformancén IEEE 802.11networks,we
proposeto allow errorsin the dataportion of speechpaclets.
To accomplishthis, the MAC layer CRC mustnot protectthe
dataportion of the paclet; however, the MAC headershould
still be protected.Otherwise,if the MAC headercontains
errors,pacletsmayberecevedby anincorrectdestinationBy
protectingonly the MAC heademwith a CRC, the MAC layer
headelis guaranteedo be correct,but the contentsof the data
may containerrors.After this minor changeto IEEE 802.11,
if thereare errorsin the dataof the MAC layer paclet, no
retransmissioroccurs.However, if a paclet is receved with
an error in the MAC headery the paclet is droppedand a
retransmissioroccurs.We refer to this stratgy as M-CRC.

In addition to modifying the MAC layer CRC, the UDP
checksummust be disabledto allow errorsin voice paclet
data.Otherwisethe UDP layerwill discardpacketscontaining
errors. As previously stated, this can be accomplishedby
placingzeroin the checksumeld.

Note thatin this strateyy, becausehe IP and UDP headers
arenot protectedby the MAC layer CRC,somepacletswill be
lost. If thereis anerrorin the IP headerthe IP checksunwill
fail and the paclet must be discarded;otherwise,the paclet
couldberoutedto thewrongdestinationlf thereis anerrorin
the UDP headetthenthe paclet will not be sentto the correct
applicationport andwill be consideredost. To combatthese
disadwantagesve proposeanotheMAC layer CRC calculation
stratgyy, describedn the following section.



C. Entire HeaderCRC

For properoperationthe MAC layer should guaranteehe
correctnes®f all control headergand otherdata)that cannot
tolerateerrors.In our casethis includesthe MAC, IP andUDP
headerslf additionalbits within the UDP datapaclet require
correctreception,thesebits should also be protectedby the
MAC layer CRC. For example,when utilizing the Real-time
TransportProtocol (RTP) and the Adaptive Multirate Coder
(AMR) [3], the RTP headerand AMR class1a bits*> mustbe
receved without error. Thereforethe MAC layer CRC should
protectthesebitsin additionto the MAC, IP andUDP headers.
Otherwise pacletswith errorsin theseheadersvill bedropped
at the upper layers, resulting in lower paclket delivery. For
example,if a paclket is receved with errorsin the IP header
the MAC layer will acceptthe paclet becausethere are no
errorsin the MAC header However, the paclet will thenbe
droppedby the IP layer Therewill not be a retransmission
of the paclet becauseccordingto the MAC layer, the paclet
hasbeensuccessfullyreceved.

If the MAC CRC protectsall the headers(and other bits
that cannottolerateerrors),then ary corruptionin thesebits
will causeammediateretransmissiof the paclet atthe MAC
layer The resultis a decreasen the numberof pacletslost,
thoughadditionalMAC layertransmissionsnay be necessary
We referto this stratgy asE-CRC.

As in the caseof M-CRC, in addition to allowing errors
at the MAC layer, the UDP checksummust be turned off.
Otherwiseerrorsin the dataportion of the UDP paclet will
not be allowed.

D. MAC Layer Implementation

To allow bit errorsin thedataportion of pacletsatthe MAC
layer, IEEE 802.11mustbe modi ed. In networks whereall
traf ¢ is voice datawith the sameprotectionrequirementsthe
portion of the paclet protectedby the CRC could be x ed.
Thereforethe CRC behaior could be changedto protecta
static portion of all paclets.In this case,because¢he number
of bits protectedby the MAC layer CRCis x edandall nodes
calculatethe CRCidentically, it is not necessaryo modify the
IEEE 802.11paclet format.

Networks that supportmultiple datatypesrequire multiple
MAC layer CRC protection strategies (such as T-CRC, M-
CRC and E-CRC). In thesenetworks, other mechanismsare
necessaryo identify the portion of the pacletthatis protected
by the MAC layer CRC. In the MAC or PLCP layer headey
control bits can be introducedto indicate the portion of the
paclet protectedby the CRC. When a paclet is receved,
thesebits areexamined.Any errorin the portion of the paclet
protectedby the CRC will resultin a CRC checkfailure and
requirea MAC layer retransmissionThe main disadwantage

2AMR has multiple classesof bits. Bits in class 1a are neededfor
reconstructiorand mustbe error free, while other bits cantolerateerrors.

Node Node

==

@)
@)

o Wireless
e Communication o

Fig. 4. Network and call scenariodiagram.Eachnodehasone VoIP client
that sendsand receves voice trafc to one othernode.In the network, there
aren bi-directionalcallsand2 n nodesin the network.
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of this modi cation schemds thesemodi ed control headers
arenot backward compatiblewith other|EEE 802.11devices.

V. EXPERIMENTS

In this section,we describethe experimentalsettingsfor the
various componentsn the system.We discussthe network
and call topology encoderand data framing, MAC level
error checking, channel error models and other simulator
parameters.

A. Networkand Call Topolagy

In our simulations,we model a wirelessLAN. Hence,all
nodesare within rangeof eachother and sharethe wireless
medium.The network andcall topologyis shovn in Figure4.
In this scenariogachnodehasa full duplex voice corversation
with oneothernode.Thereare2 N nodesandN full duplex
calls.

TABLE 1lI
VOICE TRAFFIC SIMULATED.

Encoding Bit Voice Bytes
Rate per Paclet | per Paclet

G.723.1 | 6.3kbps 30ms 243
G.711 64 kbps 20ms 160
G.711 64 kbps 25ms 200
G.711 64 kbps 30ms 240
G.711 64 kbps 35ms 280
G.711 64 kbps 40ms 320

B. \Woice Encoderand Data Framing

We explore two data encodingrates: 64 and 6.3 kbps.
Thesedataratesare representatie of G.711and G.723.1,as
describedin Sectionlll-A. The default voice paclet frame
sizes,20 ms (160 bytes)for G.711and 30 ms (24 bytes)for
G.723.1,respectiely, are utilized. In addition to examining

3G.723.1paclet framescontain 189 bits (23.625bytes). An additional 3
bits wereaddedto eachframeto have byte alignment.This resultsin 24 byte
paclets. With this paclet sizethe actualdatarateis 6.4kbps.



the default valuesfor thesetwo encoderswe explore various
paclet frame sizes.The frame size determineghe amountof
speechdata containedin each paclet. Increasingthe voice
datain a packet while maintaininga constantbit rate results
in fewer paclets per second.The encodingratesand paclet
frame sizeswe examineare shawvn in Tablelll.

C. MAC LayerCRC

Threestratgjiesfor the MAC layer CRC are explored:

Typical IEEE 802.11 CRC (T-CRC): This is the
IEEE 802.11MAC layerwithout modi cation. The CRC
is computedover the whole paclet, including the data
portion. Any error in the packet causesa MAC layer
retransmissiorio occut

MAC Header CRC (M-CRC): In this stratgy the
MAC layer only computesa CRC over the IEEE 802.11
MAC headerPacketswith errorsin the MAC headerare
droppedanda MAC layer retransmissioroccurs.
Entire Header CRC (E-CRC): This MAC layer CRC
stratgly computesa CRC over the MAC, IP and UDP
headersPackets with errorsin ary headerare dropped
anda MAC layer retransmissioroccurs.

Thesethreestratgjies operateas describedn SectionlV.

D. Error Models

Becausahe CRC s only bene cial in a lossyervironment,
we utilize the Gilbert error model to introducebit errorsin
our simulationsWe simulatefour differentsets(Average NL,
IL, FSFL) of valuesfor the Gilbert error model parameters,
aswas showvn in Table Il. Thesevalueswere experimentally
determinedand representealistic channelconditions[20].

E. Other SimulationSettings

Simulationswere performedusingthe NS-2 simulator[23].
The datarate of IEEE 802.11was con gured to be 2 Mbps.
The link layer queuewas drop-tail with a capacity of 50
paclets. Sinceall nodeswere within rangeof eachother no
routing protocol was necessary

The voice corversationsvere simulatedutilizing a constant
bit ratetraf c source Becauseeachcall is bidirectional,there
is one streamof voice packets o wing in eachdirection.

F. SimulationEnvironmentSummary

We perform simulationsto examinethe effect of allowing
bit errorson VolIP traf c. We vary the following parameters:

MAC Layer CRC Stratgy
Numberof Calls

Voice Encoder

Voice FrameSize

Gilbert Error Model Parameters

Ten runs of each simulation were performedand averaged
resultsare presented.

Unlessotherwisestatedthe default simulationsettingsare:
G.711encoder 20 ms voice frame, and the AverageGilbert
error model parameters.

VI. RESULTS AND DISCUSSION

In this section,we discussthe results of the simulations
performed.First we presentour metricsfor evaluation.Next,
we describethe generaltrendsfor the three different MAC
layer CRCsstratgies.Afterward,we shav the effect of varying
the voice encoder voice frame size and channelerror model
parameters.

A. PerformanceMetrics

To evaluatethe effect of allowing bit errorsin voice paclets
we usethe following metrics:

Packet Delivery Ratio: This is the number of voice
pacletsreceved divided by the numberof paclets sent.
As the paclet delivery ratio drops,the numberof losses
increasesAs the numberof lossesincreasesthe quality
of the voice corversationdegrades.

Delay. The one-way delayis the time betweenthe trans-
missionof the voice paclet at the sourceandits reception
at the destination As the delayincreasesthe interactve
nature of the corversationdegrades.In practice there
may be additional delay for data framing and queuing
at the destinationfor playback;theseare often staticand
not consideredRealisticboundsfor delay are shovn in
TablelV.

MAC Layer Transmissions per Packet Delivered:
Ideally eachpaclet requiresonly one MAC layer trans-
mission.Whena paclet collidesor the MAC layer CRC
fails (dueto an error), that packet mustbe retransmitted.
Thereforeasthe numberof MAC layertransmissionger
paclet increaseghe available bandwidthdecreases.
Packet Lossdue to Buffer Over o w: Whenthe medium
is busy, pacletsare queuedIf the paclet generatiorrate
is greaterthanthe throughputof the medium,the paclet
buffer over ows and paclets mustbe dropped.

Packet Loss due to MAC layer failures This is the
numberof pacletsthatfail to sendafterserenMAC layer
retries.

Err oneousBits: This is the percentageof bits in error
within a voice paclet. The decodedvoice quality for a
single paclet is highly relatedto the numberof bits in
error®

In additionto the above metrics,jitter is alsoimportant.Jitter
is the variancein inter-arrival time betweenpaclet reception
at the destination.In general, jitter can be traded off for

4The decodedvoice quality is highly dependenbn the decodes ability to
concealerrors. It also dependon exactly which bits arein error The most
important voice data bits should be protectedby the MAC layer CRC, as
describedn SectionlV-C



X TCRC —o- TCRC
_____________________ M CRC M CRC
oot < ¢ ECRC .18 B ree
2

e 2
8090 - 1 2
> 3 g 1
s < s
=085 S = ”/
o — .~
E 8 ac_j 1.4 e
S 0.80 0.5 2 o
o 5 sae

0.75 [=e- T-CRC “1g A nited

" - mcre - Ganmmmmne o

E-CRC e
0.70 5 A ! L 9 ¥ 4 I 2 3 4
Number of Calls Number of Calls Number of Calls
(a) Paclet Delivery Ratio (b) Delay (¢) MAC Layer Transmissionsper

Paclet Delivered
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TABLE IV
CALL QUALITY, Loss, AND DELAY REQUIREMENTS.

| Quality | Lose | Delay |

Toll 1% 80ms
Business| 3% 180ms
Low 10% | 400ms

additional delay This is done by buffering paclets before
playbackat the destination.

To isolatethe effect of thesemetrics,we de ne threecall
qualities:toll, businessand low. In [24] the requirementdor
toll andbusinesgqquality callsaredetailed.Toll quality hasthe
highestrequirementdor lossanddelay followed by business
and low quality. In [14] the authorsdescribelow quality
requirementsThe loss and delay requirementsor eachcall
quality are summarizedn Table V. In addition,to the voice
requirementshaowvn, thelTU haspublishedotherrequirements
and methodsto measurevoice quality [25], [26].

B. Genenl Results

The pacletdeliveryratio for thedefault scenarids shovnin
Figure5(a). The paclet delivery ratio is 100%for E-CRCand
T-CRCfor upto andincludingthreecalls. The packet delivery
ratio for M-CRC is lower, around97%. Thesepaclet losses
arearesultof errorsin the IP andUDP headerasdescribedn
SectionlV-B. At four callsall MAC layer stratgiesencounter
higherlosses.The E-CRC and M-CRC stratgjies have nearly
10% paclet loss, meetingthe low quality loss requirement,
while T-CRC clearly hasthe lowestpaclet delivery ratio.

Surprisingly the reasonfor the paclet losseswas not due
to sevenunsuccessfuiransmissiorattemptsat the MAC layer.
For all experimentsin this paper this number was very

5The acceptabldoss percentagés highly dependenbn the voice encoding
andthe voice decodes ability to hide errorsandlossesFor example,[1] pro-
vides an optimized G.711voice decodercapableof acceptableeconstructed
speechwith up to 30% paclet loss.
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Fig. 6. Cumulatve distribution function of paclet bit errors.

small. This indicatesthat the error model did not cripple
the IEEE 802.11 MAC layer and that it was successfulat

delivering paclets in lessthan seven transmissionsAt high

call rates,the paclet losseswere a result of buffer over ow,

becausehe maximum capacityof the channelwas reached.
T-CRC hasmore thandoublethe paclet loss of M-CRC and
E-CRC at four calls. This occursbecausethe IEEE 802.11
MAC protocol cannotsupportthe requiredbandwidth; mary

unsuccessfuMAC layer transmission®ccurwhen T-CRC is

employed.

Focusingon the meanpaclet delay shovn in Figure 5(b),
all MAC CRC stratgjies performacceptablyup to threecalls.
The paclet delayis lessthan 50 ms and the jitter is smaller
than the 20 ms paclket generationinterval. At four calls the
delay experienceds too large to ful Il ary of the acceptable
call quality requirementdecausehe channelis over-utilized.

Looking at meannumberof MAC layer transmissionger
paclet, shavn in Figure 5(c), we seethat M-CRC has the
fewest transmissionse-CRC follows M-CRC closely while
T-CRC hasa muchhighernumberof transmissionger packet
delivered. In terms of the total number of transmissions
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betweerthethreestratgjies, T-CRC requiresnearly25% more
transmissionghan M-CRC, while E-CRC requiresonly 3%
more.M-CRC hasthe fewesttransmission®ecauserrorsare
allowedin all partsof the paclet exceptthe MAC headerE-
CRC performssimilar to M-CRC becausehis CRC stratgy
protects only the MAC, IP and UDP headers.Therefore,
differencesdetweerthetwo arecausedy errorsin the IP and
UDP headerwhichresultsin aMAC layerretransmissioif E-
CRCis used.T-CRChasthe largesthnumberof retransmissions
becausean error arywhere in the paclet (MAC header IP
headerUDP headeror data)causesa retransmissiorno occut

Figure 6 showns the cumulative distribution function of the
percentagef voice bits per paclet that are erroneoudor E-
CRC in the threecall scenario.We seethat over 80% of the
paclets were received without ary errors.In the pacletsthat
do containbit errors,only a small percentagef the bits are
erroneouskEventhe pacletwith themosterrorshadfewer than
10% of its bits in error. Error concealmentechniquesshould
preventthis smallamountof errorfrom signi cantly impacting
voice quality. The numberof bits in errorin deliveredpaclets
for the E-CRC and M-CRC stratgjies are comparablesince
they both allow bit errorsin the data portion. The T-CRC
stratgy preventsbits errorsin the receved paclets.

C. \Woice Encoder

Thereare mary characteristicof the voice trafc that are
dependenbn the encoder For example,G.723.1hasa much
lower bit rate than G.711. With a lower bit rate per call a
highernumberof callscanbe supportedin Figure7 thepaclet
delivery ratio, meandelay and meannumberof transmissions
are shovn when the G.723.1 encoderis employed. When
comparedio G.711(Figureb), it is easyto seethat G.723.1
allows a muchlargernumberof callsto be supportedup to ten
calls canbe supportedwith little or no changen performance.
At more than ten calls the number of retransmissiongper
data paclet becomesextremely high. This is causedby a
combinationof factors,including the factthatthe MAC layer
throughputsaturatesas the maximumbandwidthis reached.

At low call rates the trends for MAC layer stratgjies
utilizing G.723.1aresimilarto thatof G.711.At high call rates
theadwantage®f utilizing differentMAC layer CRC stratgies
are proportionatelysmaller With G.711 encoding, paclets
contain160 bytesof voice data,while with G.723.1encoding
eachpaclet containsonly 24 bytesof data.Both G.711 and
G.723.1have thesameMAC, IP andUDP headersTherefore,
whenutilizing G.723.1a larger percentagef eachpaclet is
theheaderBecauserrorsin the MAC headersarenotallowed
in ary MAC layer CRC stratgy, the performanceimpact of
allowing errorsis smallerwith G.723.1thanwhen G.711is
utilized. This is because larger portion of eachpacletis the
header Therefore,when employing G.723.1,the E-CRC and
M-CRC stratgjies shov less performancemprovementover
T-CRC.

D. \oice FrameSize

The framing of voice paclets effects the paclet size. An
increasein the amountof voice in eachpaclet increaseghe
paclet size and decreaseshe numberof paclets per second,
when the bit rate is held constant.To examinethe effect of
varying paclet size we simulatedmultiple paclet frame sizes
for the G.711encoderasshavn in Tablelll. Figure8 shows
the effect of frame size for paclet delivery ratio, delay and
numberof transmissionsin thesesimulationsthe numberof
calls was setto three;at this call rate the wirelesschannelis
stressecbut not saturated.

As the frame size increaseghe paclet delivery ratio drops
for T-CRC, andthe numberof transmissionsisessteeply The
deceasdan performancewhen T-CRC is usedis due to the
larger paclet size. Larger paclets are more likely to contain
errors. Since T-CRC doesnot allow ary errors, it requires
more transmissionsComparedto T-CRC, the effectiveness
of M-CRC and E-CRC increases.In terms of the number
of transmissionsat 40 ms voice frames, T-CRC transmitsas
much as 1.5 times as mary framesas M-CRC. As paclet
sizeincreasesthe performanceadvantageof usinga modi ed
MAC CRC stratgy becomedmore signi cant.
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Figure 8(b) shows the delay of M-CRC and E-CRC is
low comparedto T-CRC. When T-CRC is utilized, the delay
increasesstheframesizeincreasesThis is dueto congestion
atthe MAC layer. In additionto largeframesizesfor T-CRCa
smallframesizeactuallyincreaseshe overheado the point of
causingcongestionsincea large portion of eachpacletis the
headerFor thisreasonT-CRCat aframesizeof 20 msactually
performsworsethanwhen larger frame sizesare utilized.

E. Error Model Parametes

When the four setsof error model parametershawn in
Table Il were simulated, FSFL had the fewest errors and
shaved little differencebetweenthe MAC layer CRC strate-
gies. Sincethere were few errors,therewas little advantage
to allowing bit errors. Betweenthe Averageand NL error
models,therewas no signi cant differencein resultsbecause
the averageBER is the same.When utilizing the IL error
model parameterqthe error model with the highestBER),
the effect of the proposedMAC layer CRC stratgies was
more signi cant. Figure 9 shows the results when the IL
error model parameterswere utilized. Comparingtheseto
the Averagecaseshavn in Figure 5, T-CRC has a lower
paclet delivery ratio, higher delay and higher number of
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InterferenceLimited (IL) error model results.
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Fig. 10. Cumulatve distribution function of paclet bit errorswhen using
the InterferenceLimited (IL) error model parameters.

transmissionsThe performanceof M-CRC and E-CRC was
not signi cantly impacted.T-CRC performancevasdecreased
for all performancemeasuresat three and four calls. When
the channelis more proneto errors,the performanceadwan-
tage of employing a modi ed MAC CRC stratgy is more
evident.



Figure 10 shows the cumulative distribution function of the
percentagef voice bits per paclet that are erroneoudor E-
CRCin thethreecall scenariovhenusingthe IL error model.
Thenumberof errorsin packetswhenthe E-CRCandM-CRC
stratgiesareusedis very similar, sincethey both allow errors
in the dataportion of paclets. We seethat over 80% of the
pacletsarerecevedwithout ary errors.In the pacletsthatdo
containbit errors,mosthave only a small percentagef bits
that are erroneousComparingFigures6 and 10, the number
of bit errorsin the receved pacletsis much larger with the
IL error model becausethis model introducesmore errors.
A larger numberof bits in error will resultin worse voice
quality, but by properly using error protection(to protectthe
most important bits) and error concealmentechniquesthis
shouldnot signi cantly impactthe userexperience.

VII. CONCLUSIONS AND FUTURE WORK

In this paperwe proposedmodi cations to the MAC layer
that allow bit errorsin voice paclets, analyzedthe effect
of thesechangesundera variety of conditions,and shoved
that allowing bit errors decreasepaclet losses,delay and
the number of paclet transmissionsThis resultsin better
call quality and, in some cases,the ability to support a
larger numberof calls, especiallyin highly erroneouswvireless
conditions.

In the future, we plan to evaluatesimulatedbit errorsand
the reconstructedspeechsamplesfor various encoders.We
alsoplanto continueexaminationof the effect of allowing bit
errorsin multi-hop IEEE 802.11networks [27]. Additionally,
we will examineadvancedencodinganddecodingtechniques
to concealbit errors. FurthermoreVolP is just one applica-
tion that bene ts from allowing bit errors. Audio and video
streamingaswell asothermultimediaapplicationscanrealize
similar improvementin WLANSs through the allowance and
concealmentf errors.
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