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Abstract

The growing popularity of wirelessnetworks has led to
casesof heavy utilization andcongestion.In heavily uti-
lized wirelessnetworks, the wirelessportion of the net-
work is a major performancebottleneck. Understanding
the behavior of the wirelessportion of suchnetworks is
critical to ensuretheir robust operation.This understand-
ing canalsohelp optimizenetwork performance.In this
paper, we uselink layer informationcollectedfrom anop-
erational,large-scale,and heavily utilized IEEE 802.11b
wirelessnetworkdeployedatthe62nd InternetEngineering
TaskForce(IETF) meetingto studycongestionin wireless
networks. We motivatethe useof channelbusy-timeasa
directmeasureof channelutilization andshow how chan-
nel utilization alongwith network throughputandgoodput
can be usedto de�ne highly congested, moderately con-
gested, anduncongestednetwork states.Our studycorre-
latesnetwork congestionandits effectonlink-layerperfor-
mance.Basedon thesecorrelationswe �nd that(1) current
rateadaptationimplementationsmake scarceuseof the 2
Mbps and5.5 Mbps datarates,(2) the useof Request-to-
Send/Clear-to-Send(RTS–CTS)preventsnodesfrom gain-
ing fair accessto a heavily congestedchannel,and(3) the
useof rateadaptation,asa responseto congestion,is detri-
mentalto network performance.

1 Intr oduction

The occurrenceof a high densityof nodeswithin a sin-
gle collision domainof an IEEE 802.11wirelessnetwork
canresultin congestion,therebycausinga signi�cant per-
formancebottleneck.Effectsof congestionincludedrastic
dropsin network throughput,unacceptablepacket delays,
andsessiondisruptions.In contrast,theback-haulwireline
portionof a wirelessnetwork is typically well provisioned
to handlethenetwork load. Therefore,therearisesa com-
pellingneedto understandthebehavior of thewirelesspor-
tion of heavily utilizedandcongestedwirelessnetworks.

To ful�ll our endeavor of studyingthe performanceof
congestedwirelessnetworks,wecollectedlink-layertraces
from alarge-scalewirelessnetworkatthe62nd InternetEn-
gineeringTaskForce(IETF)1 meetingheldin Minneapolis,
Minnesota.The meetingwasheldMarch 6–11,2005and
wasattendedby 1138participants.Almostall of thepartic-
ipantsusedlaptopsor otherwirelessdevices.Thewireless
network consistedof 38 IEEE 802.11baccesspoints de-
ployed on threeadjacent�oors of the venue. Our traces
collectedover two daysat the meetingconsistof approx-
imately 57 million framesandamountto 45 gigabytesof
data. An analysisof thedatashows that the largenumber
of participantsandaccesspointsresultedin heavy utiliza-
tion of thewirelessnetwork with multiple periodsof con-
gestion.

Throughthe analysisof the IETF network, we aim to
understandthe impactof congestionin wirelessnetworks
by answeringquestionssuchas: (1) whatdoescongestion
meanin a wirelessnetwork? (2) how do we identify it?
(3) what are the challengesin the congestionanalysis?
(4) what are the effectsof congestionon link-layer prop-
erties? Answering thesequestionsis non-trivial. The
dif�culty arisesbecauseof severalreasons.First, theIEEE
standardsdo not specifya numberof often usedprotocol
features. Examplesinclude the rate adaptationprotocol
andthe transmissionpower control scheme.Implementa-
tionsof suchfeaturesarevendor-speci�c andtheir details
areoftenproprietary. Second,monitoringtoolsfor snif�ng
link-layer information are limited in their capabilities
becausethey cannot capture all relevant information
about all transmittedpackets due to either fundamental
hardware limitations, the proprietarynatureof hardware
andsoftware,or hiddenterminals. Finally, we performed
the monitoring in an uncontrolled environment. This
precludedany parameterizedbehavioral analysiswhich
might be otherwisepossible in a controlled laboratory
setting.

In oureffort to answertheabovequestions,we�rst show
how channelutilization can be usedto identify various



statesof congestionin the wirelessmedium. Further, we
usechannelutilization to explain thebehavior of theMAC
layer. The behavior is analyzedby studyingfactorssuch
asthe channelbusy-time,effectivenessof the Request-to-
Send/Clear-to-Send(RTS–CTS)mechanism,frametrans-
missionand reception,and acceptancedelays. Basedon
ouranalysis,we make thefollowing mainobservations:

� Theuseof RTS–CTSby afew nodesin aheavily con-
gestedenvironmentpreventsthosenodesfromgaining
fair accessto thechannel.

� The numberof frame transmissionsat 1 Mbps and
11 Mbps arehigh for all congestionlevels. Current
rate-adaptationimplementationsmake scarceuseof
the 2 Mbps and 5.5 Mbps dataratesirrespective of
thelevel of congestion.

� At high congestionlevels, the time to successfully
transmita large framesentat 11 Mbps is lower than
for asmallframesentat1 Mbps.

� At high congestionlevels, the time consumedby
framestransmittedat 11 Mbps is only abouthalf the
time consumedby framestransmittedat 1 Mbps. Yet
thenumberof bytestransmittedat11Mbpsis approx-
imately300%morethanat 1 Mbps.

Theseobservationsoffer importantinsightinto theoper-
ationandperformanceof congestedwirelessnetworks.We
believe that theseobservationshint at signi�cant de�cien-
ciesin the802.11bprotocolandits implementations.Even
thoughtheaboveobservationsarespeci�c to theIETF net-
work, we believe they will generallybeapplicablein other
network con�gurations becauseof the large diversity in
wirelesshardwareandnetwork usagepatternsrecordedin
ourdataset.

We believe this paperis the �rst of its kind to empiri-
cally analyzea heavily-congestedwirelessnetwork. While
we are unableto totally understandall the observed net-
work behavior becauseof theabove notedchallenges,we
believethatweoffer signi�cant insightinto thebehavior of
a heavily congestednetwork. We hopethattheinsightcan
beutilized to designbettersystemsandprotocols.We also
hopethatanalysisof congestionin wirelessnetworkswill
bethefocusof futuremonitoringefforts.

The remainderof this paper is organizedas follows:
Section2 motivatesthe importanceof understandingcon-
gestionin wirelessnetworks. An overview of the IEEE
802.11bMAC protocolis givenin Section3. Section4 de-
scribesthedatacollectionmethodologyandthechallenges
of vicinity snif�ng in large-scalenetworks. Section5 de-
scribesa methodfor measuringnetwork congestion.The
effectsof congestionondatapacketretransmissions,frame
sizes,anddataratesarediscussedin Section6. Section7
presentstheconclusionsfrom ourstudy.

2 RelatedWork and Moti vation

A largenumberof studieshave analyzedtheperformance
of wirelessnetworks.We summarizea representativesam-
pleof theexistingwork below.

Several studieshave utilized measurementsfrom pro-
ductionwirelessnetworksto computetraf�c models[2, 7,
13, 14, 18] andmobility models[3, 6, 21]. Theprimaryfo-
cusof thesestudieshasbeento eitherinvestigatetransport
andapplicationlayer performancethroughtheanalysisof
traf�c capturedon thewireline portion of the network, or
utilize SNMPandsysloginformationfrom accesspointsto
modelmobility andassociationpatterns.Few studieshave
analyzedthe performanceof the wirelessportion of de-
ployednetworks. Yeoet al. capturelink-layer information
to analyzetheperformanceof a small-scalecampuswire-
lessnetwork [22]. Mishra et al. usea sniffer to studythe
AP hand-off performancein a controlledexperiment[15].

Theeffect of congestionon theperformanceof thevar-
iousprotocollayershasbeenstudiedextensively usingei-
ther simulationsor analyticalmethods. Cen et al. pro-
posealgorithmsfor distinguishingcongestionfrom wire-
less network losses[5]. The algorithms provide a ba-
sis for optimizing TCP parameterssuchasback-off inter-
vals and congestionwindow sizes. Several methodsfor
the optimizationof the 802.11protocol in congesteden-
vironmentshave beensuggested[16, 19, 20]. Techniques
have beenproposedthat optimize802.11protocolperfor-
manceby eitheradjustingframesizesin highbit-rateenvi-
ronments[16, 20] or varyingtheprotocolcontentionwin-
dow [1]. Heusseet al. analyzeproblemswith multi-
rateadaptationin the 802.11bprotocol[8]. They suggest
that becauseframestransmittedat low dataratesoccupy
more time in the channelcomparedto framestransmit-
ted at high data rates,hostsutilizing the high datarates
suffer a penalty. This penalizationis consideredto be an
anomalyin the 802.11DistributedCoordinationFunction
(DCF) CarrierSenseMultiple Access/CollisionAvoidance
(CSMA/CA) protocol. Finally, Cantieniet al. theoreti-
cally evaluatetheeffectof congestedwirelessnetworkson
framestransmittedatdifferentrates[4]. Weexperimentally
con�rm their analysisin Section6.

The above studiesdo not offer an experimentalevalua-
tion of link-layer performancein heavily utilized andcon-
gestedwirelessnetworks. We believe that gaininga deep
understandingof the real-world performanceof the link-
layer in congestednetworks is important. The insightcan
helpin thedesignof robustprotocolsandimplementations
to handlecongestionrelatedproblemsmoreef�ciently .

Ourinitial effortsto understandtheperformanceof heav-
ily congestedwirelessnetworks is describedin a previous
paper[10]. Our work thereinproposesa reliability met-
ric thatutilizesthereceptionof beaconframesfrom access
pointsto computelink reliability. Our preliminary�nding
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Figure 1: Frame and delay sequencediagram for
CSMA/CA andRTS–CTS.

is that link reliability canbe usedto estimatecongestion
andexplain its effects.On theotherhand,thethesisof this
paperis to proposea metricto determinecongestionlevels
andtoprovideinsightinto theperformanceof thelink-layer
basedon thecongestionlevels.

3 IEEE 802.11bDCF Protocol: Overview

This sectionsummarizestheoperationof theIEEE 802.11
Distributed CoordinationFunction (DCF) protocol. We
limit the scopeof the protocoldescriptionto aspectsthat
areessentialfor abetterunderstandingof theoperationand
functionsdiscussedin this paper.

The IEEE 802.11bDCF protocol is designedto man-
ageandreducecontentionin the wirelesscommunication
mediumin afair manner. Thealgorithmusedby theproto-
col is known asCarrierSenseMultiple Accesswith Colli-
sionAvoidance(CSMA/CA). Accordingto thealgorithm,
whena nodewantsto transmita frame, the stationis re-
quiredto �rst senseif thecommunicationmediumis busy.
If it is, thestationwaitsfor aspeci�c periodof timeknown
as the Backoff Interval (BO) and then tries to sensethe
mediumagain.If thechannelis not busy, thestationtrans-
mits the frame to the intendeddestination. The destina-
tion sendsan acknowledgmentmessageto the sourceof
the frame uponsuccessfulreceptionof the frame. If the
sourcedoesnot receive an acknowledgmentwithin a spe-
ci�c periodof time, it triesto re-sendtheframe.Broadcast
messagesdonotrequirethedestinationto sendanacknowl-
edgmentof reception.

Contentionin thecommunicationmediumcanbefurther
reducedusingRequest-To-Send(RTS) andClear-To-Send
(CTS) messagesbetweensender-receiver pairs. A sender
transmitsan RTS with information about the size of the
dataframeto comeandthe channeltime to be consumed
by thedataframe.If thereceiver is freeto receive thedata
frame,it sendsa CTS backto thesender. At thesamein-
stant,other stationsin the vicinity of the sender-receiver
pair record the estimatedtime for data transmissionand
backoff until the channelbecomesfree again. The RTS–
CTS mechanismis a techniquefor alleviating collisions
causedbecauseof thehiddenterminalproblem.

Timing sequence: Figure 1 shows the timing and se-
quenceof framesand delaysusedby the 802.11proto-

col [11]. Thedelaysthatprecedeandfollow thetransmis-
sionof control frames(RTS, CTSor ACK) or dataframes
arecalledInter-FrameSpacings(IFS).Beforethetransmis-
sionof anRTS,stationsarerequiredto wait for atimeequal
to the DistributedIFS (DIFS). On theotherhand,a desti-
nationstationis requiredto senda CTSor anACK frame
within a ShortIFS (SIFS)amountof time after the recep-
tion of RTS and DATA framesfrom the source,respec-
tively. If thesendingstationsensesthemediumbusyduring
theDIFSinterval, it choosesaBO from arangeandthenan
associatedtimer startscountingdown to zero. If thechan-
nel is sensedbusyduringtheBO, thesendingstationstops
thecountdown andresumesthecountdown whenthechan-
nel is idle again.Whenthetimer countsdown to zero,the
sendingstationattemptsto transmittheframeif thechannel
is idle for a periodof DIFS. If thechannelis busy, another
BO is chosenfrom an exponentiallyincreasedrangeand
theprocessrepeats.

Multirate adaptation: To increasethe probability of
successfuldelivery of frames,wirelesscardvendorstypi-
cally utilize a multirateadaptationalgorithmthatdynami-
cally adaptstheratesat which framesaretransmitted.The
rationaleis that, at low rates,framesaremoreresilientto
bit errorsandhencearelikely to besuccessfullyreceived.
Thedisadvantage,however, is that low dataratesresultin
poorthroughputperformance.TheIEEE 802.11standards
donotspecifyarateadaptationscheme.As aresult,802.11
chipsetmanufacturersanddriverdeveloperscanimplement
any suitablerateadaptationscheme.A populartechnique
is basedon the autorate fallback(ARF) scheme[12]. A
typical ARF implementationreducesthetransmissionrate
whenever packet dropsoccurand increasesthe rateupon
successfuldeliveryof a trainof packets.

4 Data Collection Methodology

This sectiondescribestheIETF wirelessnetwork architec-
ture, our monitoring framework, anda set of monitoring
challengesfor heavily utilizedwirelessnetworks.

4.1 The IETF Wir elessNetwork

The IETF wirelessnetwork was comprisedof 38 Aires-
pace2 1250AccessPoints(APs)distributedon threeadja-
cent�oors. EachAP supportedboththeIEEE 802.11aand
IEEE 802.11bprotocolstandards;however, in our experi-
mentwe only analyzetheoperationof the IEEE 802.11b-
basedwirelessnetwork. EachphysicalAP supportedfour
virtual or logical APs. Thus, a total of 152 virtual APs
(38physicalAPs� 4 perphysicalAP) wereavailableat the
conferencelocation. In this paperwe usethe term AP for
a virtual AP. Figures2 and3 show the placementof APs
in the roomswherewe conductedour measurementand
collection activities during the day and late evening ses-
sions,respectively. Therewere23 physicalAPsplacedon



one�oor of the conferencevenue. The other15 physical
APs werelocatedon the two adjacent�oors. For the late
eveningsessions,the temporarywalls betweenballrooms
D, E, F, andG wereremoved to form a single large ball-
room.

In order to optimize network performance,the Aires-
paceAPsaredesignedto supportdynamicchannelassign-
ment,client load balancing,andtransmissionpower con-
trol. Dynamicchannelassignmentrefersto the technique
thatswitchestheAP'soperatingchannel,dependingonpa-
rameterssuchastraf�c loadandthenumberof usersasso-
ciatedwith theAP. Client loadbalancingrefersto thetech-
nique that controlsper-AP userassociations.The trans-
missionpower controlregulatesthepower at whichanAP
transmitsa frame. Unfortunately, technicaldetailsabout
thesethreeoptimizationsareproprietary. Nevertheless,we
observed that wirelessnetwork traf�c wasfairly well dis-
tributed betweenthe threeorthogonalchannels1, 6, and
11. Also, theaccesspointswereobservedto switchchan-
nelsdynamicallyto balancethenumberof usersandtraf�c
volumeon thethreechannels.

4.2 The Data Collection Framework

The methodwe usedto collect datafrom the MAC layer
is calledvicinity snif�ng [10]. Our vicinity snif�ng frame-
work consistedof threesniffers, IBM R32 Think Pad lap-
tops.Eachsniffer wasequippedwith aNetgate2511PCM-
CIA 802.11bradio. The radioswere con�gured to cap-
turepacketsin a specialoperatingmodecalledtheRFMon
mode. The RFMon modeenablesthe captureof regular
dataframesaswell asIEEE 802.11bmanagementframes.
In addition,theRFMonmoderecordsinformationfor each
capturedpacket. This informationincludesthe sendrate,
the channelusedfor packet transmission,and the signal-
to-noiseratio (SNR) of the received packet. Becausethe
Airespaceaccesspointswereexpectedto switch between
the 802.11bchannels1, 6, and11, eachsniffer wascon-
�gured to sniff on oneof the threedifferentchannelsfor
the durationof eachsession.The packetswerecaptured
using the sniffer utility tethereal. The snap-lengthof the
capturedpacketswasset to 250 bytesin order to capture
only theRFMon,MAC, IP andTCP/UDPheaders.

Thedatacapturingprocesswasconductedusingtwo dif-
ferentplacementcon�gurations,oneduringthedayandthe
secondduring the lateeveningsessions.The lateevening
sessionsarecalledplenarysessions.

Day sessions: The day sessionswere held between
09:00hrs and17:30hrs on March 6–11,2005. The day
sessionsweresplit into 6 to 8 paralleltracksandeachtrack
washeldin oneof theseveralmeetingroomsshown in Fig-
ure2. Theparallelsessiontrackswereheldat threeinter-
vals during the day: 09:00hrs to 11:30hrs, 13:00hrs to
15:00hrs, and15:30hrs to 17:30hrs. We choseto place
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the threesniffers in oneof thebusiestandlargestmeeting
rooms.Theplacementof thethreesniffersis shown in Fig-
ure2. Datawascollectedduring thedaysessionsheldon
March9, 2005.

Plenary sessions: Plenarysessionswereheldin asingle
large meetingroom whereall the IETF memberscongre-
gateto discussadministrative issues.Theplenarysessions
at the 62nd IETF wereheld between19:30hrs and22:30
hrs on March 9 and10, 2005. Datawascollectedduring
the secondplenarysessionheld on March 10, 2005. Fig-
ure3 shows theplacementof theaccesspointsduring the
plenarysessionandthesinglepointatwhichthethreesnif-
ferswereco-located.

4.3 Data Sets

Wirelessnetwork datacollectedfrom the IETF network
wasseparatedinto two setsnamedthedaysessionandthe
plenarysession. Table1 shows theday, time, andchannel
thateachof thetwo setsrepresents.Our collectionframe-
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Figure4: Dataframes,controlframes,andnumberof usersstatistics.

work recordeda total of 28.6 million dataframes,27.05
million acknowledgmentframes,40,000RTS frames,and
17,490CTSframesduringthedayandtheplenarysessions
cumulatively. Theuseof theRTS–CTSmechanismis gen-
erally turnedoff by default on wirelessdevicesandits use
is optional.Thedataindicatesthattheuseof theRTS–CTS
mechanismfor channelaccessby conferenceparticipants
wasminimal.

Per-AP traf�c : Figure4(a) shows the numberof data
andcontrolframessentandreceivedby the15mostactive
APs out of 152 APs for the day and plenarysessionsin
decreasingorder. We observe that the15 mostactive APs
duringthedaysessionsentandreceived90.33%of thetotal
40.81million frames,andthe15mostactiveAPsduringthe
plenarysessionsentandreceived95.37%of thetotal16.81
million frames.

Number of users: Figure4(b) shows the instantaneous
numberof usersassociatedwith theseaccesspointsfor the
two datasets. For visual clarity, eachpoint on the graph
representsthemeannumberof usersin a 30-secondinter-
val. We observe thatat 15:48hrsduringthedaysession,a
maximumof 523userswereassociatedwith thenetwork,
while at 20:45hrsduringtheplenarysession,a maximum
of 325userswereassociatedwith thenetwork. This graph
showsthatthenetworkwasusedby alargenumberof users
for almostall of thecollectionperiod. In comparisonwith
previouswirelessnetwork performancestudies,webelieve

Dataset Day Ch Time

Day
March9 2005 1 11:53–17:30hrs
March9 2005 6 11:54–17:30hrs
March9 2005 11 11:56–17:30hrs

Plenary
March102005 1 19:30–22:30hrs
March102005 6 19:31–22:30hrs
March102005 11 19:32–22:30hrs

Table1: Thetwo setsof IETF wirelessnetwork data.

that the numberof user associationsand the numberof
framessentand received by the APs during the day and
plenarysessionscon�rms that the network is large,heav-
ily utilized, anduniquein its scaleandusage.Thesetraits
make theevaluationof the informationcollectedfrom the
network critical andnecessaryfor a clearunderstandingof
heavily utilizedandcongestednetworks.

4.4 Vicinity Snif�ng Challenges

Vicinity snif�ng is a techniqueusedto capturecontrol,
management,anddataframestransmittedby userdevices
andAPson thewirelessportionof thenetwork. In our ex-
periment,we conductedvicinity snif�ng usingtwo differ-
entsetsof sniffer locationsfor thedayandplenarysessions.
Vicinity snif�ng is the bestcurrentlyavailablemethodto
collect link layerinformationfrom anoperationalwireless
network. However, theutility of vicinity snif�ng is limited
by thefollowing factors:

Choiceof sniffer locations: Thelocationof oneor more
sniffersaffectsthequantityandquality of framesthat can
be capturedfrom the network. With a priori information
abouttheAP topologyandtheexpectednumberof frames
transmittedto and from the APs, sniffers canbe strategi-
cally andconvenientlyplacedin thevicinity of thoseAPs.
At the IETF, this information was obtainedby studying
meetingschedules,gatheringattendeestatisticsfrom meet-
ing organizers,andconductingpreliminaryactivity testson
March8,2005.Thetestsinvolvedtheplacementof sniffers
in differentmeetingroomsfor ashortperiodof timeto cap-
tureasnapshotof theactivity of theAPsin theroom.These
testsallowedusto estimatethebehavior of network traf�c,
numberof users,per-AP traf�c, andper-channeltraf�c.

With theinformationobtainedfrom thepreliminarytests
andtheassumptionthatusersof thewirelessnetwork were
spreadout in different conferencerooms,we decidedto
placethreesniffers in threedifferentlocationsof a single
roomfor thedaysessions(shown in Figure2). This place-
mentallowedusto capturecritical datasetsfrom APsand



userdevicesin andaroundtheroom.Dueto logisticallim-
itations,we co-locatedthesniffersat a singlepoint during
theplenarysession,suchthatamajorityof thetraf�c trans-
mittedby theusersandAPsin theroomcouldbecaptured.
Sincemostattendeescongregatedin thesamelargeroom,
we assumedthat theplacementof sniffersat a locationin
theroomwould enableusto capturea largeportionof the
relevantnetwork traf�c. Theplacementof thesniffersdur-
ing theplenarysessionis shown in Figure3.

Unrecordedframes: Oneof the critical challengesof
vicinity snif�ng is thatthesnifferscannotrecordall frames
that aretransmittedover the communicationchannel.An
unrecordedframe belongsto one of threedifferent cate-
gories: (1) framesdroppeddue to bit errors in received
frames, (2) hardware limitations that causedropping of
framesduring high load conditions[22], and (3) frames
that couldnot be recordedbecauseof thehiddenterminal
problem.

If thenumberof unrecordedframesis large,theconclu-
sionsdrawn from thedatasetcouldbe inaccurate.There-
fore, in this sectionwe discussthe techniqueswe useto
estimatethenumberof unrecordedcontrolanddataframes
andtheimpactof not capturingtheseframes.Thenumber
of unrecordedDATA, RTS, and CTS framescanbe esti-
matedusingthefollowing techniques.

Dataframes: To estimatethenumberof dataframesthat
wereunrecordedby the sniffers, we leveragethe DATA–
ACK frame arrival atomicity of the IEEE 802.11bDCF
standard.Theatomicitypolicy statesthatif a DATA frame
is successfullyreceived by a device in a network, the re-
ceiving deviceshouldsendanACK aftera SIFSdelay. No
otherdevice in the receptionrangeis allowed to transmit
framesduring this interval. In otherwords,whenanACK
frameoccursin our traf�c logs,we expecta DATA frame
to precedeit. The sourceof the DATA framemustbe the
receiverof theACK. If thisDATA frameis missing,wecan
assumethatour snifferswereunableto captureit.

RTSframes: Theuseof theRTS–CTSexchangeof mes-
sagesbetweenasourceandadestinationis optional.How-
ever, in our datasets,we detecteda limited useof RTS
andCTS frames.Consequently, we wereableto leverage
theRTS–CTSframearrival atomicityof theIEEE 802.11b
DCF standard.It statesthat if an RTS is successfullyre-
ceived, the receiver may senda CTS after an SIFSdelay.
No otherdevice in the receptionrangeof the sendingde-
vice is allowed to transmitframesduring this interval. In
otherwords,if a CTSframeis encounteredin our dataset,
we expectan RTS frameto precedeit andthe receiver of
theRTSmustbethesourceof theCTS.If thisRTSframeis
missingfrom thedatasetbut theCTSframewasrecorded,
wecandeterminethatthesnifferswereunableto recordthe
RTS.

CTSframes: Thenumberof uncapturedCTSframescan
bederivedby utilizing theRTS–CTS–DATA framearrival

atomicityof theIEEE802.11bDCF standard.It statesthat
if RTS andDATA framesarerecorded,the receiver of the
RTS musthavesenta CTSframefollowing theRTS frame
by anSIFSdelay. Thestandardstatesthat thestationthat
sendsthe RTS will sendthe following DATA frameonly
whenit receivesa CTSfrom thedestinationstation.

Unfortunately, a drawbackof thesetechniquesis that,if
both the DATA andACK framesaremissing,or both the
RTS andCTS framesaremissing,or all threeRTS, CTS,
andDATA framesaremissing,the techniqueswill fail to
determinethe DATA, RTS, andCTS frames,respectively,
asunrecorded.However, thetechniquesdoprovideaclose
enoughestimateof thenumberof unrecordedframes.

The unrecorded percentage is de�ned as the percent-
ageof thetotal frames(controlanddataframes)thatwere
detectedas unrecordedover the sum of the total frames
recordedandunrecordedin our dataset. We computethe
unrecordedpercentageusingEquation1 asfollows:

Unr ecorded % =
unr ec f r ames

unr ec f r ames + captur ed f r ames
(1)

The unrecordedpercentage for eachof the 15 mostac-
tive APsduringthedayandtheplenarysessionsis shown
in Figure4(c). Thelist of APsarerankedin decreasingor-
derof thenumberof framessentandreceivedby theAPsas
shown in Figure4(a).The�gure showsthattheunrecorded
percentagefor the �rst 15 APsvariesbetween3% to 15%
duringthedaysession,andbetween5%to 20%duringthe
plenarysession. Basedon thesevalues,we assumethat
the resultsobtainedfrom the datasetswould not be sig-
ni�cantly alteredeven if the occurrenceof theseframes
couldbe accuratelydetermined.However, to improve the
accuracy of theresults,we believe that futureexperiments
shoulduseagreaternumberof sniffersandbetterhardware
to reducethenumberof unrecordedframescausedby hid-
denterminalsandhardwarelimitations.

5 De�ning Congestion

OntheInternet,anetworklink is saidto becongestedwhen
theofferedloadon thelink reachesa valuecloseto theca-
pacityof thelink. In otherwords,wecande�ne congestion
asthestatein which a network link is closeto beingcom-
pletely utilized by the transmissionof bytes. In a similar
manner, wirelessnetwork congestioncanbede�ned asthe
statein which the transmissionchannelis closeto being
completelyutilized. Theextentof utilization canbemea-
suredusingachannelbusy-timemetricgivenasthefraction
of a setperiodof time thata channelis busy.

In this section,we show how channelutilization is used
in conjunctionwith thecomputedthroughputandgoodput
of thechannelto estimatea setof utilization thresholdsto
identify levelsof congestionin thenetwork. We alsoshow
thattheeffectsof congestionon link layerbehavior canbe



betterexplainedby de�ning levelsof congestionascom-
paredto exactvaluesof utilization.

5.1 ChannelUtilization

Channelutilizationfor asetperiodof timeis computedona
percentagescale.In ourstudy, wechooseto useonesecond
asthe period. We �nd that this interval is an appropriate
granularityin our analysis.

Theutilization of a network channelpersecondis com-
putedby adding(1) thetimeutilizedby thetransmissionof
all data,management,andcontrol framesrecordedby our
sniffers,and(2) thetotalnumberof delaycomponentssuch
as the Distributed Inter-frame Spacing(DIFS) and Short
Inter-frameSpacing(SIFS)duringthesamesecond.These
delaysform a part of the channelutilization computation
because,duringthis period,themediumremainsunshared
betweenthe stationsin the network. The communication
channelis unsharedwhennootherstationin thevicinity of
the stationthat holdsthe channelcantransmitframesfor
thespeci�eddelaytime. In thispaperweusedelaycompo-
nentvaluessuggestedby Junet al. [11]. Table2 shows the
delayin microsecondsfor delaycomponentsof the IEEE
802.11bprotocol.

As previously described,Figure1 shows thetiming dia-
gramfor theCSMA/CA and(RTS/CTS)mechanisms.The
diagramsuggestsa speci�c orderingof delaycomponents.
For instance,a DATA packet is precededby SIFSdelays,
an RTS packet is precededby a DIFS delay, andan ACK
packet is precededby anSIFSdelay. In theheavily utilized
IETF network wherehundredsof usersareassociatedwith
the network simultaneously, at any given instant,a mini-
mum of a singleuseris readyto senda packet. In other
words,we assumethatat leastonestationhasa BO timer
equalto zero,at any instant. Therefore,the averagetime
spentin theBack-off (BO) statewill beequalto zero,i.e.,
DB O = 0.

Thedelaycomponentsspeci�ed in Table2 suggestthat,
�rst, thechannelutilizationincreasesfor largerdataframes
sincealargernumberof bytestakegreatertimeto transmit.
Second,channelutilizationincreaseswith adecreasein the
rateat which dataframesare transmitted.And third, the
dataframePhysicalLayer ConvergenceProtocol(PLCP)
headeris always transmittedwith a �x ed delay equal to
DP LC P .

To accuratelycompute the channel utilization for a
packet encounteredin our dataset,we usethe timing di-
agramshown in Figure1 andthedelaycomponentvalues
in Table2. Dependingon thetypeof controlframeandthe
rateandsizeof a dataframe,thechannelbusy-timefor the
frameis computedasfollows:

Data frames: A DIFS interval occursbeforeeachdata
frame,eitherimmediatelybeforethedataframe,in thecase
whenthe RTS–CTSmechanismis not utilized, or before

DelayComponent Delay(� sec.)
D D I F S 50
D S I F S 10
D RT S 352
D C T S 304
D AC K 304
D B E AC O N 304
D B O 0
D P LC P 192
D D AT A (size;r ate) D P LC P + 8 � ( 34+ siz e

r ate )

Table2: Delaycomponentsspeci�edin microseconds.

the RTS frame, in the casewhenRTS–CTSis used. The
DIFS delayinterval is usedfor thebusy-timecomputation
of a dataframe. The channelbusy-time(CBT) for a data
frameof size,S bytes,sentat a rateR, is computedusing
Equation2.

CB TD AT A = D D I F S + D D AT A (S;R) (2)

RTS frames: In thecasewhenRTS framesareencoun-
teredin our dataset,theCBT for the framesis computed
usingEquation3.

CB TRT S = D RT S (3)

CTS frames: Whena CTSframeis encounteredin our
dataset,Figure1 suggeststhat theCTSframeis transmit-
ted following an SIFSdelayafter the RTS framewasre-
ceived.Hence,theCBT for CTSframesis computedusing
Equation4.

CB TRT S = D S I F S + D C T S (4)

ACK frames: Whenan ACK frame is encounteredin
ourdataset,Figure1 suggeststhattheACK frameis trans-
mitted following an SIFS delay after the precedingdata
framewasreceived. Hence,the CBT for ACK framesis
computedusingEquation5.

CB TAC K = D S I F S + D AC K (5)

Beaconframes: A beaconframe is typically sentby
eachAP in thenetwork at 100 millisecondintervals. The
beaconframes are precededby a DIFS delay interval.
Hence,whenabeaconframeis encounteredin thedataset,
theCBT is computedusingEquation6.

CB TB E AC O N = D D I F S + D B E AC O N (6)

The CBT of thechannelfor a onesecondinterval, t, is
the total delay computedfor all dataand control frames
thataretransmittedwithin a second.Therefore,if r(t) RTS
frames,c(t) CTS frames,a(t) ACK frames,b(t) beacon
frames,and d(t) data framesare encounteredduring the
sameone secondinterval, the total CBT for the interval
is calculatedusingEquation7.
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Figure5: Utilization percentageandfrequency distribution.

CB TT O T AL (t )

= (r (t) � CB TRT S ) + (c(t) � CB TC T S )

+ (a(t) � CB TAC K ) + (b(t) � CB TB E AC O N )

+ (
d( t )X

i =1

CB TD AT A (Si ; R i )) (7)

The percentagechannelutilization over the onesecond
interval, U(t), is computedusingEquation8 asfollows:

U(t) =
CB TT O T AL (t )

106
� 100 (8)

Equation8 is usedto computethepercentageutilization
of the channelper secondduring the day andthe plenary
sessions.

Utilization fr equency: Theutilizationcomputationsare
graphedonatime-seriesplot in Figure5(a)for thedayses-
sionandFigure5(b) for theplenarysession.Figure5(c) is
ahistogramthatshowsthefrequency of percentageutiliza-
tion for thedayandplenarysessions;for instance,thechan-
nel was53%utilized for 1823secondsduringthedayses-
sion.Thehistogramsindicatethatduringthedaythechan-
nel most often experiencedabout55% utilization, while
during the plenary, the channelwasmostoften utilized at
about86%. During thedaysession,usersweredistributed
acrossall the meetingrooms,andhence,fewer dataand
controlframetransmissionswerecollectedby thesniffers.
On theotherhand,userscongregatedcloserto thesniffers
during theplenarysession,andhence,a largernumberof
transmissionscanbecollectedby thesniffers.Theproxim-
ity of usersto thesniffers thusresultsin a higherchannel
utilization levels.

Figure5(c) shows that thereis not a signi�cant period
of timewhenthenetwork was0–30%or 99–100%utilized
andso it is dif�cult to useour datasetto characterizethe
behavior of thenetwork. Thus,theevaluationof link-layer
behavior in this paperfocuseson theperiodswhenthenet-
work wasutilizedbetween30–99%.
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Figure6: Channelthroughputandgoodputpersecond
calculatedat thecorrespondingchannelutilization.

5.2 Throughput and Goodput

Thethroughputof thechannelfor a onesecondinterval is
thesumof the total numberof bits of all recordedframes
transmittedover thewirelesschannelduringa onesecond
interval. Thegoodputof thechannelis thetotal numberof
recordedbits of all the control andsuccessfullyacknowl-
edged data framestransmittedover the wirelesschannel
duringaonesecondinterval.

Figure6 showsthethroughputandgoodputof thechan-
nelversuschannelutilization. Eachpointvaluey in the�g-
ure representsthe averagethroughputor goodputover all
onesecondintervals during the day andplenarysessions
that arex% utilized. The numberof onesecondintervals
is equalto the frequency of percentageutilization of the
channelshown in Figure5(c). Figure6 indicatesthatasthe
channelutilizationincreasesfrom 30%to 84%,theaverage
throughputof thechannelincreasesto 4.9Mbpsandtheav-
eragegoodputincreasesto 4.4Mbps.Theaveragethrough-
put at 84% channelutilization is closestto the achievable
theoreticalmaximumthroughput[11]. Sincethecomputa-



tion of throughputincludesall the transmittedframes,the
calculatedthroughputvaluefor eachutilizationpercentage
is higherthanthecorrespondingvalueof goodput.

For channelutilization between84% and98%, we ob-
serve a signi�cant decreasein throughput,from 4.9 Mbps
to 2.8 Mbps, and a decreasein goodput,from 4.4 Mbps
to 2.6Mbps. This decreasein thethroughputandgoodput
with a concomitantincreasein channelutilization of the
wirelessnetwork is due to the multirate adaptationalgo-
rithms. As channelutilization increases,a largenumberof
frameerrorsandretransmissionsoccur. As retransmissions
increase,most network cardsdecreasethe rate at which
eachdatapacket is transmitted.At lower datarates(i.e.,
1 Mbps),framesoccupy thechannelfor a longerperiodof
time,andhence,fewerbytesaretransmittedover thechan-
nel. Heusseet al. statethat theuseof lower dataratesfor
dataframespenalizesthedeliveryof dataframestransmit-
ted at higherratesandis an anomalyof the IEEE 802.11
DCF protocol [8]. Therefore,we believe that at channel
utilizationlevelsgreaterthan84%,thetransmissionof data
framesat the lower dataratesof 1 or 2 Mbpssigni�cantly
reducesthethroughputof thenetwork. Section6 presents
resultsthatcon�rm this hypothesis.

Fromourobservations,webelievethatthewirelesscom-
municationchannelis highly congestedwhenthethrough-
put and goodputof the wirelesschanneldecreasesafter
reachingtheir respective maximums.For thewirelessnet-
work at theIETF, we de�ne thenetwork to behighly con-
gestedwhen the channelutilization level is greaterthan
84%. In this paperwe also use the saturationthrough-
put andgoodputobservationsto classifycongestionin the
communicationchannel. The variationsin link layer be-
havior, suchas the effectivenessof the RTS–CTSmech-
anism, the number of successfullyacknowledged data
frames,retransmissions,andthe acceptancedelayof data
framescanbebetterexplainedby usingcongestionclasses,
asdescribedin thenext section.

5.3 Classifying Congestion

In this paper, we suggestthat congestionin an IEEE
802.11bwirelessnetwork can be classi�ed by using the
observed trendsin throughputand goodputwith respect
to increasingchannelutilization levels. We classify net-
work statesinto three classes:uncongested,moderately
congested,andhighly congested.In the caseof the IETF
wirelessnetwork, anuncongestedchannelis achannelthat
experienceslessthan30% utilization. Sincethe through-
put andgoodputof the channelshows a gradualincrease
from 30% utilization to 84%, the channelis moderately
congestedfor utilization valuesin the rangeof the 30%–
84%. A channelis statedto behighly congestedwhenthe
channelutilization is greaterthanthe84%threshold.

6 Effects of Congestion

This sectiondiscussesthe effect of the different conges-
tion levelsonnetworkcharacteristics,behavior of theRTS–
CTSmechanism,channelbusy-time,receptionof framesof
differentsizestransmittedatdifferentrates,andacceptance
delaysfor datapackets. Thesecharacteristicsoffer a basis
for understandingtheoperationof theIEEE802.11bMAC
protocolin heavily congestednetworks.

To better understandthe effects of congestion, we
categorizea frameinto oneof 16 differentcategories.The
categories are de�ned as a combinationof (1) the four
possibledatarates: 1, 2, 5.5, and 11 Mbps, and (2) the
four differentframesizeclasses:small,medium,largeand
extra-large. The framesaresplit into the four sizeclasses
so that the effect of congestionon differentsizedframes
canbederivedseparately. Thefour sizeclassesarede�ned
asfollows:

Small (S): framesizesbetween1–400bytes
Medium (M): framesizesbetween401–800bytes
Lar ge(L) : framesizesbetween801–1200bytes
Extra-lar ge(XL) : framesizesgreaterthan1200bytes

Thebehavior of thesmallsizeclassis representative of
short control framesand dataframesgeneratedby voice
andaudioapplications.Themedium,large,andextra-large
sizeclassrepresentsthe framesgeneratedby �le transfer
applications,SSH,HTTP, and multimediavideo applica-
tions.

6.1 RTS–CTSMechanism

The RTS–CTSmechanismhelpsreduceframe collisions
dueto hiddenterminals. However, the useof the mecha-
nism is optional. In our datasetswe observe that only a
smallfractionof dataframesutilized theRTS–CTSframes
to accessthechannelfor transmission.Figure7 showsthat
aschannelutilization increased,thenumberof RTSframes
increased.Speci�cally, in the moderatecongestionrange
between80% and84% utilization, theaveragenumberof
RTSframestransmittedpersecondshowsanincreasefrom
5 to 8. This is because,asutilization increases,a greater
numberof collisions resultsin a greaternumberof RTS
framesrequiredto accessthe medium. At the sametime,
the numberof CTS framesdoesnot increaseat the same
ratebecauseof thefailureto receive theRTS frames.

At high congestionlevels, the numberof RTS frames
decreasesrapidlybecausecongestionin themediumlimits
channelaccessopportunitiesfor their transmission.The
numberof CTS framesalsodecreasesat high congestion
levelsbecausereceiversexperiencea similar limitation for
channelaccess.

When a limited numberof devices use the RTS–CTS
mechanism,fair channelaccessfor thedevicesthatusethe
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Figure7: Averagenumberof RTS andCTSframes
transmittedper secondon the wirelesschannelversusthe
channelutilization.

mechanismis alsolimited. Thatis because,thedevicesthat
utilize themechanismto transmitDATA framesrely on the
successfuldelivery of theRTS andCTSframespreceding
the DATA frame. On the otherhand,devicesthat do not
utilize the mechanismsolely rely on the successfuldeliv-
eryof theDATA frame.Duringcongestion,thisproblemis
morepronouncedbecausetheprobabilityof thedeliveryof
framesdecreasesdueto collisions.Thus,our observations
suggestthattheuseof theRTS–CTSmechanismis deemed
to beunfair in congestednetworksin whichonlyasmallset
of usersdependon themechanism.

6.2 ChannelBusy-Time

Channelbusy-time is de�ned as the fraction of the one
secondinterval during which the channelis either occu-
pied by the transmissionof framebytesor IEEE 802.11b
standardspeci�eddelaysbetweenframetransmissions.In
this section,we evaluatethe effect of different levels of
congestionon thechannelbusy-timemeasurefor the four
differentdatarates.In Section5 we observedthat,during
high congestion, the network throughput and goodput
decreaseas channelutilization increases. The drop in
throughputand goodput can be attributed to the large
numberof low datarateframestransmittedon thechannel.
This observation can be better understoodby using the
trendsillustratedin Figure8.

Figure8 shows thefractionof a onesecondinterval oc-
cupiedby 1, 2, 5.5, and11 Mbps framesat eachchannel
utilization level. Figure9 shows thetotal numberof bytes
transmittedon thechannelpersecondat eachchanneluti-
lizationlevel. The�gures suggeststhattheaveragefraction
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Figure8: Channelbusy-timeshareof eachof thefour data
ratesversusthechannelutilization.
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Figure9: Averagenumberof bytestransmittedpersecond
at eachof thefour dataratesversusthechannelutilization.

of a onesecondperiodoccupiedby the1 Mbps framesis
muchgreaterthanthe time occupiedby the framestrans-
mittedat 11Mbps,eventhoughthenumberof bytestrans-
mittedat 11 Mbpsis signi�cantly greaterthanthenumber
of bytestransmittedat 1 Mbpsat almostall levelsof chan-
nelutilization. Moreover, duringhighcongestion,theaver-
agefractionof onesecondoccupiedby 1 Mbpsframesin-
creasesfrom 0.43secondsto 0.54seconds.As thefraction
occupiedby thetransmissionof 1 Mbps framesincreases,
thethroughputandgoodputof thenetwork decrease.This
con�rms ourhypothesisthatthedropin thethroughputand
goodputduring high congestionis becauseof the larger
fractionof time occupiedby slower 1 Mbps framesin the
network.
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Figure10: Averagenumberof smalldataframes
transmittedper secondon the wirelesschannelversusthe
channelutilization.

6.3 Frame Transmissions
In this sectionwe provide statisticson thenumberof data
framestransmittedon thechannelat thefour datarates(1,
2,5.5,and11Mbps)andfor eachframesizeclass(S,M, L,
andXL). Thenamingconventionfor thetypeof framesfol-
lows a size-rateformat. For instance,anS frametransmit-
tedat11Mbpsis namedS-11andanXL frametransmitted
at 1 Mbpsis namedXL-1.

Figure10 shows the averagenumberof framesof size
S transmittedper secondon the channelat eachchannel
utilization. Each point on the graph is an averageover
our entiredataset,includingboth thedayandtheplenary
session.Thenumberof framestransmittedpersecondin-
cludesboththeframessentat the�rst attemptandretrans-
mittedframes.We observethatasutilization increases,the
numberof transmittedS-1,S-2,S-5.5,andS-11framesin-
creases.However, the numberof S-11 framesis signi�-
cantly larger than the numberof framessentat the other
datarates. Cantieniet al. presentanalytical resultsthat
suggestthatwhenanIEEE802.11bwirelessnetwork expe-
riencesa stateof congestionor throughputsaturation,the
smallersizedframessentat the highestrate of 11 Mbps
haveahigherprobabilityof successfultransmission[4] that
framessentat lower rates. In line with theseresults,we
observe a rise in the numberof S-11 framestransmitted
duringhighcongestion.

Figure 11 shows the averagenumber of XL frames
transmittedper secondon the channelat eachutilization
level. We observe that the numberof XL-11 framesis
greaterthanthenumberof framessentat lower rates.Dur-
ing congestion,the numberof XL-11 framestransmitted
per secondalsoincreases.This increasecanbe attributed
to theincreasein thechannelaccesscapabilityof 11Mbps
frames.
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Figure 11: Averagenumber of extra-large data frames
transmittedper secondon the wirelesschannelversusthe
channelutilization.
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Figure12: Averagenumberof dataframestransmittedper
secondat 1 Mbpsdatarateon thewirelesschannelversus
thechannelutilization.

Figure12showstheaveragenumberof framestransmit-
tedat 1 Mbpspersecondat eachchannelutilization level.
The �gure shows that therewere a greaternumberof S-
1 framesin the datasetcomparedto the numberof XL-1
framestransmittedpersecond.During highcongestionwe
observe that the numberof S-1 andXL-1 framesshowed
an increase.The increasecan be attributed to the multi-
rate adaptationalgorithmsthat decreasethe sendingrate
for frameretransmissions.

Figure13showstheaveragenumberof framestransmit-
tedat11Mbpspersecondateachchannelutilization level.
The�gure indicatesthata largenumberof dataframesare
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Figure13: Averagenumberof dataframestransmittedper
secondat11Mbpsdatarateon thewirelesschannelversus
thechannelutilization.

transmittedat thehighestdatarate. However, duringhigh
congestionthenumberof S-11andXL-11 framestransmit-
ted per secondincreasesas channelutilization increases.
This increasecanbeattributedto the increasein thenum-
berof retransmissionsduringhighcongestion.

6.4 Frame Reception

In this sectionwe evaluatethenumberof successfullyac-
knowledgeddataframesthat wereacknowledgedat their
�rst attemptof transmission.The evaluationof framere-
ceptionincludesstatisticsfor S-1, XL-1, S-11andXL-11
frames. We believe that the evaluationof the behavior of
this setof framesis representative of the whole setof re-
sults.

A successfullyacknowledgeddataframeis de�ned asa
dataframefor which the sourcereceivesan acknowledg-
mentframefrom thereceiving stationwithin anSIFStime
delay. In our dataset,we identify acknowledgedframesas
dataframesthatareimmediatelyfollowedby anacknowl-
edgmentfrom the receiving station. Othercasesinclude:
(1) whenthe receiving stationdoesnot sendan acknowl-
edgmentbecauseit failed to receive the dataframe suc-
cessfully, (2) the receiving stationsendsan acknowledg-
mentbut the sniffer failed to capturethe framedueto ei-
therbit errorsor thehiddenterminalproblem,or (3) when
theacknowledgmentframefrom thereceiving stationwas
notencounteredimmediatelyfollowing thedataframesent
by the sendingstation; the frame is consideredto be not
acknowledgedor dropped.

Figure14 shows theaveragenumberof dataframesper
secondthat were acknowledgedat their �rst attemptat
transmissionfor different channelutilization levels. The
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Figure14: Averagenumberof dataframessuccessfully
acknowledgedpersecondat their �rst attemptof
transmissionversusthechannelutilization.

�gure shows that during moderatecongestion,thereis an
increasein the numberof 11 Mbps framesacknowledged
per second.But, at utilization levels speci�cally between
80% and84%, the numberof 11 Mbps framesacknowl-
edgedper seconddecreasesdueto contentionin the net-
work. However, duringhigh congestion,thenumberof 11
Mbpsframesthataresuccessfullyacknowledgedincreases.
The increasecanbe attributedto thehigherprobabilityof
thefaster11Mbpsframesbeingreceivedasthenumberof
slow 1 Mbpsframestransmittedin thenetwork increases.

Thus, our conclusionfrom this observation is that the
reducedsendingratecausesa decreasein the throughput
achievedduringcongestiondueto largerCBTsof 1 Mbps
frames.Also, 11Mbpsframeshavea higherprobabilityof
receptionduringhigh congestion.

6.5 AcceptanceDelay

TheAcceptanceDelayfor adataframeis thetimetakenfor
a dataframeto beacknowledged,independentof thenum-
ber of attemptsto transmit. In otherwords, it is the time
computedbetweenthe transmissionof a data frame and
thetime whentheacknowledgmentwasrecorded.Evalua-
tion of theacceptancedelayis signi�cant becauseit gives
us an opportunityto observe the averagetime taken for a
dataframe to be deliveredand acknowledgedat increas-
ing channelutilization levels. Our hypothesisis that the
acceptancedelay informationat differentchannelutiliza-
tion levelscanbeusedto make intelligentdecisionsabout
choosingdatasend-rates.

Figure15 shows theacceptancedelayscomputedfor S-
1, S-11, XL-1, andXL-11 framesthat were successfully
acknowledgedduringthedayandtheplenarysessions.We
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Figure15: Acceptancedelay(in seconds)for dataframes
successfullyacknowledgedper secondversusthe channel
utilization.

observeanoticeablerisein theacceptancedelaysasutiliza-
tion levelsincrease.However, theacceptancedelayvalues
for S-1andXL-1 framesaresigni�cantly greaterthanthe
acceptancedelaysfor S-11andXL-11 frames.The�gure
also shows that the acceptancedelaysfor S-1 framesare
greaterthantheacceptancedelaysfor XL-11 frames.This
observation indicatesthat the performanceof framesthat
aretransmittedat 11 Mbps is betterthantheperformance
of framessentat 1 Mbps, independentof the sizeof the
frames.Additionally, the�gure shows thatacceptancede-
laysfor XL-1 framesaregreaterthantheacceptancedelays
for S-1frames.On theotherhand,S-11andXL-11 frames
exhibit very similar acceptancedelay curves. Therefore,
weconcludethatthesizeof aframestransmittedat1 Mbps
hasa signi�cant effecton theacceptancedelays.

In summary, we hypothesizethat for betterupperlayer
protocol performanceand to maintain overall network
throughput,transmittingdataframesat higherratesis bet-
ter thantransmittingframesat lower rates.

7 Conclusions

Theanalysisof heavily congestedwirelessnetworksis cru-
cial for therobustoperationof suchnetworks.To this end,
this paperhaspresentedan analysisof a large-scaleIEEE
802.11bwirelessnetwork deployed at the InternetEngi-
neeringTask Force meetingin Minneapolis,Minnesota.
Speci�cally, we have investigatedtheeffect of congestion
on network throughputand goodput,channelbusy-time,
the RTS–CTSmechanism,frametransmissionandrecep-
tion, andacceptancedelay. However, we believe that the
datasetsthat we collectedthroughvicinity snif�ng tech-
niquescanbefurtheranalyzedto furtherbroadenourscope
of understanding.

Observations madein this papersuggestthat the use
of lower dataratesto transmitframesin the network sig-
ni�cantly decreasesthe network throughputandgoodput.
Therefore,the useof low data ratesbetweentwo nodes
shouldonly beusedto alleviateframelossesoccurringdue
to bit errors, low signal-to-noise(SNR) ratio of received
frames,or the transmissionof framesto greaterdistances.
Duringcongestion,higherdataratesshouldbeused.How-
ever, themultirateadaptationschemeimplementedin com-
modity radiosdoesnot distinguishbetweenframe losses
that occurdue to any of thesecauses.Consequently, the
responseof multirateadaptationschemesto frameslosses
often resultsin the poor choice of transmissionratesin
heavily congestedenvironments.As a result,overall net-
work performanceis adverselyimpacted.Alternatemulti-
rateadaptationschemes[9, 17] that determinean optimal
packet transmissionratebasedonSNRmayoffer somere-
lief. As anotherstrategy to utilize high datarates,clients
maychooseto dynamicallyincreaseor decreasethetrans-
mit powerof theradiosuchthatdataframescanbeconsis-
tentlyandreliably transmittedat highdatarates.

Anotherobservationmadein the paperis the failure of
theRTS–CTSmechanismto providefair channelaccessto
thefew nodesusingthemechanism.Therefore,duringhigh
congestion,theuseof themechanismshouldbeavoided.
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